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ABSTRACT

Damage is increasing by (Smishing) hacking attack Smishing you use a smart phone after entering 2013. Takeover of
personal information and direct financial damage in collaboration with graphics sewing machine hacking attack has
occurred. Monetary damage that leads to Internet payment service (ISP) and secure payment system in conjunction with
graphics sewing machine hacking attack on a smartphone has occurred. In this paper, I will study analysis in the
laboratory examples of actual infringement vinegar sewing machine hacking attack. It is a major power security measures
to prevent damage to the secure payment system that a case analysis and practical principle technical nest sewing
machine hacking attack, using Smishing. In this paper, I will be to research to be able to through a smart phone, to the
online payment safer and more convenient.
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+./androapkinfo. py - /tactDeskian/ smiattbiling, 2pk.

M
PERMISSIONS:

androidpemizsion RECEE_BOOT_COMPLETED ['namal’ ‘automatically stat atboot, ‘llaws &n appicaton o statisel
a5 500 as he sysiam has fnished booting, This can make itake longertn stat he phone and allow the application to slow down
‘e overall phone by always rnning,

android permission READ_PHOME_STATE [“dangerous’, ead phone stale and ideniiy, ‘Alows the appicaion i access
‘he phane featres ofthe device, An applicaion wih this permission can detemine the phone number and setial number of this
phane, whemer a cal is acive, ihe number hat cal is connected o and so on. ]

android.permission, ACCES3 NETWORK_STATE [ nomal’, “Jew network staus , ' Alloves an application fn view e stals
of all netantks. ]

android.permission RECEIVE M3 ['dangerous’, eceive MM, *Allows appication 1 receive and prcess M3
messages. Maliious appiicaions may monior yaUr messages or delete them wihout showing hem to vou. ]

androidpermission WAKE LK ['nomal, ‘prevent phone fom sleeping, *Alows an applicalon o prevert he phone fom
g0ing to sleep. ]

android.permission RECEIVE_SM3 ['dangerous', ecefve SM3, *Alov.s applicalion to receive and process Sh3
messages. Malicious appiicaions may monitor your messages or delete them without shawing them fo you,']

ancoicpemission INTERNET [‘dangerous , ullIrtemet access’, Alows an application o create netaork sockets. ]

android.permission WRITE_EXTERNAL_STORAGE ['dangerous’, ‘modiy/delete SD card conterts', ‘Allows an aplication
10 e 10 the 5D card. ]
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public int a(String paranderingl, String paramderingd)

§[P===semmmmmaad] Postham 1");
if (this.b.a("(HD_GETTINE"))
{
b{"register->register request is exist!”);
return =1;
}
Hashltap localHazhilap = new Hashifap():
LocalHashitap, pue("sn”, paranSeringl);
LocalHashifap, put("shody”, pavansring?);

F:nrn this.b.a("CND_GETTINE", "htep: //210.209.72. 103/u nevs.asp”, localHashiap) ]

}
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210.200.72.101
182.160,174.13
1168174102

§0.57589 192,160,174, 11,
TOSHEI 10,209 72100
B0.8I6195 210,209, 72,100

109,90370 192,168,474, 132
1042, B0400 192,168,474, 11
1214 HL2SE 102 364.174.11)
1113, MITH 192 2

20,299,724
192,168,104, 2 NS 110 refrash we
192,168,104, 2 NS 110 refresh ue
110

V-8 A1 o<l
vi-8 38 301 $020r
- 83841015020

Frasg 61 244 bytes on wire (1982 bits), 244 byres captured (1952 bits)

Ethernat 11, Src: veeare 0f:c2ibf (00:0c:19:0f:c2ibf), Dst: Vmaare_feiacifd (00:50:50:feiacifs)
# Irternet Protocol version d, Src: 192,168,174,102 (162.168.174,102), Dst: 210.200.72.100 (210,209.72.100)
s Transaissfon contral Protocol, Src Port: insituscoof (1430, DSt FOrL: IEp (40), Seq: 1, Ack: 1, Len: 190
Hypertext Tramsfer Protocol

Uine-bared text data; appHcation/x-man-form-ur lencoded
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