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ABSTRACT

Apple’s iPhone was released and the SmartPhone craze started in the world. Then, Many kind of
SmartPhone released on the market, the number of subscribers increased explosively for the convenience of
SmartPhone. By SmartPhone users increases rapidly, the number of Malware targeting SmartPhones increased
explosively. The SmartPhone Malware, tend to increase explosively in 2012 beginning to be discovered in
earnest from the second half of 2011, and is continuously increasing even now. In this paper, describes the
status and trends of SmartPhone Malware, through the analysis of trends in the SmartPhone Malware, we
describe the future prospects of SmartPhone Malware.

7|19 =

~M}EE otgIE, ERE oHgIE, SYBE WY, HAE Ay

I.M B F AL 29 -9y Fez Ad dib 30%
o

o] TE

of Zo] ofolEo] FAIE olF A MAHLE  gZo] A&HI 9oL
2TEE d¥o] B7] AZFTh 20099 WIPL §  nlEZ Algx7t 2713
A 53t AAL AT ol F, s ololE, Egm =3 Zuzlow %7}0}0;{1:}
JF=ol=F, AMc BHawlg F 9o B g o]l HEG ‘BUHE RHIA o w2
2PEESO] SAEAAL, AvtEES] HHFGOR W A =6l dolE Efy FErt 53 U 12
A3 7HdA F7F FdHow FUbstAnh (11T w) Soly Aolghn ARHTH[3] UEYIY &£
AR GAR] 7FEY S e maw 20139 1 =) Zs)ske] wiEl o] ZME §S Ad o
7] FOE AGS 49 24 59 #RE, Hd 2 qa"g.
71 tHl 1% Fsol= mAA ZPAT, 2utE

el & 5 Aok 2] &

- 127 -



@ Mobile FCs, tablets and mobile routers
Smartphones

Subscriptions {million)

2009 2010 2011 2012 2013 2014

ad 1 =6k 717] Eoly Ed

2015 2016 2017 2018

2utEZ Aol A4t dolE EdY F7het
tEo] AgAe] AR RE WA AR 2
MPEE AzES TAS] AT dHI= =
TuHoR FUbeAT

B =RodAs 2nEE GAIE A dF3

Yol js) Awnm, 20iEE YIS 5P
BHE B3 2vlEE ogmcel FF A
dsl 714w,

20133 18~
2o|lTr}l 7T4.4%% 19, zﬂt 18.2%«1
i0S7} kA gl th.[4]

30.0%

T4.4%

70.0%

60.0%

50.0%

40.0%

30.0%

20.0%

10.0% 585 i
PO 1R 2650 Mok oswax
0.0% T T T
Android i0% BlackBerry  Microsoft Badz Symbizn  Others

a9 2. AlA 2rtEE OS Hi-&

M e dfEe dole sEzdls o

so = g%
2 2649e JMOR st AW FAFolth
gdEoEE 4srmEE BE FAdoEA -
TFIE o] F olgsled £ZES o9} 717 T
of Bl ¥ & Y=S HYThS] EF, o] FTPE
A S8 & A= ATeAAIEE Adse
eekel Bl QEol= B & B 7
G4 Be AF gaht 49 3 glel ofE
PANME ME T = At BAL AFHL 9
4 e ol

Hoold® A dgel Be 3l
S

Wz B owiz A %EEOlE
F2 BACR GYREE AR FEs 9
UE FERRRG WERIL FEORE WEI

A B2 AU 4T e oyas
e zolsolq WAT vlgo] A &
Aol 19%% AA N [6]

of fo fr O N O
)

Symbian

Androd
79%

UNCLASSIFIED
g 3. ZrkY 9AA 8 dPIE 97, 2012

deRolsel Fg T4 il o9lex ulF2
Aol NEgtE nle B3 GZPANNS T
LS 4k o] X EF Wxe mek gFol
Aol #gol 7] WEe =N H4A wE
g 5 gk
E 1 20lEE 4gIE B A5
4 20114 2012 2013
1€ 5 2112 43109
24 9 4578 83868
3¢ 21 5233 79651
UYolA BEF 187] 2PlEE oMIE F
e wd 187 5% 2AAL F 20662871

gERolE W ofymE
T ols AW s 571 11923719 oF 174)
Z7kd FAolth 2uEE fdIEE 20119
sl RE BAHom wAHs] Azd 20129
Zwxog ZANT, BAMAE A% :
Aot Qe FAolth [7] ol @ 2/ FE
7 A% B Ao BT

A Zo] R EAHL

Melo] F7]Al =&
o8 = A EWUP FH o oA
44 ol=, H°l7ai T&, A2 7171

U 5 kst 242 93
ek woz sy

2471



ANIELR otMAC

oln
oot
na
s}
0gd

E 2. ZHY I E A

obgaevy T8 Y9 A =)
WinCE/TerDial A A3 Al 2010.04.19
Jackeey Walpaper AR F= 2010.07.30
Geinimi SMS HFeH$ 2010.12.29
ADRD =4 55 2011.02.15
HiddenSms AAAR = 2011.06.02
gggame.lord Fy, dAd) AX 2011.06.07
GoldDream TINE /E 2011.07.07
WebLoic Dos #2453 2012.02.18
Rootor. TC 2555, C&C 2012.04.05
Zitmo.B/C/D 717] AR f&F 2012.06.19
KRSpammer SMS Ax &3 2012.10.26
KRFackerPK SMS Ax 43 2013.01.14
KRSpammer.V DDos ®& 2013.01.14
Obad #&AA g &3 2013.06
2010 4€o WA WinCE/TerDial A=

=9 A% 3D Anti Terrorist Action o]gl= 2
HNEEZ Ao EEo] Hnl FHE wo UYL
H, AXEHE A 2ntEES ZEA 7L = A
HeE Fgo=m Ao =N AsA=E S
H3E dA "ot [8] ol8is dAdIZ= T
2 A AeAe 5448 gaElE dA HAR o
AIE AR d5 544 o5 gtk oA
I AFAAEL FAH o5& 47U 3 ok
3 FHY AHIZ=E AFSt Ak 20129 10
2o A3 KRSpammere] 4% dAHIZ= A=
oA FHZH ol5E& dA e I ot
o] dHI=E F A T JAY &<, ¥=5
FEZ 59 SMS o7 HuEHu, EA x3
Ho] Q& URLY H&EES 53 & ASAER
FE 4 Ae HASES gh[9] o4 Hol
AXE 2vEES o] &3 ZF Ao|EofA AN
AA Aul=F FPsta AFE SMSE &3 st
AAE 5. dAHIZE AZAE olE AFS
st BEo]l5& FHE5% AT 14 I E
fTsles J29 JHAIEE 7|E9 v &A9F
AE =8d AdA =24 8 =27 AL -9
7F U 28REEF ASA, AFvE, BTt
E dHds) 5& A= FEE A8 st )

F2 AgA9 94 FRE £3
Aol AgAe] F3§ol

USIM AHE, AslHs, w
Aska Aok ol AR
°fgd Jhsgol Atk #UE AHWEE o=
S x| A88 4ol Yk AN FHB
AHUEE 5o =rtY 3L A Y=
=8 fEst Yol WA AU WEE 3
Aol AEHUY) Wl o4 T A7} A

o
[t
ojt
ot
Z&‘:“ (
ol
fT
il
&

oA™Y £ AUAYRE S oty
Zo) ALEEAG W) ottt Yol A
oL e

i 4o

FA7 ds] Ee IR fES AT
2= Btk ohds AHgA A2"E HAsh

[e]
o
g g Z=oh oulx 53 9ok 20134
‘Obad’ kil st= AAA=s BHAATD
SEs AAzA & F gla, 717]e) AFE =
tolgE 4 & Aok F7t= oH g f & ol
< T2wol AAsiy, BEFF24 gojgelg F

off
AT
f ot X pol do o

a 2Hol gt e wwrl AX dasE A
Sehe Ao AU EF I FEES
SE 9= e Aol Al AYL %
13 glor SMSE Il WHe we FE ok
(1) oleid WEoz Bea Ase §5@ 2o
E¥e DDoS 37, 9 = 1= FFY 5 o
ozel BHoz Agd 4ol Utk

3 AR Hsh gol AgAAAE A

4 SslE 43, PI= ARl E FHA

o5 QA s etdEES A Aws H1

stk #44 WalE YA s pgmEE A9

JR{ES BHOE S 4T A A

Hol A7 Aws @ Ao AT srlEE
]

Ask A FEOR
SP0E AEATE oMY 9e UAT Bl =
o}d Zolth, olH @ HYmEE
o MA A R PJAE HAEHE @ A% A
o2 Wy T HOoE oA

3ol AWE otIEE AETE oA E
2o} AR ol B MO 91T o4
B ASAT AR T wol fymEe] 7
Ht Fegth SAY Ao ym g
=& 43 gD vk AT WsfolA A
Moz ofysice] FPEE Hopyol WAy
o olSlel® ThFE HFHS E3) Py sso
ZasE Azt 51 Utk old@ AHe o
B 9o wze] 20lEE OSA AT £
Aol &epbEA Aopye Bt

(r

N 30 b o o Ky IF

¥ 3. ¢t=Folt HHE HAE

Codename API Distribution
Froyo 8 2.4%
Gingerbread 10 30.7%
Honeycomb 13 0.1%
Ice Cream Sanwich 15 21.7%
Jelly Bean 16 45.1%
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