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ABSTRACT

This paper describes an implementation of ARIA crypto algorithm which is a KS (Korea Standards) block
cipher algorithm. The ARIA crypto—core supports three master key lengths of 128/192/256—bit specified in the
standard and the four modes of operation including ECB, CBC, CTR and OFB. To reduce hardware complexity,
a hardware sharing is employed, which shares round function in encryption/decryption module with key
initialization module. The ARIA crypto—core is verified by FPGA implementation, the estimated throughput is
about 1.07 Gbps at 167 MHz.
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