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요   약 

 WG-7 is a stream cipher based on WG Stream Cipher and is designed by Y. Luo, Q. Chai, 

G. Gong, and X. Lai in 2010. This cipher is designed to implement in low cost and lightweight 

application such as RFID tags. In this paper, we survey and compare cryptographic module such 

as stream and block cipher. We can estimate security performance suitable to system. 

Ⅰ. Introduction

  For security applications in wireless 

sensor networks (WSNs), choosing best 

algorithms in terms of energy-e ciency 

and of small-storage requirements is a real 

challenge because the sensor networks 

must be design with limited resources. 

Sensor networks are made by the 

tremendous advances and convergence of 

micro-electro-mechanical systems (MEMS), 

wireless communication technologies and 

digital electronics. Sensor networks are 

composed of a large number of tiny 

devices or sensors which monitor their 

surrounding area to measure 

environmental information, to detect 

movements, vibrations, etc [1].

  We take into consideration the problem 

of e ciently generating sequences in 

hardware for use in certain cryptographic 

algorithms. We show that sequences 

generated  by  linear  feedback  shift  

registers  (LFSRs)  in stream cipher can  

be  tailored to pursuit the appropriate 

algorithms. For hardware implementation, 

this reduces both time and chip area. 

WG-7 is proposed as a fast, lightweight 

and secure stream cipher inspired by 

family of WG stream ciphers design 

principles. WG is a synchronous stream 

cipher submitted to ECRYPT call for 

stream ciphers. WG-7 and WG are 

hardware-oriented stream ciphers that use 

a word-oriented Linear Feedback Shift 

Register (LFSR) and a filter function based 

on Welch-Gong (WG) transformation [1].

II. Characteristics of LFSR

 The results (computed using the skyeye + 

eSimu tools) concerning the number of 

cycles required to perform all the tests are

summarized in the table 1.
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Table 2. Number of nJ for the stream ciphers using the testing framework

Table 1. Number of CPU cycles for the stream ciphers using the testing framework

IV. Conclusion

   The comparison between the results 

obtained in concerning the performances of 

block ciphers using several modes of 

operation and the stream ciphers presented 

will be more pertinent for its demands. 

We also can estimate the general 

characteristics for estimating performance 

produced by the addition of a stream 

cipher in a real sensor communication 

environment. 

References

[1] D. Sauveron et al.  (Eds.):  WISTP 

2007, LNCS 4462, pp.  202 214, 2007.

[2] Yee Wei Law, Jeroen Doumen, and 

Pieter Hartel. Survey and benchmark of 

block ciphers for wireless sensor networks. 

ACM Trans. Sen. Netw., 2(1):65 93, 2006.

[3] M. Gavrilova et al. (Eds.): ICCSA 2006, 

LNCS 3982, pp. 436 445, 2006.

Acknowledgement

   This research was supported by Basic 

Science Research Program through the 

National Research Foundation of  

Korea(NRF) funded by the Ministry of 

Education, Science and Technology(grant 

number:2011-0026950)


