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ABSTRACT

Traditional DDoS defence methods are performed at server side which was attacked. If
servers detect DDoS attack, they use some methods for defending the attack such as
increasing the bandwidth, bypassing the traffic, blocking the IP addresses or blocking the
ports by the firewall. But as lots of people use smart-phones, it is possible a smart-phone to
be a zombie and DDoS attack could be much more a huge and powerful forms than now.
Victims are not only a server but also a host which becomes a zombie. While it performs
DDoS attack, zombie smart-phone users have to pay the extra charge. After finish the attack,
DDoS try to destroy hard drives of zombie hosts. Therefore the situation is changed rather
than to defend DDoS server side only, we should protect a client side who needs to prevent
DDoS attacks.

In this paper, we study a defence method that we terminates a process which perform the
attack, send the information to different hosts when a zombie PC or smart-phone perform
DDoS attacks.
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