Eal

Bl A

L
T

sl AwE e

CE RIS

(2012, 11)

=
=
=

]
% 2@ glojop

]_

=& H[193 2

el

DongYoung Lee’, Hyun-Ju Park™
Dept of Information & Communication, Myong]Ji College
Institute of Technology, Mcurix Company

sk

e-mail:dylee@mjc.ac.kr*, hjpark@mecurix.coms:

SEEHE

F

=

S

3

*

managing Heterogeneous Security Systems

(38

A Study on the Security Policy Management for

&

il

.

kel
pl

b

©

A S AN

i

Ha

Wt

Ho

o
JJo

)

0

el

=l

=2 7 (cracking) o] v+

A A

Els

el

F YEAIY Al=g

2rE 22 S o

el et

o]

o

.

A
=

S A 2E o]
ATk,

__]_1

S

p

L

3 Abel

EE

1

kel
pl

ARRSA 28 ETO R 249

A8 YE]A =vlal e go] 2y

H7HA

CIEEEE

il
)

el
i
—_

)

Bl

o

>

o
oF

il

o))

qEg e A7 2e)

st} &=

o] ¥

oo

bS]
S|

i

g vlES] =l

nek B9l

SRES L

BRTes ZA 0oz el oy
g MEYA

EEED

=<

o 4

}

<0

ol A=

Ak

ojo ¥ =

L

14

g A4 weln

Rot #y
NEA= $Hd o

o]

2~ €l
j=

b, wek A

o

F& 2171

N
el

oo

™
o

~
0

o)
&
~
O

of
=o
e
Bl

°
pal

S,

A

oy

71N 7= A7

18 Kot A&

3 sel @5

AT S
2.1 dy nY

19 BFHER AR dold B4S 2t W

o

A o

Ho

o

ol

o

i
G

<]

~
0

o
N

1o

|

de Az g, e

d = AL Sl TH4-6].

I
fs

- 1119 -

47 #e7k aFEa gk



Hi383| SHE EAalsE S8

HT AFEsoze §F RokAg e sHBYE 93
MSME(Multidimensional Security Policy Management for
Dynamic  Coalitions) 7} dtt. MSME  Al=d"Ele
SAL(Security Abstraction Layer)ol 7]¥ksla glon
MSME SAL2 ISO HFZ(ISO 7498-2)°] <4 F-& 3}
ISO 7498-20 A o= A ¢F& AMH] 2~ Wl AYUFE F7F
Hog X33 Qrl. FriHoer  ¥3E oz
coalition members®} steganography mechanism *]-0]9] =
AR 25 & 4 9t SALAA A A HIAELS 5EHT

= =

= O
Hoe EYAOR oMo T, HAAY Lk 2o
#stol waat Ade AL 5 Aok

security services 3
(confidentiality, authenticity, etc)

— abstract
l substitutions policy
security mechanisms J
(encryption,certification, etc) )
bindings concrete
policy

Security implementations
(IPsec,TLS, etc) J

<a¥ 1>& MSMEe°l o
ot} MSME A]2#l& o
Au 25 AT AJAAE 5
= 74 7S A4 T4

o
S o
Bt s FAoR 4 #T ¢ Sl

2.2 Mo 2lo|= A0S

QAo go]ZAlo]FE TR AHI WEE FojHT)
PB-ISMS® A& gto]ZLAfo
<™ 2> 4 ple @™ol 3
i, o5 h BAE AHA A A%% F e &
5 AEIQ p2& dolHr),

tL NS A o ofEt 24/ H 4
- P

2 F&e] B (active policy)

3 20| F(active and passive policies)

t4 Zae Mg HA

t5: MEES ZUEE o7l chehd el 83

1 FAMo| 23 32t Dtz

ad 2> =9l 2fo|ZA0|2

aga s e AR webs g A8 A
p3ek AAe EUEY p4d FElz dejdu ofF A
EUE " pd el A AR e WA o] wAe A9
= AAo AHg p3MEHIE olFstx 1o HitiE A Ao
g p3dElel A =g AAe mUHY padele o
e WAE 5 ol o2 44| A9 s|o] B

o =

o

>~

)

Management
Policies

w7] p5ake 7} ok

'
Security
Management
Client

---t-- Interpret

Security
Management
Server

Management|
Commands

Intelligent
Agents

44 ] ofy®
THE Lutstste] mebg A
A2FH FE Bt 3y HH
¥ R Ao wke
A5 Bk A e o
gAde] ol
ZESE

<Y 4>HEIAA kst T2 A~

- 1120 -

User
Interface

Assert
Modify

Management

"~ Protocol

Monitor
Control

<Y 2>+
st Aol4].

Central

Policy
DB

Domain




S, webg A Quks g e Fte] norg ) 1
U FEAL vl YAT 5 QY] AR mrgAe ¥
= Fg Al otal

T H
H, 0o L wety g3 BHOoR FHul, nal
SR e EAFO MRS R A S T
& % At

>
=
2
2
o
)
oX
f
2
R
ro

Aot} oo I F=itel

E HolE £ 9 2a(Log)THd
2 AAsta ol& A5ty WF AR fE& dAdstn
ol HE37] g W A" FE2E AL
o A G52 ANE e R T2 EEY (prototype) &
2 785 Jgstal Yrh FF AgorE ZEEES S
2 g Az i de B 2 e 0SEe &
ol agdH

[ 1. J. Zao, L. Sanchez, et el, “Domain based Internet
security policy management,” DARPA Information
Survivability Conference and Exposition, 2000, DISCEX
’00, Proceedings, Vol.l, pp.41-53, Jan., 1999.

[2]. L. Lewis, “Implementing policy in enterprise
networks,” IEEE Communications Magazine, Vol.34,
Iss.1, pp.b0-55, Jan., 1996.

[31 D. Y. Lee, D. S. Kim, K. H. Pang, H. S. Kim, T.
M. Chung, "A Design of Scalable SNMP Agent for
Managing Heterogeneous
NOMS(Network Operations and
Symposium)2000, pp.293-294. April 2000.
[4] Rene Wies, "Policy Definition and Classification :

Security Systems”,

Management

Aspects, Criterta, and Examples, Proceeding of
IFIP/IEEE International Workshop on Distributed
Systems Operations & Management, Toulouse,
France, Oct. 1994.

[5] Miriam J. Maullo and Seraphin B. Calo,
"Policy Management : An Architecture and
Approach”Systems Management”, Proceedings of
the IEEE First International Workshop on , pp.

13-26, 1993

[6] ol 5, A&, W7E, A, AHY, "SNMPE
ol gt ¢ 7wk &3 EHE  AlZ=E
KNOM(Korea Network and Operations Management)

Review =% A, Vol. 2. pp. 1167-1171, 1999.

- 1121 -





