H|383| et=T EX2(5tE| FAstewEle| =28 H[192 22 (2012, 11)

(A

o _ )
Z9= AFE He 53
SEEREp

o} dielaL 3 e Bt}
e-mail:go467913@ajou.ac.kr

Cloud Computing Security Trends

Seokcheol Lee, Taeshik Shon
Dept of Computer Engineering, Ajou University

Q
S =
A g e Aus & FeeE ARY A& 1E @G EAsE w
+ 3

- b
b i

ob Hokd®wr olyel, Aulx Al FHy B4 A FHolA Hel Hekgo] EAd, Fee=
FHE A3 oo HEHo] AALHER, H V& AL FLAL W At B =RdAME
9= AFY 7lE Bl AH Auelet FEhes HFH B Ve BEs 2 N Tl o
3 Avry FE9E AFE Bk A7t FF oojw wgoz s ojof sfi=A] AT He|r}
1. ME 53] Al A1 24 7139 IDCY IT ¥oF d49&
Ao Anst #4-E thddt Fofoll =], A don ZAE 3 Ax FH9= AFH AH 27} AL
AA-AGe St Fre AAES fwrAsuz o o Bt} & Eokol A&H7] A AdyHolof ste A
S wE A, MR A, FHAo My~ & T HAZE S HFE Betolgtal SEEtth[l] ®
AZst7] 98 Fg9= AFE Mu|2r Z3wa 9t g 2= AR FAdAE 71E IT &4 &A=
FeheE HAF"eld FEI Zo] AudA 2 dFH A Heb f19s et et mel Hopqlo] EAlsta Fet
Hl A W Ea) Aqn 2 AZA7 PAEE ITAYS AR = A D AA s Bk Al R A AR
22 AFea, 2HAE ITAHYS sk vhE degA = FAel7] dEe Feke= HAFE AN TR s
Abg kL, ARG whEe] WS A&k shds 7w A g9 R dergetell g Ak Fast
T8 ZlEelth. FH9E AFHY] FHoRE AEAE B =i S8 AFY 49 1A FEE
e Aulg-ng e HFE B4, H279 g A ma AT BFS Atsty] A& 2= Fg-
(PC, ~WtEE, PMP, =E5 5), Auo HA, &84, = e Het HfHE BAsY, 3 FHee
b, ~mtE 9132 9 Ao WA, 1¥al AXEY A B BHel A Fao] e AR, 4%
of v H7ta A dulo]EE A dst= Zlolt) o]} A AR 9 g AT AT
ol A3 AHL AFse Fds HAFELS 27 =
J7NE A BAH AFaAdd QA u, FEs AF 2. 22t HFE Hob F oy
g metel tig A= ol AL YA KT HFHo Za$ = AFY A= /E IT 846 A=
o Bob 99 9lel= o2 7bx mob Fokdo] EAlat) )
FHoR FEeE AFH Aulz FHAAME Eud 2
(€194 1094 %) o] I} G A A Fe My Tor QF Mux
15 o8, A9 L Ay ag BRHoR wrhshA AbesA
Aol BatE Fo] HEAE APstE A s g
S Q1T 2 ALeE ALg Aol Al S FA A
ofgto 2 WA= Het AA g, vAsF ALEAe] A
oo 2ot BEF 2 HUWse AAE T3 2 EAR
A fEeAA A, oleiHe L G AS, E
0 1 RS A BT Soz Ag we Asd AW, 29w
2Mm 2013 2015 P38k H kS o] 83 Malware 374 59 7H3s 93,
(1) A AA 7p3sk 5ot A o A E[7] olFA 67kA4 Sl a7t vt

- 1111 -



+ Malware 3=
-HB RE .
SORdEH AR AE
- QIS X B2 Xt0] B T2
« QI ZE AL AE
s I
A SRAIRVALEAD

T = Hore [k

H382| ST Ex2|5tz

=

HIN3| =2F H193 25 (2012, 11)

- Al 2uE)
- URATH QS MUl
------------ = RETREI N

26 FWLEES

.

2 1212
ooy
0¥ KT
30

1]

O 208 =

M 202 o El

b
= M
R4

i
Ja
1

Fehem ARG A zolA B ok Fehes 3
g

AA A LA = e Bk fHE T &

Ast=d, ool tsiA  Gartner, CSA(Cloud Security

Alliance), =812  ENISA(Eroupean Network and
Information Security Agency)9} 72 & 7]FE0A

Z}7} Top Risks, Top Threats, 28] Top Security
RisksE w335t

@ Gartner: Top Risk (2008)

Privileged user access
Regulatory compliance
Data location

Data segregation
Recovery
Investigative support

Long-term viability

@ CSA: Top Threats (2010)

Abuse and nefarious use of cloud
Insecure interfaces and APIs
Malicious insiders

Shared technology issues

Data loss or leakage

Account or service hijacking

Unknown risk profile

@ ENISA: Top Security Risks (2009)

Loss of governance

Lock-in

Isolation failure

Compliance risks

Management interface compromise
Data protection

Insecure or incomplete data deletion

Malicious insider
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