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0. AP Scan (Beacon or Probe)

1. Authentication (Open Systes

2. Association (RSN IE)

3. EAPOL-Start

4. EAP-Request/Identity

5. EAP-Response/Identity

6. AAA-Request (EAP:
7. AAA-Response (EAP-Request/PEAP)

8. EAP-Req EAP

9. Extra EAP Messages Exchnage| Extra AAA Messages

10. EAP-Response/PEAP

l 12. STA derives MSK, PMK l

14. EAP-Success

11. AAA-Request (EAP- EAP)|

l 12. AS derives MSK, PMK

3. AAA-Response {EAP-Success, PMK}

15. EAPOL-Key (ANonce)

s PTK

l 16. STA derives

17. EAPOL-Key (SNonce, MIC,
9. EAPOL-Key (GTK, IGTK, MI()
20. EAPOL-Key (MIC)

21.STA & AP install PTK, GTK, IGTK
and AP unblocks 802.1X controlled port

| | 22. DHCP-discover & DHCP-Ack
I (IP address)
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0. Full EAP Authentication prior to visiting the current AP
1. Passive Scan or Active Scan

2.STA generates
SEQ, rIK, rMSK

3. Auth

— - 4. AAA-Request
3 i
{EAP ¢ with rlK, {EAP-Initiate/Re-auth with r1K}
SNonce}
(CSasderves ik, sk
6. AAA-Response
{EAP-Finish/Re-auth, rMISK}
7. AP generates ANonce,
derives PTK from rMSK, SNonce, ANonce,
and generates GTK, IGTK
8. Auth
EAP-Finish/Re-auth, ANonce}
9.STA computes PTK, and
installs GTK, IGTK
10. Assoc-Req
{DHCP, Key Confirm}
protected using PTK
([_11. AP checks MIC and decrypts DHCP ]
12. DHCP-discover & [DHCP-Ack(IP address)
13. Assoc-Resp
{GTK, IGTK, DHCP-Ack}
protected using PTK

14. STA checks MIC and installs

GTK, IGTK, IP address
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| 0. Passive Scan or Active Scan ]

1. Auth {FILS/802.1X, |
EAPOL-Start, User Identity}

2. AAA-Request
{EAP-Response/Identity}
3, AAA-Response {EAP-Request/PEAP}

EAA Auth {EAP-Request/PEAP,

EAPOL-Key(ANonce,...)}

5.Data
{Extra EAP Messages Exchnage}

6. STA generates SNonce,
and derives MSK, PMK, PTK

7. Assoc-Req
{EAP-Response/PEAP, DHCP,
EAPOL-Key(SNonce)}
protected using PTK

8. AP caches DHCP-Discover
and MIC
. AAA-Request {EAP-]
10. AS derives

L1. AAA-Response (EAP-Success, PMK}

12. AP derives PTK,
checks MIC and decrypts DHCP
14. Assoc-Resp
{EAP-Success, GTK, IGTK,

DHCP-Ack}
protected using PTK

16. AP installs PTK I

Extra AAA Messages

MSK, PMK

13. DHCP-discover & DHCP-Ack(IP address)

15. STA checks MIC and installs

PTK, GTK, IGTK, IP address
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0. Full EAP Auth

]

[ 1. Passive Scan or Active Scan

2.STA generates
SEQ, rIK, rMSK

{EAP-Initi

3. Auth
th with rIK}

4. AAA-Request
{EAP-Initiate/Re-auth with rIK}

5. AS derives rIK, rMSK l
3 6. AAA-Response

{EAP-Finish/Re-auth, rMSK}

7. AP gets rMSK,
generates ANonce
8. Auth

EAP-Finish/Re-auth, ANonce}

9.STA generates SNonce,
PTK(KCK, KEK, TK)

10. Assoc-Req
{SNonce, MIC, DHCP}
protected using PTK

11. AP generates PTK, checks
MIC and decrypts DHCP
13. Assoc-Resp

{ANonce, MIC, GTK, IGTK,
[DHCP-Ack} protected using PTK

14.STA checks MIC and
installs GTK, IGTK, IPaddr

(2" 4) A= ARkt EAP-RP 71Wk A)QlE

12. DHCP-discover & DHCP-Ack(IPaddr)

32 A =Z AjF3t= HZAskE EAP 7|9 FILS
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0. Passive Scan or Active Scan

| AS | |DHCP|

2. AP generates ANonce
3. Auth
{EAP-Req/Identity, ANonce}

H. Assoc Req {EAP Resp/Identity

5. AAA-Request {EAP-
AAA-Response {EAP-Req/TLS or etc}

7. Assoc Resp
{EAP Req/TLS or etc}

8. Data (EAP} /

9. STA derives MISK
12. Data + EAP Success

13.STA generates SNonce,
KEK, TK)
14. Data
{SNonce, MIC, DHCP}
Protect using PTK

15. AP generates PTK, checks
MIC and decrypts DHCP
17. Data

{ANonce, MIC, GTK, IGTK,
DHCP-Ack} protect using PTK

18.STA checks MIC and
installs GTK, IGTK, IPaddr

(19 5) A= Aetek=

AAA {EAP} exchange

l 10. AS derives MSK

11. AAA-Response
{EAP-Success + MSK}

PTK(KCK,

16. DHCP-discover &§ DHCP-Ack(IPaddr)

H 2 55 EAP 7]+ FILS
33 A¢td T2EZ £

3.1 oA A|ekst T2 EZFL Qualcomm & A<t}
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| 0. Passive Scan or Active Scan

| 1.STA generates l
SEQ, rIK, rMSK
Q 2. Auth

{EAP-Initiate/Re-auth with rIK}’
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STA

| AS |DHCP|

3. AAA-Request
{EAP-Initi th with rIK}
(Gasmis to
5. AAA-Response
{EAP-Finish/Re-auth=Failurc}

6. AP generates
ANonce
7. Auth

ish/Re-auth=Failure,
ANonce}

re-auth STA '

{EAP-Fini

8. Assoc Req {EAP Resp/Identityy] 9. AAA-Re t {EAP-

. AAA-Response {EAP-Req/TLS or etc|

11. Assoc Resp
{EAP Req/TLS or etc}
12. Data {EAP}

13.STA derives MSK
16. Data {EAP-Success}

17.STA generates SNonce,
PTK(KCK, KEK, TK

AAA {EAP} exchange

l 14. AS derives MSK I

15. AAA-Response
{EAP-Success + MSK}

18. Data
{SNonce, MIC, DHCP}
protect usi

using PTK
19. AP generates PTK, checks
MIC and decrypts DHCP

21.Data
{ANonce, MIC, GTK, IGTK,
DHCP-Ack} protect using PTK

22.STA checks MIC and

20. DHCP-discover & DHCP-Ack(IPaddr)
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