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54 54 50 2F 31 2E 31 0D OA 48 4F 53 54 3A 32 33 39 TTP/1.1..HOST:

2E 32 35 35 2E 32 35 35 2E 32 35 30 33 31 39 30 30 .255.255.:50:1900
0D OA 43 61 63 68 65 2D 43 6F 6E 74 72 6F 6C 3R 6D ..Cache-Control:m
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233 &2MEE A= S5 o7 50 28 31 A 54 95 35 32 % 5 74 65 2F oG 45 b.0.1:i4860/eveils
PBStealer @ H %0 AHEE o] 84 HolHE FA- kR manannananaondloen |
Exoluly ogmsoln, RYE AvtEEe] FaEE (2@ 2 W A% A A7 A7
txtHd 2 Agste] AFHd S BEFFLE o] &ate] A%
gt Sk o] A4 F st Kot Vg wAA, § Hel
Commwarrior @ 2=PPEES] Fih53 MMS® A&t A & S& AdEEA HRAE BEEAh HEo] A2
T I, AbslEEty VW e S8 ERolEvtY o AR =EHE EF 5 AvEEAA Yrhe ZE 9
%*éi_om. Zlo] ElE ek U EH Ao @é—é}o% o3tz o Ee
Arifat : MSN Zzao = 91%3sto] o] §2te| ofo|t] oldg A =Y (27 3)F AYFe ojF Al
s} dafes 54 Wz vl SMSE dEdt o] e AL dAd £ rt Eﬂi_E_ Ao dloln <
Allcano : o]-§#te] AwmtEEo] 4l WAlsh= SMSE S o] &3lo] oW HES AlE P AvtEE g
54 WMER dEshs 2ufelsojoln, o] == A T 8 BEeAE ol gt sl H&EE Amsth o
Y ZEALE 2HIER ol gz P Ee] U (2" 2ol A B s = nhoh o] s o] qid HE A
%% & £ ok BE gl @ 5 YAk 9] BlAEG AREE AnlEES

- 897 -



H|38%| SR EX 2|5t FAIsteLEN S =28 H193 23 (2012, 1)

File Edit View Frames Filter Experts Tools Help

| New Capture ¥ Open Capture | Save As | == Reassemble 4" Layout 3 Parser Profiles + ] Options @) How Dol ~

@ ascap | Start Page [ Iy Parsers|
Network Conversations Display Filter X
ErE Al Trafic ¥_Apply " Remove | & History = 7 Load Filter = g Save Filter (2 Clear Text
- Other Traffic

@ IPv4 (67.202.46.238 - 192.168.0.13)

&F TPy (110.76. 140,144 - 192.168.0.13

@ [Pv4 (110.76.141.89 - 192.168.0.13)

- P4 (203.237.102. 12 - 192.168.0.13) [Frame Summany

@ TPv4 (192.168.0.1 - 239.255.255.250)

CZFnd~ § 4
Frame Number Time Date Local Adjusted Time Offset  Process Name  Source Destination Protocol Mame  Description
218 10:44:46 2012-06-27 20.8119481 [002665 6B3E50] [BROADCAST]  WiFi
219 10:44: -27 20.9143326 [002666 6B3E50] [*BROADCAST]  WiFi
220 X 27 21.0167456 [002665 6B3E50] [*BROADCAST] :[ ManagementBeacor] ....... RSSI = -38 dEm, Rate = 1.0 Mbps, SSID = CNIS, Channel =
221 27 210972658 110,76.141.89  192.168.0.13 TCPiFlags=...A..5., SrcPort=HTIPS(443), DstPort=36545, PayloadLen=0, Seq=1412041995, A
22 4 27 211190684 [002665 6B3E50] [BROADCAST] Vs 1] .vv... RSSI = 40 dBm, Rate = 1,0 Mbps, SSID = CNIS, Channel = 3
223 H 1044 -27 212146369 110.76.141.89  192.168.0.13 ags=...A..5., SrcPort=HTTPS(443), DstPart=36545, PayloadLen=0, Seq=1412041995, Ack=38t _
224 10 27 21.2215228 [002665 6B3E50] [BROADCAST] iFi:[ ManagementBeacon] d Mbps, SSID = CNIS, Chann
225 10 27 212826148 110,76.140, 144 192.168.0.13 ReTransmit #18 1JFiags 39353, PayloadLen =60, 5
10 27 21.3239274 [002666 6B3E50] [“BROADCAST] :[ ManagementBeacon] 0 Mbps, SSID = CNIS, Chann
227 & 10 -27 21.3294301 110.76.140.144 192.168.0.13 :[Request Fast-Retransmi m Seq3165305327]Flag: A...., SrcPort=5223, DstPol
10:44:47 2012-06-27 21,4262903 [002665 6B3E50] [BROADCAST] [ ManagementBeacon] RSsl = te = 1.0 Mbps, SSID = CNIS, Chann
10} 27 215287417 [002666 6B3E50] [BROADCAST] [ ManagementBeacon
10 27 215311065 [002665 6B3E50] [BROADCAST] iFi:[ ManagementBeacon
10 27 217335417 [002665 6B3E50] [BROADCAST] iFi:[ ManagementBeacon
10 12-06-27 21.8358958 [002665 6B3E50] [BROADCAST| iFi:[ ManagementBeacon
10 2012-06-27 21.9383467 [002665 6B3E50] [*BROADCAST] :[ ManagementBeacon
& 10:44:47 2012-06-27 22.0406815 [002666 BB3E50] [*BROADCAST] :[ ManagementBeacon]
10 730 3 nagementBeacor] ....
.
.~ Frame: Number = 245, Captured Frame Length = 193, MediaType = WiFLi
j-Fram 2 ¥ oE Width =|prot Off- 30 (0x16) Frame Off- 124 (0x7C) Sel Bytes: 1
WiFi: [Unencrypted QoS Data] F..... P, (I) RSSI = —44 dBm, Rate = 9.0 =
LC: Unnumbered(U) Frame, Command Frame, SSAP = SNAP (Sub-Network Acc| 00 0D 00 35 6E 1A 00 6B 9E CE €A 73 ...5n..k Ij3s |4
e S e o eeno% CompomATION 81 280 00 01 00 04 00 00 00 00 07 66  «eoovvn.. £
nap: Evherlype = Internet ! ), OrgCods = fPRPIM : . 6C 65 05 65 61 6B 61 crfMtalk.kakao
pv4: Src = 203.237.102.12, Dest = 182.168.0.13, Nexc Protocol = UDE| RIS o0 oo or 0o on e hc o - Y
¥ Udp: SrcPort = DNS(S53), DstPortc = 28186, Length = 107 01 00 01 00 01 3B 2C 00 04 6E 4C 8D .....:,..nL
#-Dns: QueryId = 0x6A73, QUERY (Standard gquery), Response - Success, 1 5B CO 0OC 00 01 00 01 00 01 3B 2C Q0 [A PECIT TR
04 6E 4C 8D 5C CO OC 00 01 00 01 00 .nkL MNA...... -
a o SN i | + | [ Frame Comments | [25] Hex Detais |

Versicn 3.4.2350.0 &, Displayed: 579 Captured: 579 Focused: 245 Selected: 1
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