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A Study on Data Storage Method
for Cloud Storage Structure

Sun-Ho Lee", Im-Yeong Lee”
“Dept. of Computer Software Engineering, Soonchunhyang University

Q

a

USB flash drive?} 22 o5& A& ujA+=

B ol &

oF
2

i

'

018w F2 Avje Zhve FAlR Hof

FOAe AT Atk e ASAEL A dolHE ARy a ReFL AT o5
ATIAY B wolz Ao HAD AEY ATIAE FALSL AT v L 24TUT 9
oA Auo} fEHE SO Be BAEel WA vk dudel wan Faes AFY B
Sore] o159 ABolAe EARE AAE = A Fehes smed Aus FEsa g0 o
W ooleg Fehgm 2EdA Auat gEdel AAm & A D A Aol Bzl
N2y Bo BAE AL Qom, ol Q@ 39 Ausk WA g LAR Ads] A9

o}
A=

A 289 2B A oAM= HolHE

sok Agea ol BEsh 34 glol ANT & A

AN 7bsd ots s1we] "AaAol EHI Ut AT E HAVE 45 /)£ AFEAT A

AstuA st HolHE AF JdRrdly, Y AEE Foo ug 2§ 3z, BHuo] WEy=

FHPE 2BAY BN MEERE AT slo) AA Auad) HEE) AE @RS AT 8

oh gty B =R MLe Zer AEY 348 udste] gAsss 95s Mol A 9 ol2 A

dsstE S thE ARE ARl b } 1 THT 7 Ade AT A hsst A=EE AlRMgrh
1. M2 DA kol thekdk HotHH S VXA gler, A

7 A &t Eote AE AVE =2 F L ol2 o]&3d YEYANIGA ALEE GRS Ay

Hds Awsts olsd AguAl(el: USB flash drive, 2 g9t F4& AED & Atk =28 AHEAeE FE5
Fst= F)e AN dHeolHE FustdE AEAER = AFE E44 Aale dolE st oE Muje A F
BE e 589 wu r) olYd o]Fd AFuAE A 4 F ogled, 7tA AAES s oy e AV
L Fudem Qs A 2 mde] 9go] won o AW 2 TAYE Zges ~Egx Avld gia A4
2 Qste] AFHol vl A AR FEHE FA AL Al ARl e R Qlgk HelEHZh % s
ol 3k L gleh. 49l 5o HAAHe HA A glnh
HES =z wdz wE dolg Eilo] 7hsadel uhet olf g FEh=E 2EA AMuze] RS Eol7] ¢
AN HolHE 97 Ao s AA oAt 3 AA 7 4 Ves =dste AU AT WY
thdd tiutol=g B Al dHolHdl H2d F 9l Ha gtk A Hs 4 A2de gastd ARE 8
Fehr= AFE Auzrt SFsA J9en, dA MS 5884 A% Y= ARE RS AT F AR
9] sky drive, Apple?] iCloud 5 ©-¥a dAlolA 2 A=A 5 e 45 7N 7|Es Tei
o2 Fgse ~EFA AMHAE AT Qo H AN Ths G5 A" A tEste] il HEE Am
BAA R ngFe] FEPE ~EYUAE FEE AT (document)z} #&t}. F, AEE AFEA7L S/ AL
3 S Auolth wd, AgA7} Aol Ashe= ARE W5
AuAE AT AF ol A dHelHE WESA 7] 98 Auel AEsE ARE )9 = (keyword) el -
g Sl A & oA el wel AEAES delHE Stk gt o Ane 2 AR 29E 79=S9 A
Fuaty] 98 olsd AZuAI} ofd Fere= AEg Fox Aogr A Tt dE Alz2de ted 2o
A5 o] &A HA AT A AFEHT e AdEA 7] A4 (key generation), ¢Z3H(build index), EHIo
= A A Fel g Fash IS SO Biles A4 (trapdoor generation), 7 M (search)®] 47HA] @A &

- 699 -



H|373| et=E Ex 2|53 EAlsted

H

2|

=2F H1938 15 (2012, 4)

o] Fo] 1t}
olg st FElg 7IAE 7€YY AT d5E FEe
= 2EgA ] HgseW WA FES 2EFA 9 A
Ml B4 FRE dofol gk Fehgs 2EwA AW
25 o] &sl= AMEAE HolHE dEE F olE Qhds
A Agsta, Fstaixt e AREAR Qb dolH ¥
#7b Basth w9 dolHE 54 Asle] BRow
of olel MM Bi AFse Fepgs 2EIAY 54
2 melsfor @k wpebd B AFME Fehes 2EY
A AMEl~ S sl dolHE bHsHA A geta

% THIE WWE ATsA

2. LAALE
AAVs 4 AzRe oldsh 2L LTARS WE

gl of gt}

o 7| HF dolg At FgoldE W] 7t
B2 delgE AP AAwe] FAT £ Yojof B
o}

o YA £ AT Axy A4S e FeholdEs
A% Qs Azgel AFE A AMAsnA 5
=S TP BAS W2 gAF 5 glojo)
gt}

o S FeloldES AHte] dquyA & 9 UEY
2 A BRAS 915te] Ealwe] Hojof @t

o ik T&d: Al A F HAS Fdst] fg A
el mgol AFHolol @k md Mol FH]
Ak Arke] &0 AFH o oF gt

3. A otgta|
SN AdE aTAGES WEF] S8 B =EoA

o5 2 BAS AQket

41 A= A

HA AAe g5y 22 AlxE A5E ALES

=3

= p e

 GpE WHo=E Jte sl

= gl GO AARA

el HAE AV, GX GGy

= ski 717

= pki T

= 7)Y E

= gy HE I:ﬂo]a

=m0 AN, {01V 6

= 17,0 AN, {01V @

= 120 AN, G—{0,1)

- 700 -

v T 79E xS AR EYRE

» ok, af YIEES b JITEoE WA=
) Jiﬁ} 7

4.2 KeyGen(1%)
Fg9s 2ELA o]EARAEL AF|HOoTRE

AS A A dEer)

XEZq AH

sk=x A A

pk=g* A4

4.2 Enc(sk, pk, w, m)

AgAE A9E 2 2 BT FHE AT A o
3371 7hed dEE EE S o] AA ST
r€Z,
A =pk"
B=elg,g)" "

C=elg,Hy(sk))" » m
D:H3(€(97H1(U}))7)
E=(A,B, C.D)}5Ho2 &4

4.3 ReKeyGen(sk,, pk,)

dolelel 2fF7k Al dolEHE e Agel)
TR T A FusE AT slE AU AR
a7t AEADAA oS FHALA T A asl A
716k bel eM7IE A dEs7lE v 2ol AT
Tk‘aab :pk; sk — Sk[,/sk‘umodp
4.4 ReEnc(rk,,,, E,)—E,

29 2EIA AN ANE AEAREE Q9
g A dzsrlet A o4Fst sl B3R dEE aEa
$AE AT A FEAE eH ol Sy,
B'Z@(A,pk; “)

:e(gska 7‘, sk‘,‘/skn)
:e(g’g)st 7
Eb = (AvB/a GD)

45 TrapdoorGen(sk, w)

[1]0]51% @Aﬂﬂ /\]_&xl_b
ALl N7 2 EF o] E
Tyw=Hi(w)"™*

gahaz s 719sst
o},

21 A
1:!
373 3t



H|373| &=2H 2 x{2|ets| EH |5

=03 =228 M[193 15 (2012, 4)

4.6 Test(C, T,)—'yes’orno’
AbgAb= dlolE 7L ARl Faizsle 1Y9EE 71X
AEA FRlsty] sk, Al FATIY EFT,

9 wol thg3} go] HAES SR
)

4.8 Dec(sk, E)—m

oy AfAe A4e HE7] sk 28 Ho3)
uzp ok dEES Ue 2ol Hug vk
C/e(A,[172(3k;))1/'9]c

FHPE 2EGA] Muze] SHOR BE AEAE
°of sl Aul=g T delHE A H H2d 5 A
vt ofef @k Agael A= deolE e kA
oA He FEes 2EHAC QA The

ZIEE Aestaat s Ak AFE A Tk kAR 7
o A7d WEEe A4 Jhed gEe g FE o
Md #4e aesta slo] dHolHE #% s A
of data, THUWFE Frheted HEEHd FAE VL
A3k FeheE 2EA] S M= AFEA Aol
AHEE dolHE A e, ol& dle we dsh=
AbgAtel bl ke PSR ARgE o] 7]
& FEE 2EdA el AgtetA] erh kM ¢

= ool ek AEA 842 awste] B a7

A dzst 7le S FAC ATats BAS Zﬂﬂ’lé}ﬁiﬁ‘r. Zﬂ
b AL VIE Aol divste] dAitbFA aeAde Alw
gy o= 2EA A HolHE A

Ne g4 A9 oled dAo F

ol
1z
ol
ol
N,
Ho
:(I)g

-701 -

[1] D. Boneh, G.D. Crescenzo, R. Ostrovsky, and G.
Persiano, "Public Key Encryption with Keyword
Search,” In Advances in Cryptology-Eurocrypt 2004,
LNCS 3027, pp. 506-522, 2004.

[2] D. Boneh and X.Boyen, "Efficient Selective-id
Secure Identity Based Encryption without Random
Oracles,” In Advances in Cryptology -EUROCRYPT
2004, LNCS 3027, Springer - Verlag, 2004.

[3] E. Goh and T. Matsuo. "Proposal for P1363.3 Proxy
Re-encryption,” http://grouper.ieee.org/groups/1363/IBC/
submissions/NTTDataProposal-for-P1363.3-2006-08-14.p
df.

[4] M. Green and G. Ateniese, "Identity-Based Proxy
Re-encryption,” In Applied Cryptography and Network
Security’07, LNCS 4521, Springer - Verlag,2007.

[5] P. Golle, J. Staddon, and B. Waters, "Secure
conjunctive keyword search over encrypted data,” In
proceedings of ACNS 2004, LNCS 3089, pp. 31-45,
2004.

[6] T. Matsuo. "Proxy Re-encryption Systems for
Identity-Based  Encryption,” In First International
Conference on Pairing-Based Cryptography -Pairing
2007 LNCS 4575, Springer - Verlag,2007.

[71 W. Ogata and K. Kurosawa, "Oblivious Keyword
Search,” Journal of Complexity, Vol. 20, No. 2-3, pp.
356-371, Apr.—June, 2004.

[8] X. Wang and X. Yang, "Analysis on the Security of
In Third
International Conference on Applied Cryptography and
Network Security(ACNS 2005), LNCS 3531, pp. 442-455,
2005.

[9] Y.C. Chang and M. Mitzenmacher,

preserving Kkeyword searches on remote encrypted

an Identity Based Proxy Re-encryption,”

"Privacy

data,” In Third International Conference on Applied
Cryptography and Network Security(ACNS 2005), LNCS
3531, pp. 442-455, 2005.

[10] Y.H. Hwang and P.]J. Lee, "Public Key Encryption
with Conjunctive Keyword Search and Its Extension to
a Multi—user System,” In proceedings of Pairing 2007,
LNCS 4575, pp. 2-22, 2007.

[11] old<, WE3, o5&, ‘b5 FAA SFHqA 7
A= AA 7Hest 317 GEAIA"Y, BRR TSI =R

A1, 19(2), pp. 31-38, 2009.





