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/var/mobile/Library
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iMessage message
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ol = iMessage %A}
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<% 2> message Ho|& AH
A B A
date integer A G
text text H A 7]
subject text Al =
madrid_handle text F A=}
madrid_account text A7
madrid_flags integer L7l o
madrid_attachmentInfo | blob ARad
is_madrid integer o -
madrid_date_read integer e A
madrid_date_delivered | integer A FA
madrid_account_guid text AR guid
<3} 3> madrid_attachment H ] & 7 X
A B¢ Ay
attachment_guid text HAE3d guid
created_date integer A G
filename text AEd o] &
mime._type text MIME €+

<3 4> madrid_chat Hol& Hx
ALY 1338 A
account_id text iMessage A7 id
chat_identifier text gslgdd He
guid text f3d ] guid HE
account_login text iMessage Hi];é =28l

(29 1) iMessageol thsh 2] Az} slHo=z #9
T4 o 2ok
Query = ’“select date, text, subject, madrid handle,

madrid_account, madrid flags, madrid attachmentinfo,

is madrid,  madrid date read,  madrid_date delivered,

madrid_account_guid from message where is madrid = 17;
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z4193z160 | ZEEilIAIF
341932223 | R
341932228
341932160
342079360
342079744
342079919
342080256
342080782
342080788
342331904
342950426
342930432
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3.2 iCloud
iCloud= FeH9-= Aujel ARg vtk 7|2 ez 5GB
o] A% e TEIAFL UYS T F A=EE AdE
o A Fitel ¥ Bad A FU A v 7S
atwl @tk iCloudell= ™4, 1=tA], Add, vz &4,
Yy vm ARAEY, E%LE 2 oHolHE Agd
F ootk FEeE Aol JE5S s 9slAE iCloud
A% AR Fdasit o] FRELS plist FAZ Ao
s <E 5>9F o] Aol slrt

s ol F

com.apple.coreservices.apple . .
. bb .. .pp var/mobile/Library/Preferences
idauthenticationinfo.plist

iCloud A1 AEE Accounts 7o AFHo] o, <
F4 AXE 7R Y& AuthCertificates 719} A Al & o]
At iCloud A AHS AFSAY 8 AH HAH+= 72
7t <# 6>, <% 7> 2t}
<¥E 6> Accounts ZH
7] 1282 A
AppleID string o] & o}l
CreationDate date A A G
HashedPasswordRef | data A HaPg= FHx
LastSuccessfulConnect| date | "= 44 AF Ix
ModificationDate date T4 454
ValidationDate date e @5
EncDsld string [H] A" A9 453} oot
<3 7> AuthCertificates A X
7 1282 A
AuthCertificates's | gicr |08 g 53} obolv
CertStatus string Ol F A el o] i
CertificatePrivateKeyR)| o] = x ° —
oforence data AsA M7 =
CertificateReference | data AsA FZ=x
CreationDate date ASA A @4
Expires date ASA Wty ax
IntermediateCertificate = o= Al 2=
Reference data T A FZFx
ModificationDate date T4 25
NextRenewal Attempt | date o2 A A= I
SericalNumber string AEd A%
EncDsld string [T1 A€ A 453} ofolt]
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Accounts AR & QA=A ARE UXNE AYS
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<keyrAccounts</keys

<dice»

<keyrforenerZ527Bne. com< ke

<dices

<hey=appleID Reys
«atring>forener2527[8me. cond/Itring:
<keyrCreationDates keys
<date»Z011-11-08T03: 25: 222< /date>
<keyrDirty</keys

<false/>
<keyrHashedPassuordRefs keys
<data»

ZZVUcARRAARAAALG

</ fdatas
<keyrlastiuccessfulConnect/key>
«date»Z011-11-14T00: 05: 04Z</datex
<keyrModificationDate</keys
«date»Z011-11-14T00: 05: 072</datex
<keyrValidationDated ey
«date»2011-11-14T00: 05: 042« /date>
<heyrencDald< /Reys
<atring>33504b674e2f5240334c 5860464745940 35773432673d3d< /string>
<fdictx

</dict>

(19 2) A4 AR

<hkey:iuthCertificates</feys

<dict>
“key>35504h674e2f52405334c586e46474f594b55775432673d3d< ey
<dict»

<keyrCertitatus</key>
<string-CERT_ISSUED</string-

<k apcax:t:LEiEb\:eP:iva\:aKeyReference( fEey>
<data>

A2VEowRRALLLALLT

</datax

<keyrCertificateReference< /key>

<data>

TaVydArl Al AAMAK

</datas

<keyrCreationDate</Key>
<date>2011-11-14T00:05: 072« /date>
<keyrDirtyd /keys

<truefs

<key>Expires</key>
<date>Z012-11-06T18: 15: 482 /date>
<keyrIntermediateCertificateReference</key>
<datas

TEVydARLALLAAMLT

<jdatax

<key:ModificationDated /keys
<date>2011-11-14T00:05: 07Z< /date>
<key>NextRenewal Attenpts /ey
<date>2012-08-09T01: 43: 072< /date>
<keyrSerialNumber</Eey>
<string-l0cd797alfdcbalds</strings
<keyrencDsId</Key>
<StEing=33504b674e2£52403340556e464745594h33773432673d3d /etrings
</dicte

</dict>
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A7 29k Event El

o] &-o] Calendarltem Hlo]E&E ®}l# 2™ Calendar H °]
9 rowidZ "2l &9 7|5& AE3 dHeolgEo A
FE e gdd A= <F >
<E 8> FHYd ofF % AR A
3y o] & A7 91A
Calendar.sqlitedb /var/mobile/Library/Calendar
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v &8 AR E Calendarltem Elo]Eol # %5 o
31, Calendar Hl°o]E, Store Hlo]E¥ AAFHS At} vy

e, &E, A Fo A ARE 44 <& P>, <%
10>, <% 11>3 2t}
<¥ 9> Calendarltem H|o]& A X
A9 Bt A
summary text g 4 Y
description text v 49y MR
start_date real | AR I wg &)
calendar_id integer @& ool
last_modified real L S R =
creation_date real g g A G

<3 10> Calendar Hlo|E& HH

A9 Bt A
rowid integer =3 Private Key
store_id integer 7} o}olt]
title text 9y FF

<¥% 11> Store HolE AR
A4 28] A
rowid integer A% olelt]
name text A ol &
Calendar Hl°]E9] rowid #H¥ -2 Calendarltem El o] &
9] calendar_id A& AAIEFo] 33, Store HlolE AR

9] row_id¥ Calendar Elo]E-¢] Store_1d91r A A = o
o wEkA 9 AT #AAE o] &3 vE & A A

o]
AR

dE ARE 92 & vk
(9 D w2 oY Arel o Aol A3} FWow
Aol wge thew g

"select summary, location id, ~description,
end date, calendar id,
last,_ modified from Calendarltem where calendar id = 107:

Query

start_date, start tz, status,

I B e e s

OOt Z2H| 0 _float
o 2k o AsiafSeoul
orgr i} Asia/Seoul
HE 2 HAE o AsialSeaul
HUM ZE u] Asia/Seoul
EEiS u] Asia/Seoul
HOILE u] Asia/Seaoul
02 Z2= o |[Oel g212| 342,608,400... | Asia/Seoul
=k i} 342,610,200... | Asia/Seoul
A= 2= i} 342,765,000... | Asia/Seoul
A= 2= o Ol=d 2= 342,774,000... | Asia/Senul
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