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Abstract

This paper proposes an one-time authentication system for web applications by making use of the quick-response code,

which is widely used nowadays. The process is not time-consuming. It does not require any browser extensions or

specific hardware to complete a task. The system uses QR code which is basically a two-dimensional black and white

image encoding a piece of digital information. When a user logs into a site, the web server will generate a challenge

encoded to form a QR code. The user captures a picture of QR code with a mobile camera which results in decoding

the QR code. The challenge shall be sent back to the server; the web server then logs the PC browser in. The

authentication using Challenge-Response is easy to understand and the process is fast. The system proposes the

improvement of usability and security of online authentication.

7F|¥E: authentication, chellenge—response, QR code
|, Introduction

Today, passwords are an important aspect of the computer
security. They are widely known and used everywhere.
However, single factor authentication is no longer secure
nowadays; a poorly chosen password may result in being
exploited. Nowadays even a strong password may not be
enough to make sure that the users are safe from threats and
the system is secure. Not that the password system is unsafe;
on the contrary, there are many risks associated with the use
of passwords. With many threats presently and the value
placed on the information, systems that rely on passwords for
security seem to be vulnerable; hence they can easily be
exploited. The strong authentication is needed in order to
ensure both the service providers and consumers are free
from threats. The proposed system introduces a technique that
provides a convenient challenge-response system for logging
into websites. There are no other requirements, but a mobile
with a camera. Users do not have to memorize passwords and

the login process is fast.

Il. Related Works

1. Web Authentication

As a number of people relying on internet to do business
is increasing, the authentication system should also be
improved. The internet has become a great environment for
e-commerce, e-banking, e-services, etc. Security for these
applications which that has highly secretive and confidential
information is of great concern. This, an effective method is
used to authenticate the identity of users. Accessing
web-based services do require typing a username and
password to authenticate. This is a significant vulnerability
since it may anytime fall into wrong hands. The proposed
online system requires a username with no password, but a
capture of QR code. The web server verifies the existence of
a username and generates a cryptographic challenge. No more
passwords are required to log into the website. The web
server will verify, once a user sends a capture of QR code.
The registered mobile number shall be used as a keyword to

retrieve the information from database.
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2. Fast Authentication process

The authentication process applies the same concept as
one-time password, that is something you know and
something you have. A mobile is always switched on and is
usually carried with us to everywhere. It can be considered
to be a personal device that is not usually shared among other
people, except in rare circumstances. Indeed, the personal and
private information are stored, and they are to be kept secret.
Since each mobile is unique, it is a very suitable device to
be used as a factor for authentication. With internet browsers
on PC, users can access the web server from anywhere and
anytime. Browsers are not considered personal as mobiles.
We always work on different PCs, different places. In
addition, a user may share a PC with others.

With this challenge-response authentication that we are to
propose, the system relies on the web server, a mobile device,
and the mobile application that serves users as a connection
between web server and a mobile. A mobile device with
Wi-Fi can connect to the internet via wireless network access
point, hence users can access the web server from anywhere.
This technology has great impact on the system. It is said to
be the main technology used for the fast authentication
process, using a mobile device. Not only the Wi-Fi
technology, but the 3G mobile system would work well. The
use of both the mobile device and computer also provides a
security benefit, as it protects against man-in-the middle
attacks, and works as a secondary authentication that differs
from the usual login system.

The user's experience using the challenges-response system
is as follows. The user navigates a browser to the login page
of the website, entering the username. The login page
displays a QR code[1-2] to the user. The user captures the
picture of the QR code with a mobile camera. The response
after decoding is then re-encoded with extract user's device
phone number and transmitted back to the site. The website
will verify and redirect the user to the complete login process
page. Two platforms can enhance the internet security and
correctness. There are no specific hardware or browser
extensions needed. Plus, capturing a QR code is fast, accurate

and less error prone.

lll, Challenge-Response Authentication with
smartphone

1. Technologies involved in the system

Proposed system is simple, easy to implement in software,
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and is highly secured. The process basically make use of the
existing QR Code technology, a website and a mobile
communication device as a personal identifier. QR Code is a
barcode technology that falls under the category of 2D
barcodes. It was first invented by the company Denso wave
and is now widely used commercially especially in Korea and
Japan. The QR code is much more appealing compare to the
traditional barcode is how it can stores information on both
the vertical and horizontal directions, thus holding up to
several hundred times more data than a traditional barcode
[3-4].

The website can be done in a simple way, with not many
complexities. Few necessary things are QR code generator
and a database. Any web-based programming technology can
be used to implement. A database is needed on the server
side to store user's identification information such as the
username, password and mobile number. The password field
is used to store the temporary generated one-time password
(OTP)[4].

Whereas more efforts should be put into a mobile
application, that can deal with QR code, extract phone
number from user's device, re-encode the data into
challenge-response and be able to transmit to the web server.
The correctness of the mobile application should be
concerned. The mobile number should be encoded together
with the original challenge to form a challenge-response and
sent back to the website. For a database system, it is to be
with the website. The

computationally light, low processing power and possesses

done proposed system is
high efficiency. It does not always need to be updated, except

for users’ information in the database.

2, Designing the system against threats

The authentication system is designed in the simple way,
while it possesses strong security. The concept is basically
deriving from one-time passwords, but the system can ensure
users’ safety due to the uniqueness of their mobile devices.
The system is designed in order to protect against these types
of threats:

- Phishers cannot exploit a breach in the system since there
is no use setting up a spoof of a website, since a QR
code should be decoded and the mobile number is used
as a key to authenticate users. Each mobile device is
unique, it is almost impossible to find a device that can
send a mobile number to the server, and acts in the same

This

man-in-the-middle or spoofer attacks.

way as mobile devices. thus  eliminates

- In case of the situation where the mobile device is theft,
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quick revocation would be enabled. The particular mobile
number will be deactivated and removed from database.
- Eliminates weak passwords who are vulnerable to dictionary
attack (brute-force) and can be easily phished through a
spoofed website. Thus, protect users who uses simple

passwords or the same passwords at many different sites.

3. System work flow

Figure 1 shows the overall process flow of this QR Code
Challenge-Response Authentication System. Before using the
system, the user must first register themselves and create an
account and key in the personal information such as,
username, password and mobile number as identification
factors in the database. When user is signing in, only
username is required. The website will generate a piece of
random challenge, that is unique per session, and encode it
in a QR Code image to be used in the symmetric
challenge-response authentication. The user then lunches the
application and scan the QR code using the phone camera.
The application then captures the challenge image and extract
the challenge within. After that, phone number will be
extracted and encoded together with the string of original
challenge to form a challenge-response which will be sent
back to the website via Wi-Fi connectivity. Verification
process will be done on the website to check if the challenge
matches the original one, and if the extracted phone number
matches with the one in the database. If one of this fails the
verification, user's access will be denied. If both passes the
verification successfully, user's access to login will be
granted.

Figure 2 shows QR code on login page, unique per session,
encodes a random challenge to be used in the symmetric
challenge-response  authentication. And then Launches
Authentication and Payment Web Application. Using phone
camera, application captures challenge QR code and extracts
challenge within. And then Application finds a shared secret
key and response endpoint that match the provider name and
desired user account. Figure 3 shows the evaluated results in

android smartphone.

Website Mobile Application
Generate| Challenge] Launch Application

Encoede challenge
into QR Code

Captures QR Code

Decode into Extract
challenge hone number

[Encode into challenge-response|

Sends to website:
via wi-fi

Extract and Decode|

Verify if
challenge N _DenyAccess
matche:

Y

—PlN Deny Access

Fig. 1. System Flow Chart

Launches Authentication and Payment
Web Application. Using phone camera,
application captures challenge QR code
and extracts challenge within
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QR code on login page. unique per
session, encodes a random challenge
to be used in the symmetric challenge-
response authentication.

866 Browser Example

status

Application finds a shared secret key
and response endpoint that match the
provider name and desired user account

CYY:) srowser ample

Login/Payment
> <« y
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Fig. 2. System operation
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mg

Fig. 3. Test Result
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IV. Conclusion

In this paper, we proposed an implementation of a simple
two-factor authentication system which utilize the popularity
usage of QR Codes nowadays and a smartphone device for
a secure login or payment transaction. With the system
proposed, the vulnerability of the traditional single factor
authentication, for example:

password, can be ecasily

overcome. Users no longer need to memorize their
passwords, typical, weak passwords that can be easily
spoofed or exploited can be also avoided. The idea of this
system is that, by leveraging the mobile device as a personal
identifier, compared to PC, brings many advantages in
improving the security of log in process in terms of the

mobility, efficiency and flexibility of the proposed system.
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