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SREEAME[EE| EAlsta 3

T U (2" D2 71349 APT %7 9] 7= ot

JMP [CreateFileA-Hook]

CALL +$0000D265
Test EAX,EAX
JNZ

77E8C1FD

RET

&

Application.CreatFileA-Hook:

-custom hook code-

JMP [CreatFileA-SavedStub]

Application.CreatFileA-SavedStub:

PUSH ebp
MOV ebp, esp
PUSH SS:[ebp+8]

JMP $77E8C1FD

7

(29 1) API ¥
3.2 Taint Analysis[3]

A= £ e vy
A= F e velH7F AAYztA A~
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A 2 g E s delH Az dely
Hé}oq o]l A2} tainted o
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il TaintAssertgl= Al A2
i ato] ] ’\Jﬂ dlojEl el tiate] thx kil 9l

TaintSeed
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=20
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PR

TaintTracker TaintAssert

Copy
(via double-free)

Tainted data
Use as
Attack

ad + Fn Pointer Detected!

Data from
Socket

Malloc'd
Buer Untainted data
(¥ 2) Taint Analysis
¢ TaintSeed : 250l d&EHE EE HolHE H 4l
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spurious input channels, dependencies to be tracked, ~L
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