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A K-Nearest Neighbour Search Algorithm based on Hilbert Curve
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Algorithm 1. Spatial Data Encryption for Data Owner

Input : Dataset P, Encryption Key CK, Number of anchor A,
Hilbert curve Key, Sampling © %

Output : Encrypted P', E(P)

1: select a set of A anchor points from P;

2:B=[|P|/A];

3: assign each POI to an anchor, until each anchor contains
at least B number of POls;

4: for 1 to A do

5: let a; be the i-th anchor point;

let a;.S be the set of POIs assigned the anchor ga;

Ij:=max,c,;s dist(a;, p); // radius
for each POl p&a;.S do
send the POI information
<p.id, OPE(p, a;), Hilber ID, E(x,y)> to the server
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Algorithm 2. Spatial k-NN Query Processing algorithm
based on Hilbert curve for Client

Input : Query point g, the range of anchors(ay, 1;), the number
of searching POIs k, Hilbert curve key,
network information, Encryption Key CK

Output : Query result set R
/* the first phase */
1: O:=k-min;&[1,A] dist(q,a;);

: let ay be the nearest anchor to q;

2

3: send Hilbert curve IDs of searched network to the server;

4: request the server for r number of sample POIs whose anchor
ID equals to that of a;

5: let S be the set of random samples;
6: for each p&S do
7: :=k-min; € [1,A] dist(q,p);

/* the second phase */

8: for i=0to A do

9: if dist(q, pi) < [min, max] then

10: request the server for all POIs whose OPE(dist(ai,p))
falls into the range [OPE(dist(q,ai))-J, OPE(dist(q,
ai))+01];

11: let R be the set of decrypted POI information from

the received data
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