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Field Items
Encryption method

- ISE: Incompression-based selective encryption
- PSE: Postcompression-based selective encryption

- HSE: Hybrid-type selective encryption
Encryption type Incompression-based selective encryption

- I _typel: IPM encryption
- I _type2: Texture sign encryption
- I_type3: MVD encryption

- I _type4: Texture sign + MVD encryption
Postcompression-based selective encryption

- P_typel: SPS encryption
- P_type2: SPS+PPS encryption

- P_type3: SPS+PPS+Payload encryption
Hybrid-type selective encryption

- Any bination types above are applicable
Encryption layer (EL start, EL _end)
Cryptographic | Encryption algorithm | 3DES, SEED, IDEA, AES _CBC, etc.
Parameter set | Key size 128, 168, 192, 256 bits, etc.
Key lifetime Time in seconds
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* 1d00001: a content identity

» ISE: incompression-based selective encryption

* (I _type2): texture sign bits as a part to be encrypted

* {0, 0}: base layer as a layer to be encrypted

* AES CBC (192bits): AES encryption algorithm, CBC
encryption mode, 192 bits key size

* 10,000: key life time (seconds)

AAZ 7] Aol AREA TR ddd ue
“(id00001, ISE, I type2, {0, 0%, CP set{AES CBC, 192,
10000} .32} o] Zt #4245 YA (Enumeration)
6}: Pro=w 49 F v AR ITUT IEw

AL AlAskaL e

Terminal Device

Security 3 Security Policy
policy & database
v

(1) Key management

policy
Security Policy (6) > Security policy Security policy
> management S it i T management
functionalblock ) county potiey client functionalblock

Security Security Policy
li database
keys 7) policy |

(6) .| Keymanagement

functionalblock

Cryptography library
Repository

)
Cryptographic library

Security policy | (4) keys
v
Selective encryption
functionalblock

7| client functionalblock

. . Cryptography library
Security policy keys Repository
Y
Selective decryption

functionalblock

Cryptographic library

(79 1) Bt F4 4 =4 [2]

3.3 B2¢H A +F

FwEe oy 2 o 2 e 25 iR 2d
slom, Fs Ffdchs TaAaE et 2o

(1) A3t A= dolg] A4 = A4

(2) 574 vlteel A3ts e g A4

() ¥xst 7] Ad 2 7] AW FUE AR

4 A4 9 g3t 713 d5st 7S ESANA G4l

(5) d=3l golre g ZW*E e 45 dagls
FA & A et AeA vt e test 3

6) vt e H33t 7] 2 S AMRA @R AF

Hnzs

[1] Heiko Schwarz, Detlev Marpe, and Thomas Wiegand,
"Overview of the Scalable Video Coding Extension of the
H.264/AVC Standard". IEEE Transaction on Circuits and

(7) 54 W eE wek AAe] uhe B35 eha

o e AW ABY Fad Aok AR
ol A Mu] 2 FFA7E gl gl o s Art
e E AW A (Policy Enforcement)dhi= 7
%Z

4 seoz AT 5 Ark: ol

ey

N

b

oo

oA+ ITU-T oA #BFs7F s
Edamy WAYUSFY d€E F2
Hol A el A W vjE] tsle] =23

o<
T
=
—
aL
3
A

N
32

32 >

Systems for Video Technology, VOL. 17, NO. 9,
September 2007.

[2] ITU-T Draft Recommendation X.iptvsec-2 (TD 903):
Functional requirements and mechanisms for secure
transcodable scheme of IPTV.

- 959 -





