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2. HPA & DCO

HPA®} DCOE ¢wrd oz OSY BIOSOl A H2d &
I ATA WHEE o] &3t & 4 gRlo] 753ttt

ATA+ Advanced Technology Attachment®] A=
ANSI®] X3T10 T180] Alg3as 24 gHd oz s
tojolH 1 X}ﬂl el HEEZHE TEAA 78T Ao
th. ATAE 4 W24l A& tt& HDD, CD-ROM %3
2o 79 XPX]E AAdseE B °1EM] o]zolt}, ATAE
&3] IDEgt= &0l EAF] ALE

HPA, DCO9A A3+ 52 Command Set
IDENTIFY DEVICE, SET MAX ADDRESS(EXT),
READ NATIVE MAX ADDRESS(EXT), DEVICE
CONFIGURATION SET, DEVICE CONFIGURATION
IDENTITY, DEVICE CONFIGURATION RESTORE %©]
SATH1].

IDENTIFY DEVICE ¥#& 53 &4 BIOSE %3l
A 7tsd 9d49e 98 4 Adrk. SET MAX
ADDRESS ##-2 BIOSE &
A& 4 glom, HPA 99< 44T
NATIVE MAX ADDRESS+ HPA 99& x93 g
a zarzZ|g gelgd = vl

DEVICE CONFIGURATION SET¢ DCO% 94 A
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3la2 DEVICE CONFIGURATION IDENTIFYE DCO 4
g9& ¥ fxzm av|E A 4 Utk DEVICE
CONFIGURATION RESTORE ¥ #-& DCO 9<% AA
g ATHIL

<3 1> HPA&DCO F& ATA "o

% g o] 7%

IDENTIFY DEVICE

SET MAX ADDRESS HPA A4
READ ;
NATIVE MAX ADDRESS | HPA 9 =il
DEVICE

CONFIGURATION SET DCO 44
DEVICE DCO %49 2kl

CONFIGURATION IDENTITY

DEVICE
CONFIGURATION RESTORE | €O 7171

Drive
Model: ATAWDC WD3200AAKS-00VYAQ  Serial Number: WD-WCARW0984613
Firmware Version: 12.01B20 World Wide Name: 0x50014ee1007a3607
Location: Port 2 of PATA Host Adapter Device: Jdev/sdc
Write Cache: Enabled Rotation Rate:
Capacity: 154 GB (153,600,000,000 bytes) Connection: ATA
Partitioning: Not Partitioned SMART Status: ® Disk is healthy
[ Format Drive Qg SMART Data
= Erase or partition the drive View SMART data and run self-tests

33 Benchmark

Measure drive performance

Volumes

Usage: Filesystem Device: /dev/sdc

Partition Type: - Capacity: 154 GB (153,600,000,000 bytes)
Type NTFS Available: -

Label. - Mount Point: Not Mounted

L2 Mount Volume
Mount the volume

./ Format Volume
== Erase or format the volume

ﬂ Check Filesystem

Check and repair the filesystem

&\ Edit Filesystem Label

Change the label of the filesystem

(¥ 1) HPA&DCO 9ol HAA ¥ tjxz =gfo]x

3. HPA & DCO @< ®2 ¥ s&tol
HPA&DCO %99S Felata dlgd d9s oy
A= F7E4 9 el ot HPA, DCO 99+
A

A, A 2R AL

]_
F 9 gEFe =72 Helix, HDAT2, SAFE

BLOCK, hdparm 5°] 9lth.

Helix® Live CD ¥ H2 ATHw thFs zals

=7 WgEel glrh HPA, DCO 9 <o) AA=o

txza =ge]lBg dX5tal Helixg F&std F7)

74 glo] HPA J9S AFo2 At s
g 4 9t s A DCO 99 &<

)

¢

o

il

o
l o2

slo] m it

o S R < A A a1
yg to e rlr
i)

A= AFeA FErh Helix o Ax s gl
nCaseZ £ tj~= olmAE 37 £33 & 9rh

Fle Edit View Terminal Tabs Help

EnCase(R) LinEn (6.11.8.28) Guidance Software, Inc (tm)

Code Type Sectors Size||LP Label System Size
| i —— e a———a_— |

Diske /dev/sde Linux 680000800 Sectors
Size 286.1GB
No Partitions Found

sdfl sdev/sdfl Linux

Diskl sdev/sdf Linux 1258263728 Sectors
Size 596.2GB
80 83 Linux Nativ1250258625 596.2GB

Disk3 sdev/scd® Linux 1437796 Sectors
Size 702.0MB
No Partitions Found

cquire Hash Server license nuit]]

(¥ 2) Helixel 249 EnCase

DOS 3H7olA A3 5= HDAT2E HPA < 99 &9l
A B 99 HAol 7M53ta Helixl A= AdeA &
o
=

= o

of T Fel R A, A, 44 5ol A%

2010 CBL .
Device List (WDC IDMIS-WMI
Device name B10S LBA  Capacity

SAMSUNG HD252H) 81h 48  250.06 GB
TSSTcorp CDDUDH TS-H6S3Q 32

62h 48 158.72 6B
BI0S_80h 80h 465.57 1B
SCS1_83h 83h

SCS1_84h B4h

SCS1_8Sh 85h

SCS1_86h )

SCS1_87h 87h

SCS1_88h )

SCS1_89h 89

ndary/Master Base/CTRL=1C98h/1C92h IRQ=16 Mode=UDMAG6/ATA133
#SATA SATAZ WCQ HIPH [Direct Access)
1SET_MAX: WPA_IS_ACTIVE !DCO: DCO_IS_ACTIVE ISMART: 0.K. 'POMER: ACTIVE

(1% 3) HDAT2 %734
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=73 HPA DCO T2 AlolE
Helix slo]l " A 7} slo]l 4l A &7} http://www.e-fense.com/products.php
gl 94 SA gkl ¢ .
HDAT?2 qg @3 /éi;§§]1;7llif qg €§ éﬁ q ;7}125 }lttI)-/C/\Nf\KTVVZ}l(iiltZ.C()IIL/
3} ol 3 -
hdparm % 2_‘—; Z_j x; | ;1]]_L: grolt http://sourceforge.net/projects/hdparm/
SAFE Block stol 2 A 7} ol & §A s http://www forensicsoft.com/

C 23.65.2011 21:35:24.65
Main Menu [WDC WD320OAAKS-BOVYHO)

Mevice Tests Menu

PFile System Menu

MDevice Information Menu

PSHART Menu

PSET MAX (HPA) Menu

Mevice Configuration Dverlay (DCO) Menu
Midden fircas Menu

Overview of Hidden Areas
Auto Remove Hidden Areas
Dump of HPA area
Dump of DCO area

Overview of Hidden fireas

futo Remove Hidden Areas
Dump of HPA area
Dump of DCO area

(¥ 4) HDAT2 "+

Y52 A ALEE
2t} hdparmeol A #| &3t
43te HPA, DCO <
HPA geie] b4 3 A
2 A7 E7Hs stk

oo 3
23_1,:_

File Edit View Search Terminal Help

[root@localhost /]#
[root@localhost /1# hdparm -N /dev/sdc

/dev/sdc:

max sectors = 300000000/600000008, HPA is enabled
[root@localhost /]#

[root@localhost /]#

Flle Edit View Search Termlnal Help

[root@localhost /]# A
[root@localhost /1# hdparm --dco-identify /dev/sdc

Jdev/sdc:
DCO Revision: ©x0002
The following features can be selectively disabled via DCO:
Transfer modes:
udma® udmal udma? udma3 udma4 udmaS udmat
Real max sectors: 625142448
ATA command/feature sets:
security AAM HPA
SATA command/feature sets:
NCQ_interface power management SSP
[root@localhost /]# D

&

(Z1¥ 6) hdparm< ©]€3 DCO 99

ot
p

A= 37 A = ForensicSoft®] SAFE Blocke] &&=
T8 ol &3¢l HPA, DCO 949& &< 2 2hAl, 44
o] 7}s38lth. SAFE Blocke @A 9=$ XPol| A1t
HPA, DCO < < z‘ﬂ-gl 2 2 7S 2 YEa VISTA

FE Block By ForensicSoft

-J OSTER -
= =) IntedF] E2E01GE Sersal ATA Storage Controlless - 2700
==y Secondary IDE Chanrel
+ e Maxior 6B 200R0(0:00] [Master] [HPALDCD found]
=i} Prmaiy IDE Channel
= a3e WD WD TR0 S-005 GEOQ0 0 0] [Masted]
Ak C: FATIZ 10007 MB
#k L HTFS 42625 MB
#k [ MTFS 393597 MB
8 E: FAT3Z 23935 MB
= F: NTFS 20004 MB
= Q USE Mazs Storage Device
= dgs PHY USE Z0FD USE Device{tH0D]
M LFATIZ 1957 MB
= 5 DITPRT 5C5I Cortroder w

©o» 8 ® B ©

Help Setup

_———

(Z19¥ 7) SAFE Block

4. 28 2 ¥¥% ﬂ}xﬂ
HPA, DCO 9 9& BIOS ¥ OSE o] &3t HL38tA
U ogd 4 oglom o] e ofoHel xz ot
HolHE 2Ydte] xaA ZAbe] F&8A AHEE
= ARE 4 & Utk ElxlE* Ed 2 FAFA] HPA,
ol 2 s THI t=A on Ao
o) R GETH AT F9o FAX K& HARE
:3’]561 Zf: H}\Tjr

w2t HPA, DCO 495 &<l 2
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