&l 2] ol 4] Proxy ServerZ ‘?i%

O] _‘l}]_ﬂ]—*

SRk

AR

§-x

ok

A7 AT

ilk %jIEH ot ITS871=3

A Study of Indirect Attack Method with Interlocked Proxy Server in Foreign

Country

Boman Lee*, Dea—Woo Parkx

*Dept. of IT Application Technology, Hoseo Graduate School of Venture

e—mail:bomans@nate.com, profl @paran.com

2

Hacking &2 &}l tf gt

I NEs

FAMA F-o = Proxy ServerZ
oolol MAC address =+ Real IPol| thak &3A o] 715

OF
=

A =3k

1o«

3 2] ]H.J 354 dist 71
3lth. & Proxy Server® ol W

AXHA 2ZFA Q] Real IPE 47]3 ARP Spoofing 7]‘#5 A3 MAC addressg 40]7] o]t}

ke

Lol Ao 7 FARES] @A FAXL Real IPE
Silmaa=
Heolels WS dAsig B =8 A3rt 2 B89 Hackingd Wols

%7131, ARP Spoofing 7%

3k Proxy Server%'r F3 §-31 Al A

;,'lo_II:

3 (ARP Spoofing), ZFA| AW (Proxy Server), ¥ o]E#~(MAC Address),

&l 2] 3% (International Hacking)

& g8t FAS ARsE VWY Ve
ARP Spoofing 34<
st 71 e 7o & A o)t
ARP ~3F
.M 2

2000 e el &=
olfr7F  EHWA Z}
Hacking &2 Wolel Z @
5] g QIEM[2] 1zt
ZAe] tide]l ¥ i1, Hacking
Proxy Server® A4, 3249 A4 S22 9]
o] ]°H7P Elgei ke T g

01]"1 °H747} o] iy AYFABIY 9

9] "1‘14 & AAA MHAE
stod, Z1delA A
gl Qe
7198 =
} ]/\1 Hackmg%l [5]o] =AY
¥, T4 H7F Hacking

© ZHE 9| Hacking ¥
It A = Y=

o] Sl

dhekglo]

FAAE] @

pal

?3 N
e
FIE
o

4}4
to
I o ofd Jm Lo

oo Nl
o

o ® 3

A=
Hackingell o3t R <k
2 o T mE F
HE

ALAE Bt 918 SAZE Real IP[6]52] T
A& GFA[7]F FAAY Azl F o A
[81FA[9]¥ 21715 5 SHAR] #s A2
wrol 7} 3 @ st

kA 2 E=elAe dAZE Al MAC
address®  #717171  $l8l  ARE3ki= ARP
Spoofing[10] 71¥H & A3, =3 Proxy Server
E oY WA AAEA FAE e TS d9A
w2715 5 SAAR st %’.—*46 L,

o] = tﬂ—o} 5}1

x% HHo} 7]%



| 2JollA] Proxy ServergE <%

& 3159 24

1y AT

2.1 Proxy Server

Proxy Serveri= ] Zo]AdES AW Alo]
oA dlolEE FASt: 9&S e 7MY AH
Ith. Proxy Serverd] 7|sole W3H 7%
Atk A TA FEAT TS W, STAPOIE
a3l ALl EE A w), JjF AF8-AF IPFA
AR PR A ste] Heks ZFstE o, 3|
5 959 FYs At T w AE-s
, AEUS AFEE o Btolu fAI7E HQ%
Holup st FollA ARt vk ES A
o] o] MES A EYIS Fola, Heolg
349 Hacking &
A AR NS =4 5 3
ok A F2 AMEHT e
LER=IN
2F ol At

o

mx

[*]

AE AHE T4 A7
A7b ARg-E
ol w7 %
Proxy A£ZE9 o2& Squid, B A,
MS Proxy, 21E%E, 14,

rlrm&ziiﬂ,imlmq

ARP Spoofing
oo wegt 3-4 /Y Foz AT

[ SAE-AARP Cache |
1P Addr Mac Address

192.168.1.2 000112233445
-666162836406-

SAE-BMAC=
[Sniffer MAC 4]

Switch Route Table

Port Mac Address

SAE-BARP Cache |

1P Addr Mac Address

192.168.1.1 000112233445

3 000112233445
1 000102030405
5 000102030406

—
Sniffer
IP Addr : 192.168.1.10
MAC-A : 000112233445

a3 1. ARP Spoofing 7ZHd =

ARP Spoofing &4 31 3 o] ARP
protocol?] FeFHE o]83F ¥4 S =F Hacking &
A2 2219 MAC addressE 324 tiak HFE
7} BAlSta A sk HFE Y MAC address% 3t
Uz &ol I3 Ala"e)] FEste] FikelA d)
2& N2AE 7¥olth 34AE HHE AL
B Ao AR g I gRS AFx % AWz
ste] AAESE WO R Hacking 224 AlE

connection traceb ack)WHo] Qlt}h TS R &=

A7 %% (connection traceback)o] gt E &hw,

;AL I3 ASE AN

AAE FHsh= 7

3 TAE

o w FAB=

71 AZZA(IP packet traceback)o] ¢, th=
TEe dFl odF

5o
=
N
k>
_\,L

>
M
r_u

O
-

>

Ill. Proxy ServerE ¢ &

]EO]B]F

o“r‘, A 2
|24 TCPIAS 7|Hto =
AEsHE dlAL] AA Y9HE A
71geltt, thE Wl P o

A (packet traceback)o]z}
tﬂ7§9 WA AA FAAE=
TV WA ﬁﬂi% A8}

AA

Ly
=
-

fr 2 ok

ot Hacking 34

3.1 Proxy Servers A}4-3F Hacking &4 74

A A
A A
W

A

AA 24

A Abgete]l gras

7 A of A
sheich.

£ Proxy Server® 53] o)A
Proxy Serverg 2
YEAD 742

NAT(Network Address Translation)< A3 U

E_ﬂf]_g] gxhzé

H1-=2

9} clientEwre

=o°]7]

9]3}o] Proxy Server

AFE3A Y. Proxy Server$}
client® Ao R FASE EE izl dist
P9} MAC addressel] th3t 21

715S At

HASESF aFlvt. =S AlA® FALS TG
ARHE TAAD CPUE Bhatl Agavh
L9 % 1, 2, 32 A3S 93 Proxy Servers
AHE-%F Hacking &4 & 918 A~ ] 7ol
E 1. Main &4
Al AE == ak
CPU Intel Core i3
RAM 4GB
Main 2 A Windows 7
HDD 500GB
JHAE A AEL Software | VM ware
Tt HER3 &Y NAT
¥ 2. Proxy Server 1 ,2 24
Al AH == @k
CPU Intel Core i3
Proxy Server | RAM 512MB
1 G A Windows XP
HDD 50GB
CPU Intel Core i3
Proxy Server | RAM 512MB
2 2 A Windows XP
HDD 50GB

— 433 —



S| dA B FAI8KE] 2011 FAIESEET )

E 3. Client A, B, C &4
Al 2B o= &
Client A CPU Intel Core i3
RAM 256GB
2 A Windows XP
HDD 20GB
Client B CPU Intel Core i3
RAM 256GB
2 A | Windows XP
HDD 20GB
Client C CPU Intel Core i3
RAM 256GB
2 A Windows XP
HDD 20GB

AF£-3F Hacking 34 #4
A48 vES A =0t
Hacking &2 A A¥ Proxy ServerE2 AR§-3}¢]
TAE ALshEd, U¥bAQl Proxy ServerR.Th
g7} o] 3¢ High anonymous Proxy ServerZ
grol FA | Arg-glir}.

WA Hacking FAA) Ax
A 9 Zle AAskar Y7, C7F ARP request®
HudA B7F FdAE 5 wWAA ved
71t} C7F ARP requestE RuUd, AE B9
MAC address& AF8-3Fo] ARP replys HuUlAl =
3. ARP protocol?] E—T*é 2} MAC address”} 27]
gzl C7F AE BE 23 HES ﬂE} -2}
A C&= MAC address® 7HA1l BE #H71& dAF
sHARE, AAZE AR HZE BUA E‘:‘r. =4
A A= BE @b dHlolElE 7hRA] RS &

B
B

3.2 Proxy Servers
Iy 2+ 34

FTAYPAQ Co =

L

A, Bolw # WWow ¥7E ool
Co TAles mF 7k2 A F vk webA
Co HAES 7t=AUA A TS
A %46}741 whEo] Bel Co WA
MEARA ARG D& F 9

ﬂllﬁ m[o

rxﬂw;rlr:gsgjm

Proxy Server 2 Proxy Server 1

@‘—G
“Ji ‘\F ‘\F

(== [HA!—) (*7:1 b

J8 2. Hacking 324 A|lAH AT

IV. Proxy Server& ¢ &¢ Hacking 320
CHEH Hojet 95 ZAM
3t Hacking &7 "ol

4.1 Proxy Serverg 9%
& ARP protocol?] FHeFH &

ARP Spoofing 324

o] &3l FAS AlLshs Aol7] Wil ARP
protocol®] FHoFHS mYstE WHORZ  ARP
] = S dolgoR

table ©] AF4 O %73 =
A 9z, MR HE 3
=t} 718 33438 ARP table—% StaticC. 2 W73}
o] A g3t ARP table ©] A2 o2 viH A o
Al =o] g7t 7hEskA ®t

Interface: 192.168.141.133 ——— Bx2
Internet Address Physical Address Type
192.168.141.2 B8-58-56—ea—e4-22 dynanic

C:Wrarp —s 192.168.141.2 BBA-58-56—ea—ed4-22

Interface: 192.168.141.133 ——— Bx2
Internet Address Physical Address Type
192.168.141.2 AA-50-56—ea—ed4-22 static

O 3. ARP Table static A%

w3l FZAo] Proxy Servers AM&3dlo] 9]0
= o7 wFof FA Sl

Al
QA AL 29AY SeE S A7 2
B9 e AHgstel sobd S 9k,

4.2 Proxy Serverg A3t Hacking 3242 95

bS]
)

[P F2& flaiA s 290X 9 eheH el 7|55

o Sl EI1E vtge® A WA FEZ A
Proxy Serverel] A#® Z o4 P MAC
addressE A 8o o] el sfzlo] Ayt F ¥

& Yottt F WA

W o 2 [P} MAC

HH Proxy ServerZ ZLOP

gt ®my FHF

Hacking &ZA#}2] IP =+ MAC address=
T YA "ot

Al Proxy Server®d F&
Proxy Servero|AE &3t
address& 234 /‘1]

9 4 3, o]

C
>4 ke)
Zk-s-

— 434 —



2]l A Proxy ServergE &g 31421 FA7H AT+

Hacking®] &
Hacking®ll o gt
3] FA] A&
23519131, Hacking 324
o] E7bsst e
Hacking &7 el w&

24 9 A7 %
I~

"O
=<
o
o]
o
wm
@
=
<
o
=
N
N
o
o,
A
R
N
>

st A7 A
2 =wodAe A7 340 AHE-stE Proxy
Serverg® A&d ¥4& A3t Hackingz 4 el
st #45 393, ARP Spoofing & 42
2 o] Wy Proxy Server? IP2F MAC

address 9574 WH& ATFste] JRHEL V&

o]
=t
o
—t
o
ISy
e,
=2
rJ
2
R e
-
N
=
i)
o
ol
o
v

[1] Hyung—Kyu Yang, Kang—Ho Lee, Jong—Ho
Choi,

Hacking Using Domestic Search Engines",

"A Study on Personal Information

Journal of Korea Society of Computer and
Information Transaction, Vol 12, No 3,
pp.195—201, July 2007.

Jun—Pyo Lee, Chul—Yong Jo, Jong—Sun Lee,

—
[\
—

Tae—Young Kim, Chul—Hee Kwon , “Design
of a Request Pattern based Video Proxy
Server

Management Technique for an

Internet Streaming Service”, Journal of
Korea Society of Computer and Information
Transaction, Vol.15, No.6, pp.57—64, June
2010.

[3] Naver News, “Chinese hacker organization
hacked korean famous gaming sites,” June
2006.

[4] Naver News, “hacker in China make korean
Small game companies shake and tremble,”
October 2007.

[5] Security News,

“Google situation and

Prospect”, March 2010.

[6] Woo—Seok Seo, Dea—Woo Park, Moon—Seog
Jun, "A Study on the DDoS Defense
Algorithm wusing CFC based on Attack
Pattern Analysis of TCP/IP Layers", Journal

Industry &
Information Management Transaction, Vol.17,
No.6, pp.143— 148, December 2007.

[7] Jae—Dong Kim, Chul—Ju Chae, Jae—Gwang

Lee,

of Korea Society of Digital

“Active  Security System using IP

Traceback Technology”, Journal of Korean

Institute of Maritime Information and
Communication Sciences Transaction, Vol.11,
No.5, pp.933—939, May 2007.

[8] Yeong—Hwan Tscha, “On Suppressing the
Occurrence of Redundant Sensing—Reproting
Packets in Assets Monitoring Networks”,
Journal of Korean Institute of Maritime
Information and Communication Sciences
Transaction, Vol.13, No.9, pp.1955—1963,
September 2009.

[9] Huang G, Miao L, Zhang D —F, Zhou Z —Y,

TCP

based on

"Analysis and  verif connection

management protocol model
checking ", Journal of Computer Engineering
and Design, Vol.30, No.10, pp.2381—2386, May
2009.
[10] V. Shyamaladevi, Dr. R.S.D Wahidabanu,
“Analyze and Determine the IP Spoofing
Attacks Using Stackpath

Marking and

Identification
Filtering  Mechanism”,
International Journal of Recent Trends in

Engineering, Vol,1, No,1, May 2009.

— 435 —



