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ABSTRACT

Wi-Fi is a rapidly spreading communications network with Smart phone’s publication, the technology has
become Ubiquitous-based core network which is connected to personal computers, laptops, and tablet PC.
Wi-Fi can send currently a variety of data standard due to developed wireless LAN communications network.
One of Wi-Fi standard protocols, which is IEEE 802.11n, use 2.4GHz and 5GHz band. 2.4GHz band is used
for 802.11b/g protocol because wavelength is long, diffraction and receiving distance is enough to connect
other device. 5GHz band has more available channels to use than 2.4GHz band, so there is no frequency
interference of other wireless device such as Bluetooth, RFID. Moreover, there is low interference between
channels due to small users in each bandwidth level. In the thesis, we are going to analyze 802.11a/b/g
protocol which has used since the beginning of Wi-Fi protocol and 802.11n protocol which is used lately.
Furthermore, we look into development and direction for standardization of the next generation wireless LANs
which are 802.11ac and 802.11ad. In addition, we will consider for the security, vulnerabilities and its
countermeasure in Wireless LAN .

7|YE
F/dLAn %%, FALAN 715 5%, At FA4LANFA, 802.11ac/ad

ARG L glom, FHIFE A ZIake] 4 vE
Az A et 7k o A4 @ FA
LAN &2l 7)) e o] thefst dlo ]H s
o] 7kl on, o] & %F<l IEEE 802.11n
T4 LAN(Wi-Fi: Wireless Fidelity)< A~PHE 24GHz W93} 5GHz -,—J]—-—,— de Algsla
3ol ool 24‘*0] o= Ao 9t} 24GHz= dharo] A3 3A W Z=al A
HIFE, =EH 5 ogE 717l HE5H 7 EolAl 802.11b/g WA O F %o] AFE-E 31

I M

ru

Hu F}H

— 255 —



= dg B e aEts 2011 FATHEH]

]

o

™, 5GHz 19 24GHzR T} 283 5 9
o ®e AEE 7HAA gle] BEFF2, RFID
e A A Fas g9 3 el ¢l
Fakg ARRA7E Ao Ad bAoA
]S 7HA L Sl
1 LAN 4 LAN#= 22 7|24 0=
kel dlolElE dEes HEEAAH
, MA EQIES H]F(Beacon) XY
do Yol e RE @i i AR
dole W&s AT + o] x4
o]gle] v AFHORFH HolHE K
et 71EA 2 FAg An g A
AuIA7E W Fostrh dA g
LAN ¥oF Wb o g WEP Hehiao] o]
RO, olof gk ®F FHeFo] L
, 74 LAN #iFS Sl 22 A2 glo]
FoQlE gAntow &7 E& theitol
AlEs g QU o]e] F7FA o2 WAP,
AP2 Hol 5% FAsto] ARgH L glont of
3t A= Zsksitt.

Mo ol 32

=

by > S Pl 4 ox B
[
!

O
-

ofN N N, >

0,

o oMo g

o o

k

o
=2
re
s
a
-
>
e
'
2
rﬂ',
2
_‘>L
oo
il
S

802.11 ¥+ Zl&[1]ol thsle] Avr iy ¥l
. HEe] FHE AAW F

=3 s 802.11ac]
802.11ad®] /N &3 2 EF3F Wk sk
ol A LAN =4
E‘?l’ =] oA ul o]E‘ _?,]

N
—

f

=
)
e
i
)

A

=2 o
o
_0|L
2

ky

me ]
_0|L

&l
4
(o
o

2.1. 80211 %5

802.11< 2Mbps®] HIHEE A sl T4
YEAZ 7=z, i A3y ISM tede
24GHz W9 M35 Abg3] dlolelE Fa
o o] 71717 @A HES A Fd 4
L= CSMA/CA 71ES ARE3L

802.11b+= 80211 14E& 7|WIo = ©% oA
A7 712, #Hi AEEEE 11Mbpsel - A A
2¥  CSMA/CA 7|&9 T3 FHHelA
6-7Mbps J =9 E&5% UEl= Zo® dHA
Utk EFo] FAHAwEA Al ohFe -
AFol T4Y, ol A vlE FAAA &
S5 Ads ZIdely 7HY Tl £ vES A
= gAs] % 5Hoz ZRA BFE

)

=

32 fo

FoOowAE SRR A5wA s02llax
5GHz w99 s AMgss FFHo=E,

OFDM 7|5 AHg-3ll & il 54Mbps7h4] 9] A&
£5 5 AYs}t 5GHz WYL 24GHz thoof
HlE tE SAV(FA Asb], 2R 717
s)skel Hde]l A, o W& Ast gos ALS
o ke ARl AN, Az 544 &
el =4 AE 5 A #49 IFS 4

W1, 24GHz U9 elA 54Mbps £ 5& A4
= 80211g Aol FEEHEA A= de 2
o]A] ki gt

A AR 5 80211g AL a AT
A% 578 2A% 24GHz o A95 ARE-3
o= ARk =2 de AREE I 9l 802.11b
A GA ssE o] A e 2xola gtk

802.11n ZF&-3tdl HEafZo|th 24GHz of
3 5GHz WS ARESt i 600Mbps 7t
28] £ A¥stal Slvh IEEE 802.11n-2009
EF2 FHd 600Mbps7HA] tA %S Wal 4 9l
S 1 MIMO(multiple-input multiple-output) $}
40MHz Hd tf%E& 713 & A (physical
layer), ¥ ZAISMAC layer)?] =& &
(frame aggregation) 7]1&& F7sle] WhEo A
b MIMOS} W& g g %g o] §3liA &
AZ2 AE £5F 802.11a (5GHz)L+ 802.11g
(2GHz)ll Hlal A2 =+ At

IEEE 802.11 TGi¥ 7]&¢] 802.11 FALANe|
Qos¢t Heke Aststr] fls A4 TGeolA
FALAN HoF FEvks Rz Felste] 20014
HEolH Tk 71ES AkPd S 9 7] HulE
AE 8021X7F EE F UEF: =] 93
Agetn, WEPE Abgshe st w2
ASE(Advanced Encryption Standard) &
Aoz thAls) 80211 A Gl Boks
skt Zlojth. 802.11ix= 802.112 7]& AFW~
of ULA(ULA(Upper Layer Authentication
7hetodth 15S ULAZ AEdt 3¢ 2F A
2H EE Ao=r] 1S5 3 gle] ZwiE %
F AHE AXA Bk 23] d¥skH, A
Ao gk A5 B FAle A9 AT 802.1xel
A kA ok

802.11 network standards

7
!

ol

T

Data rate N - Approximate
o Typ | Allowable Approsimate|“F5TOE

802.11 4 Ereq, i | ADprosimat
Protocol| Releasel (GH| (MHp | steeam_| el ;"ﬂ‘;llgs ] mﬂmﬂn 1) T
(bits)! ’ ()

— | 01997 | 24 20 1.2 0.9 1 DSSS 20 100
6,9, 12
20 182436 23 1 OFDM 35
48,54
12,55
11
1.2.6.9.
g | Jun2003 | 24 20 |1218.24] 10 1
36, 48,54
72144,
217.289.
8

120
a | Sep1999 so0obl

3700

b Sep 1999 | 24 20 43 1 DSSS 38 140
OFDM.

DSSS 38 140

5, 7200

Oct 2000 | 2.4/5 e VB EN G 0| OFDM 70 25081

! N 15.30.45, 010 250
60,90,
120,135,
15012

713 1. IEEE 802.11 protocols
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