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2. IEC 618500] = MMS Mapping

VMDZ 534 24 A= MMS Zelo|olEst g F31
Wtk ARE T ) SeixE A4 AUlE VMDE MMS
usgo] e =lofof gk MMS wig& flEiAlE T Wie AdH
£S5 618500 u Ar =2 elg) dlefo} st} IEC61850-79 A
9] wo] 9= dloJe] &Xd(DataAttribute, DA), +=2]==(Logical
Node, LN), =2]%](Logical Device, LD)5o =2 AH »ds}
1 o] de niges VMDE FAELh

ACSlI services
according to
IEC 61850-7-2

Information model according to
IEC 61850-7-4 and IEC 61850-7-3 +
control blocks according to

IEC 61850-7-2

Mapping of information models Mapping of services
MMS VMD, Domain, Named Variable, Named Variable List,
Journal, File management

MMS Write,
MMS Get.. Attributes,

/ MMS Read Journal,

ASN.1 coded messages
Presentation, Session, Transport (TCP, ISO TP), ...

l MMS Read,

o2 1, MMS of=! 744
Fig. 1 MMS mapping Concept
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DATA-SET H Doy Bocks H LOG |
(BRCB. URGB, GoCB, .. LGE)|

* GOOSEGSSESMV messages
map directly 1o ISO/IEG 88023

IEC 61850-8-1

02 2. MMS oHz! 2
Fig. 2 MMS mapping way

I 1, IEC 61850-8-10{|A{ AF2Sh= MMS ZHF|2} AMH|A
Table 1. MMS objects and service used IEC 61850-8-1

MMS OBJECT IEC61850 OBJECT | MMS SERVICE IN USE

Initiate
Conclude
Application Process Abort
VD Server Reject
Cancel
Identify

Read

Write

InformationReport
GetVariableAccessAtttibu
te

GetNamelList

Named Variable

Objects LN and Data

GetNamedVariableListAtt
ributes

GetNamelList
DefineNamedVariableList
DeleteNamedVariableList
GetNamelList

Read

Write

InformationReport

NamedVariableList

Objects Data Sets
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1) CID(Configuration IED Description)
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flgk A ofFgjAloldE 7S < itk Servere mlE] Aol
YEY A A H (osicfgxml)E E3)] UES A AL FH]5laL
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Aold VESZ HAARE 7Ex 231, A ARName 3! %7
Z71 3F=E MVL(MMS-Virtual Lite) APIZ %3} Serverol] 3
&3}, Aele] ido] o] FoJAH Cliento] 4H|=E AaishH,
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30 dlolelel 23kl ClientZol| vlo[ElE &3t

MMS 7]¥ke] Client$} Server Z2 138 73l oion, 18
32 7Jte Server, Cliente] GUI 332 HojZr). of7]o] AL
H oA dloles wdxidn|e] dRARE et AMEFIC
= the] System= Node= 7AJ5}e] Server, Client j3ho] wje}
AEE FardA =0, MMS Client Z20580] ‘912° HES +
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7} FEEL & A Serverol| &3te] vlo[ElE Yol F 3}
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T2l 3, 61850 Server/client == 12H
Fig. 3. 61850 Server/client program

TROL TEST 881

118
CONTROL TEST 834
ESS =
TROL TEST 805
al 2210

v
mlcoNTROL 1EST 836

02! 4, IEC 61850 Server/Client AlgH

Fig. 4. IEC 61850 Server/Client execution

42 Hlo[E 74
nle] o] @ SCLuotA=RE] IED ARE Hojel Za:) o

o] ACSI T-2AE T47IT) glole IED rol we} MMSE
o] mjgS ¢j3 VMD HRE TS

2! 5. |EC 61850 ACSI C|0]E{/VMD di|0[E]
Fig. 5. IEC 61850 ACSI Data/VMD Data
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MMS Z2EZS o]t B4 HAEE 3Rolalr] e vE
¥3 $497] F WiresharkE o83t} 19 62 WEST 14
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Fig 6. using a network analyzer to MMS packets capture
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B ZREZS 71Ee) WA 54 Z2ES2) DNP 3.0004]
IEC 61850714} HAL: 54l T2EZ0] MMSEA Alxglog
M A S-S HolEtt
2) KEMA 61850 Observer

KEMAX] Al&8h= ObserverE E3 541 A| Ag=)E= [EC
61850 EloE] HEE &I 7 Stk o= MMSE visgA7]aL
IEC 6185004 =gz H3AA Yehd 4 gk

: E1QISB1C1/CSW1$STS$Pos$sboTimeout

= 61850 Obseryer - UCA3
File Edit View Captre Setings Window Help

Dl=|@a| &| c=la| wix| FlwlE 7|

Frame | Time | Contents ~
> 2545, equest | Associate |

5q 7 14:28:45,002 Respond : Agsociate {

cp 8 14:28:45004  Request 1 : GetDataDefinition E1015B1C1/CSWI,CO,Mod, Oper

5q 9 14:28:45004  Respond 1 : GetDataDefinition {

cp 10 14:26:45008  Request 2: GetDataWalues  E1Q1SBICI/CSWISCFMod$ctiModel

sq " 14:28:45008  Respond 2 @ GetDataWalues {

cp 12 14:28:45014  Request 3. GetDataWalues  E1Q1SBICI/CSWITSCFMod$sboTimeout N
gq 13 14:28:45014  Respond 3. GetDataWalues {

cp 14 14:26:45020  Request 4 GetData¥alues E1Q1SBICI/CSWITEST8ModctiNum

5q 15 14:28:45020  Respond 4 : GetDataWalues {

cp 18 142845028 Request 6. GetDataWalues  E1Q15B1CI/CSWITCFSPossctiModel

gq 17 14:28:45026  Respond & @ GetDataWalues {

cp 18 14:28:45,032 Request 6: GetDatavalues  E1QISBICT/CSWIT$CF$Posfsbo Timeout

54 19 14:28:45032  Respond 6 : GetDataWalues {

cp 20 142845038 Request 7. GetDataWalues E101SBICI/CSWITEST4PossctMum

5q @l 14:26:45039  Respond 7 GetDataalues {

cp 2 14:28:45045  Request 8: GetDataWalues  E101SBICI/CSWII$ST4PospstSald

54 23 14:28:45045  Respond 8 : GetDataWalues {

cp 14:26:45, 061 Request 8 Select  E1Q1SBICI/C3WIHCOMod$SE0

5q &5 14:26:45,061 Respond 9 Select {

v

For Help, press F1 Frames: 26, Em 0 |

02! 7 KEMA 61850 Observer & 0|28t S41 74X
Fig 7. Using KEMA 61850 Observer Communications Capture
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Communication  Service

“Basic communication structure for



