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1) NIST 800-22 7| =
NIST 800-22+ A statistical test suite for random
and pseudo-random number generator for

cryptographic application A& tt&Et}h. 44
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Frequency Test

Cumulative Sum Test

Runs Test
Rank Test

Spectral Test
Templates Matching Test

Universal Statistical Test (Maurer)
Approximate Entropy Test (Pincus &

Singer)

Random Excursions Test

Moving Averages Test

Lempel-Ziv Compression Test

Linear Complexity Test

Bayes Test
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S No.of Test 5 No.of Test
Statistical Test SN o Statistical Test Fias o
Monobit l 1 Peniodic Template | 157
Block Fraquency l 2 Unnversal Statistical | 138
Cusum 1 34 || Approximate Enfropy 1 139
Rims | 5 Random Excursions 8 160-167
LongRunsof Ones | 1 6 Random Excursions 18 168-183

Vanant

Rank | T Serial 1 186-187
Spectral DFT 1 § Lempel-Ziv Compression | 1 188
Aperiodic Templates | 148 0136 | Lmear Complextty ] 189
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Test Reference Recommended

= distribution size (hits)

1. Frequency {monohits) half-ncrmal n = 100

2. Frequency (blocks) X n = 100

3. Funs e n = 100

4. Longest run of ones (block) X n = 128 up to THOOOD

5. Binary Matrix Rank X n = 3RO1D

6. Discrete Fourier Transform narmal n = 1000
Mon-overlapping y : #

T Template Matching X nz 1l
Owerlapping g . ”

8. Template Matching X nz 1l

9. Maurer's half-normal = 337540 up ta 107

10. Lempel-Ziv Compression normal n = 10°

11. Linear Complexity X7 n = 10F

12, Serial” e m = |loggln) ] —2

12 Approximate Entropy’ X m < |loggln)] — 2

14. Cumulative Sums normal n = 100

15. Random Excursions I n = 1R

16. Random Excursions Variant half-normal n > 17
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e TO: Disjointness test

e TI1: Mono bit test

e T2 Poker test

e T3: Run test

e T4: Long run test

e T5: Autocorrelation test

e T6: Uniform distribution test

e T7: Comparative test for multi nomial

distribution
e T8 Entropy test

3) Crypto-X 7| &
2~EY 5o gk HAE 7|ES thed Zrh
e Frequency
* Binary Derivative
e (Change Point
* Runs
e Sequence Complexity
e Linear Complexity
e Key Generator Tests

7] 74 dA7] dg "H2E 7]Ee o 2
*  Frequency
* Binary Derivative
* Sub-blocks
* Entropy

Lo UF HAE J)FS ey 2
¢ Frequency
e Binary Derivative
e Sub-blocks
e Avalanche Criteria
e Avalanche Variable
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IH3 A= RC4 ¢
Crypt-Xe| HAE HZF 7]Folth

Number of p-values less than:
Test .10 .05 .01
Freguency 5] 4 3
Binary Derivative (1) 8 5] 2
Binary Derivative (2) 11 7 1
Change Point 24 13 5
Subblock (b = 4) 9 3 0
Subblock (b = 8) 9 6 1
Subblock (b = 16) 13 5 1
Subblock (b = 30) 9 4 0
Runs Distribution [5 [3 [2
Longest Run [Max =33 [ Next=28
Linear Complexity 5 5 1
LC profile - Jumps 12 8 0
LC Profile - Jump Size 20 13 3
Sequence Complexity | Max = 6143 | Min = 6110

[Z293] RC49] Crypt-X HAE 7]+

4) clolstE 7| &

¢ Birthday Spacings Test

¢ QOverlapping 5-permutation Test

¢ Binary Rank Test for Matrices 31x31 &
32x32

¢ Binary Rank Test for 6x8 Matrices

* Count the Number of 1"”’s in a stream of
bytes

¢ Count the Number of 1"'s in specific bytes

¢ Monkey tests on 20-bit words

¢ Monkey tests on OPSO

¢ Monkey tests on OQSO

¢ Monkey tests on DNA

e Parking Lot Test

¢ Overlapping Sums Test

e Squeeze Test

e Minimum Distance Test

¢ Random Sphere’s Test

5) FIPS 140-1/-2 7| &

e Monobhit test, Poker test, Run test, Long
run test

3. TRNGH =M HAE 7|F

#20lM = TRNG #FdE= d4d HZE 7|&s

A skaL gl

[ 2] TRNG #3842 H=E 7]+

NIST & DIEHARD
FIPS 140-2
NIST & DIEHARD
NIST & DIEHARD
NIST & DIEHARD
DIEHARD &POKER
Crypt—X
J—S Coron
256bit run test

IQ Quantique Quantis
SafeXcel IP TRNG
ID Quantique
HG324
Araneus Alea I
Zrandom USB
Protego R200/210/230
Comscire J1000KU
Orion Products
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