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As a part of preparing the sniffing attack, this routing method presented in this thesis decreases the risk

rates of the leaking of information through

is transmitted from start node to destination node on distributed sensor network.

separating valid data and transmitting by a multi-path. then data

The level of reduction in

leaking of information by the sniffing attack is proved by experimental result thich compare the case described

above with the case of transmitting whole data with the single path by simulation, and the algorithm for

choosing the routing path is showed by proof of the theorem.

Key words :

1. A&

FHIFAE 2 A HES A USN)= the] Al ==
2 74" A MEARA e Al AAd AN =
EERFEH A Abe B 9F AES OJA‘?‘& ¥, a4
ARE THR Jheete] Al oAuAMY, kst A
o] &% 4 M s ARAMWA dZHE Sddll =,
USNE 283 2E 3o M =25 FFsta ols 53
TRl oy @AARS A, olF AR HE A
Ads A dedi12]

USNE Edte] dFstar s due 54 299 Au
" 9] el aRs dAd ¢ e ARF five
SAol gtk webA g gue] e AH¥gs FHake A
°of Tasttt. AN MM = ASE A dgE A
FE A 3RS AR T 5 gl olFA AFE A
S ANE vES A ASdH gEE S AA L 913
wsks ZPA2H2] o= 7IEe UESAAY EE =7}
Twol 43 st TR AL LY F A= Y

101

sensor network, information protection, split data, distributed routing, sniffing

71z

oA AkE 2t
oF7 FHEH3], Thet
e A gt
LA

HH
Bk

o

1#3te] USNE 7|&9 B
Authentication, Integrity,
Q- AEFel  Avaliability,,

& ge wer Aol Weast

Confidentiality,
oly#} USNe]
Secure Handoff 5 & Z
cH4l. 6HDL A S 2 USNIA "a= 3= wmet
agFe} 7] #eE 2 HoF AF ZREF T

°lH #E NYger gE3r)
USN ROt 7|2 7]
%, %9

Freshness
W A
7lELe

15 oy

=

7}‘—3‘”0] AvH7,38].

gk AFE st 7]
Zo| met FHAHYS
E]’TE] AZ



rir

23 Vol.37, No.2(A)

4
2 Bd A% W99 4L Ba dehy wad o
Ag FuelZFe NS Bgstel PFYL Bekstel A4
#9E wEE dust dndEe A @
2. e AT
WA MEAZNAE FAENelgE BHo cdste]
o|% WA flskel AA wEgre] Faw

dolee] et dwss AL&3te] 7EAS RS
ol 38l IEEE 802.154% &7 A9]o1 = AESYES[7]E A
&3t 7EAAE BASEE Star vk weEbx AESY ¢
Ay 2o o] BRor ATdt Qul AHEAE o=
A B dolEe] wE FHaske VWS RIS 5
ok A AESHE S dunElSe A4 =ET E4kEo 9l
the 5402 st 7] #u 7ol Had FAFES VA
o gk 71 Bul 71 ogek Akl o]FojAa gle
EZF rFoR AR Fo] glow Zpzbe] FWHS JHA A
Atk e A dEAAE T S 53 uid B4
FH w=FH7] F& A &FH10].

| et aea gaRE A4
e RAY AuE AHgstel 7] g Be

dol= W[11]e] dt) o] YIH o 2 SPA(simple power

analysis attack)[12]¢} DPA(differential power analysis
attack)[13], EM(electromagnetic attack)[14] &2 So] 9
o]2 Wx3t7] 935te] side channel resistant! &747] ¢&

drEEsS AL&ste AT & WY Adrk B
s da2]F9 scalar multiplication A4 SPA/DPA
reasistant ¥ AFY 7]Hol| gk AF7E o] |Gt A
9 IS vg A sy elr] Wil dhestel] A
2 T At =3 9 VIHE 71E 9H8 BHs
ofHE R Hel 719 &2 Qe £
1A 7F &
]_7(40

1w

B
=4

=
i

hul

—-
==

)
glom 717k F/HE o] Fo
wol & 4 gl A

22} Bogus routing information, Selective
forwarding, HELLO Floods, Wormholes, Sybil attack,
Acknowledgement spoofing 5[15]¢] lom tfE 71§ o]
1" 5 st olds WA 2 26t Abgste otk
woslry] 98] SPIN[16], TinySec[17] ¢ HF T2 &
AlE et AT ol WEYAY &= Fol 9T d
I AR FEol i A dssETr A

=
ol
==

o
o

N

i)
oZ o

v 2

1o qot
ol o rir
i

)

o ¥

ol
)

S
op
o
d

oy 2

ol

ol
e
o
t

N
o I

]

i=]
1=

o

A

S I
ol

o T

X oox
o
N

2
©
LeO-)
o
2L

ol
o,

== Ol'm
oy L o
=

%)

i)

fo,

Ho

nie

po=i

ol
ol
o
fd
X
ol
i)

R N
rl
o, ko ofr

o
o
o il
=
o
fu
Mo
ek
ol
ol
s
2
oy
1%
o
il
R
o
)
jn)
o
An)

102

F AR gt ol delHE %A 5 glov AP do]
ol o 2449 42 YA 2@ dolgE doly
o RERNE Fhstetr] A bgel AR AFe )
4 ARE FEQS ML Aas s YEQaY T8E
Zol7] 918 Ajd e AR FAAL o F UA @
$YL FAT AL 7] FAE Y sk LAt A A
e B9y A= Aok dolEe nEat ¥ JuA &
Hlel g ewAEE 29 4 itk o clshe] YEYA
uolgat AEHS FEW oY aTEAL WEsE P
9 Ao 44 W Aga)

3.UEHNE 74 2 T3 dugF AA

3l MEAZ T4e 9% 43 2 3
WA Akshs Asge

o7 3},

gt ge AR 7

74 2. A A mEELS A HAE g1 Uk vF
Az ot 219e mrEZe 7 A4 wrel 43 i)
GPS(Golbal Positioning System)4} AF&x}o Al 9% A B
S fggwto}l Al AE 43 Yo =E7F ZalY 9
2 ARE LA gloW agAoR F w=F IS F 9l
18], EEEA 74 F AA x==d o3 a7He 49
Are g&] AdEE dolge & et

7H8 3. 4A e AA AN k=] fIXARE TP AL
Gtk A wEe Be duAe MEe] $4E 7 9l
oA AAl AN s AAARE HESAZ 74E o
Ad weth AR dolguo]s JER YA Wkxo
AgEa, AN wre) 945 ddd o AbgEY

M8 A RS =B ARl ol EE & vk S A
& For T £ e =20 AE wE MEE T4
o8 o g glen dF ojwxtE s Hgow
ekl bRt dA UEIY x= 2ye d9d
Aol A A2 FEIT}

7H4 5. wAA mre AN E A wEe st Al
A HESAE FAse ¥4 kEe HESAE TS
wEg Fdd £ ARE A, e dESAS
oFE kES T 48 TYAY ARE =25 AT
A7

7H8 6. sAAR: geste dHlelgE fA & 4 fdvh AR
= x84 =28 T3 92715 27 Cache Timing
Attack[19]9} 22 71ES o8t 71& Fohili, o5 &



=%3 Vol.37, No.2(A)

-
st

2010 7} et

O

¢

ol

3

o

R Zhata
| &)

‘nn}, and

in sensor network,
{nO,n1,-

a set N
. ni’s neighbor, a set of

sensor nodes

(xi, vi)

be

nodes n; can send message directly

Fui = {nj | ni' neighbor}, Fi € N

Let s, e where s, e € N

where ni
def. Let count be number of path, S, E be sets:
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cos6; = cosO between s;, e; where i < count
.and let R; = {node set of path between s;, ei}
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let s, e, s = (Xo, Vo), € = (Xn, ¥n)

then we can make linear equation y = ax + b,
(1)

where yo = axo + b

Vn = aXn + b

(Vo-yn)/(X0=Xn), b = yo — axo

then, a
and we select A for route s to e for read route.
then by least square method, standard error is
®(a, b) = S(axx +b - vi)” (where k = 1,-n-1)
and at point A
(axe + b -~ y)” — axeth) - 2((axq + blyd) + ya’B  (2)

= (Xa¥0 *+ XoVn* XVa — Xa¥n — XaY0 — Xo¥o) / (X0 %) (3)
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