H|343| st=M Ex|2|ets| FAIstEla] =2T M173 25 (2010, 11)

Fine-Grained AtY H= Ao E 93 skdd Q=2 o|=

A AATH

A7) 9%, 72 Fen
* FO| LI R A BT
e-mail : kkekky@skku.edu

e ) S A 1B B

e-mail : jinsookim@skku.edu

Enhancing Android’s Permission Enforcement for Fine-Grained
Resource Access Control

Ki-Won Kim*, Jin-Soo Kim**
*School of Information and Communication Engineering, Sungkyunkwan University
** School of Information and Communication Engineering, Sungkyunkwan University

=3 of
& grmRels S8EEaP] E A A At $ETRIAL AYF AW
XML shle] el Hel@ A%g sk Ao olfoldr. of Ae AxEs A

S B8 9o A7 $4XRIY o) $ganadel 5 AR swdon A
Q2
[€

AgAE Y SEZE g 3

AP ARLGL AP el gk AAE BE ARS HetaAY 194 2o o] $§x
2398 4N 5 g Bk B8, $EZLPe] Fold AL WA £ glu wEshe W
Mo $8xzaue Axsks Wl gl

o}, 5k MS Windows Vista ol 4] 283131 1= ‘A8-AAI A A E & (User Account Control)d} 7o) &

zeagel R7dE AW F WA AL dew 44 W Ave 24 AHol AgAd

LA a A

A BAe =9 AT Aol B MRS Fustel ST FAT £ QRS U S

A7} ol % Fetd Al AP AR ol W F AR Hgin.

= 5
Wl B E=FoA Aotsls VM Se&xgade] 29l HEE AEAT) fine-grained 3FA Al
= 3t 7IYgelth ol& 98 SE&ZEZIAHE AMEstE Al E 7 HE ASS @
S 58, A ARSI Sl A ) AR ARHoR AA 9 WAool JHEstES 318l

_0

L ME vlE] Ak AZHSMS o FstAY GPS el A st
= Ay 7o ool AMH|AE 9HET HAFS o
e oE Yemolsl ERE D30 A AL e’ yaete Moy o molftl o A
E 93l a1[5] MS, St==o]= nll[6], SKT, ”é T o ol am w aldo] Alexle] EolZ olo] Foh
» & A2E HE A AR FoE °1Ho
Rla e UL P =0 I S e P R THT A sgmzane soinn $emzaU] 54 AY
o] g&ZEIHC] THEH JYTHT. 2MEES & o omyozm A EABRBE o n} 2] 3¢
s AU T8 A Spel wae m T ABE] AN SEE g §Erzad
9 ggraagel Tud 4% g 2tEE A o] 2 3% ARE FAA HEstug e Qv AW
Sl e AUAN fE BW A 4 ] 5 we Fed ddde] gl Aol A2
o oteld P97k Felsk obd @do] N2 Hm  FoldtAL 18] oW ofd $EZZIPL U
k. shAR AP, A4, FoOAS ge e @ S g HUp)
£ 8749 Telelel pC BAFE TE Ao el ¥ EEAA AMNLA s e AR &
& Q 3T} 8]. O]Ei?ﬂ AFoziY *ﬂ}Ei Abgzrs SEZEIHO A4 H7E fine-grained SHAl Al &
BEats] Sa] B BAME o= ZaEs o+ UES St Jyolth Ed ggmmoglo) of
Ao s S8 gA;Mo dgAAS] =S AR oAl 25 ekl dEE AT F olE A=
Abbebs PAE $ETEaY A P A Ao IHEEE ereHel AHS Al i}%fv}&l ﬂ%ﬂé
719o] s #orala} sl ‘f“‘ﬂc}% T UEH she 7IHeld. ieja Ee] A
D elmzole Saweoae e e go  TEA HE AHstel Agels] wie 71_ g
Aol c@wma@e 2ds A7l XML JJro]Oﬂ a2 3] backward-compatibility & X7t}

- 1701 -



Hi343| SHRT A 2sts] FAlsATNE =2 ml172 28 (2010, 1)

H|Z}A]|(Non-Visible) E <t

/ e Framework
oM X Sst=

43 MHl2

AHE Xt HNFEIO] e

45 3=

A7|E QEEOIE
e H2 Mo 71

H|ZtA (Non-
Visible)d <

Framework
Ol A] X S5t=
2E MH| A

AR R "
A48 prER0|= H&% Sy

I "2 Ho 7|H»

(2" DAY Aol ek ARgAke] 7hx g 92 W3t

AgAE SgEEde] ayste Ad ¥T
o’

FF 0 Al W Y e, FY A}
ol Y A E B9 Fgow MAF F vk

Sk

¢

o

o=
AgATY Feros Hgd Ase B4,
39 W Y 9Y 5

2 44 A oy B HAAWAY dEEe
2 ARE 24T + g A
g FAM AEAE $ETET
Aol Aol ety shisA Sl @ 4
st Yol LA SEIZE I
A2 Aol gl Ak

czolmo] gy PN SEZE

HodZ
oy @

Rl 9 on o
o 2 (m o ”

o %0 @ ot
>

E
o
(3
-0,
i

r Ol > @
2 2,
ol
rr
ok,
it
-
-
50
Q
2

N
e
r
(52
-

2
Jo 2
X |0
i
5
[
i

ofo I-
[kl

oo &
i)
2
Og(:,“
I
e r

R U
FHE BASh= Lary
ol A} 7] 7 &}<5(machine-learning)
of ARgAte] ARG HYS ®ASAL 13
ofdFAETE HolE HALAR BAE
AHS B8] ok A aYAYE SEHHA %
ALt FRYEE 2t W JHIERE BX T
U Aol A1) AT obAZMA = W2 ofA
A7t FdA ol w2 MY ARV Avkes 3
AREZES] 1] DA ARE S| el ek e EHAE o]
=0 sl AL Fepgivii2]. B BuEY M

AR AT Ao A AW Az F7 9
e 2nE zddth mebd B =R Fal A
el W bsd AW F S Fo] 2npE

E AP AMRA S AAITIA] RS .

o 2= AlYA 7]hke] A WAls Abgstal
A+ Anti-virus 2ZES7F TH11][14][15]. ©] 7]
Holl = A o) S8z ado Ry F28 F
A A YA E 7] g T= tloJEH|o] 2ol Sl
= AlIYAeE Hlagth spARE o= AF o]y
Hlo] =& gHolEsjof atnz 74 EI S S7HA
7131 A7) AEg wo uo|EE R Zethd 2~
mtEZES] I Foid o R QIS ofd I=o &
Agk kol AHSHA d-&stA XE & ATH16]. &
b 24l Algh A<l mutd S0 aE&AolA] &
tH11]. olet fAFsHAl ©@EEe] Fa7]5(ol, SMS,
Bluetooth)¥} A}l A& AH (o], CPU, w2 A&
5 T4 AR AFA SAVIEES &&sto] o

il

AIEE FX et UEYT 7|6k ofdm= ©X
Al Z~E %= QIO 17][18].

siuto s vl Aolg AL vgom Y A4
: 3

AR [16]9] A% A=E AT Ag5o 4G F
B Aol AR oA
AgA7 A Aol
A g oEs)
e AT R 1en o
49 PEL B4 2T Aol o, 9
7

el A

T A~

—

fg'].o fe13
t:i_

F gAe] A9 e Ahg dee] el Qe
S s E ok mebd B Ate o

R B B o B A
NS BAgste 2},

3487 2 P
AAE A% Akl e obdsh 2k

<% 1> Agderliee] AAE A Adele

B At szl e dYAdoltt. webd dad
LYYTE o Fol AWPEES o] g3te] Aesta

Aot wEhA] AupEE o] et Wy A §8
273l ‘BankXXX'S AA A= o] SEER
IR SMS Hujrpb el " AGES 7| AR
ot BAE A U AA AR 5 239 A AR
7F SMS & E3 FEEHE AL ofdx A HA
oh SHAINE 28] 4 AlZto] §li= B A& o2 diet
o] gt agA Sexm W Hakwa shHS o
£3lo] ‘BankXXX’2] SMS <% AIHSEND SMS)[1]

< o 8ol B AEATE Bel om WA e
Atk I A AR SEETEIRE 99




Hi343| SHRT A 2sts] FAlsATNE =2 ml172 28 (2010, 1)

Framework H| &

Packagelnstaller
Activity

N Contextimpl n

Application

Contextimp| 2 .
Settings

ContextImpl 1

ActivityManager
Service

Manage
Applications

PackageManager
Service

.‘

gt

Application
PackageManager

AppSecurity
@ Permissions

(29 2) et=Rol=o] A AAL 7]H

o] Ao 1 3 a9 1 & Egg, Adste s
71 A 1) SgERaR] AY F AY IS

S8 2wl choldz
$gTRaAY Ay 42 A

WAo] FHestus
Atk FAL ol

7 §8EEOYY gtuRolr =YY Aol
= ARIAE o] & F JEF Context A
2A "k o]F o] & 54 AH=E &

H3 HAAF W AZ checkComponentPermission()S &
=3IAl ¥ 3(@) Al PackageManagerService 77 2]
checkUidPermission()S T =3TH@). ©] WAE=EE &
Sx =z o] o] w2 Fslo] Ho9lE Granted
Permissions Z}#| U]2] grantedPermissions 3l A 5] gl

N e qd ANS ALY Dol A=A FAFTH@).

Ajrete= 7ML AgE Folske WY ofye} 3}
& 88, A A, A AREAE el o w 7 A
shs =24 AAY 4 vk wEbA granted
Permission WA 3 €]l %  alwaysGrantedPermission,
userDecidePermission, always DeniedPermission 3] A 3}
= 77 wteol AR el wet o siAI el A
A= wAsdn. 2ea Aol AAAY A3
frol WA= Agol v A wRefe 7]=skaL
AW7] 98 71¥  writePackage()2} readGrantedPerm
issionsLP()ll SEA] AF3 Al = F7hski

Agto] Rl ANATE el EAdE
- PERMISSION GRANTED &&= A4E ukgks)
8% ¢rowl PERMISSION DENIED e A4S
HEEHTH®), ©, @).

1kl ol

2) AHgAbe] WG S 9% ek 3 7

qheF 9lef A WkElE ko] PERMISSION DENIED &}
W SecurityException < HAAIZITH®). SFAIRE
userDecidePermission 3|A] g d= A HS
AR EE S ARTE HE AA7A] AF
of  WFHAA Hrf TV]EHoR  QERo|E9)
AlertDialog = Modal window[21]15 A Q93}#] &+
mEkA] System window & AF&3Fe]  FHAFS] x99
gold=1E5 {AAF I, Handler & ©]&3te] A
2 g8 2¢9=7r 535 E34 Modal & T3

kATt
3) /1= olF /i A%

AREAZE A e] oY AAS
ApplicationSettings < E|H|E] & A &)
AAE ggzEae AAS
ManageApplication NEJH]E]E A 3PA|ZIT} o] HEH]
E]= AppSecurityPermission ©|2}= B AERE T4
g2E YJHE T FE&Z2aH] Tpxl AZS AL
|l Al BHofFErh@). sHAINE o] AEs AdS
aFstElA BHojF7] wiite] E @S HAFES
FAMeF ek 2Eal oME g AvE FUFsiA 2
AS Adegstd 3 58, A AREAE FRD,
G AFE A9 dxF sdn. 28 1
47 kS PackageManagerService 5 &34 Granted
Permission Z4A| U] o] A F] 3ol AAFstESs 333

H@, @).

4 AT A 71Eel A

BEI@ 3:190m

configuration
always Grant (Default) (
© Hide v ( ) ©
always Decided by @
4

® android.permission. User
RESTART_PACKAGES

always Denied

© android.permission.
ACCESS_NETWORK_STATE

D@ 11:25m

The application X|518H &2
(process com.vtron.subway)
edly.

Please try again.

(29 3) @3k dHS WAsE 715 A5

et=Ro|= SDK oA A|&stE EHIEHE o] &
Sto] AA S8R aRs T AdE VHE AT
af H.gkoh.

ad 3 2 AxE &

[k
fr
M
aic)
Lo
)
<
ofy

- 1703 -



H|342| st=YEx 2|5t FAstanls =8 M173 23 (2010, 11)

A @2 Agel sidste A A
& SecurityException ©] Ay 5}o]

TEIATHD).

=
e}

Q) s8ZEIARS AP stHoItH®).

s A e

o]

D@ 11:24m
Aetay

o1
® Select permission 2=
configuration

always Grant (Default) (O

always Decided by (7) (g

always Denied )

A\ Do you want to Grant?

Permission : android.
permission.
ACCESS_NETWORK_STATE

@ Grant

@). A Al AP AL 42 A
ALgAl A s FE 193 e
Fe Fera k@),

o7 WA D) $&TRIPUS AP ol
)
=)

S
o
=)
=2
rﬂ
&
r

4. 28

AFAA FAE degolte 7

g5 ohA ow ooz Q% A FE Ao
s 9ids 7hAa 9l

SR o JWe B ASAL Apgse
ot gLzl A, oW Grzols
ojzeAold =AY AZe Ad W Aus
g Agsted 4% BT & QA Hglen
71 XA @3 AE A Folsh ARE A

A A 5

A=A

!

=8

it
Kl

[1] Android Developers, “Android Developers: References”,
http://developer.android.com/reference/android/Manifest.
permission.html, 2010

[2] Wook Shin, Shinsaku Kiyomoto, Kazuhide Fukushima,
Toshiaki Tanaka, "Towards Formal Analysis of the
Permission-Based Security Model for Android," icwmc,
pp.-87-92, 2009 Fifth International Conference on
Wireless and Mobile Communications, 2009

[3] Asaf Shabtai, Yuval Fledel, Uri Kanonov, Yuval Elovici,
Shlomi Dolev, Chanan Glezer, "Google Android: A

Comprehensive Security Assessment," IEEE Security and
Privacy, vol. 8, no. 2, pp. 35-44, Mar./Apr. 2010

[4] Microsoft, “User Account Control “, http://technet.
microsoft.com/en-us/library/cc731416(WS.10).aspx,
May 11 2010

[5] Apple Application Store, http://www.apple.com/iphone
/apps-for-iphone/, 2010

[6] Android Market, http://www.android.com/market, 2010

(7] s 9, “2ntEE Bt 99 B os s,
ETRI HAEA A Al 25 A A 3 5, 2010 @
64

[8] Liang Xie <,
Detection System for Cellphone Devices ”
WiSecl0’ pp. 37-48, March 2010

[9] A. Shabtai, U. Kanonov, and Y. Elovici, "Detection, Alert
and Response to Malicious Behavior in Mobile Devices:
Knowledge-Based Approach", Springer Berlin /
Heidelberg RAID Lecture Notes in Computer Science
pp-357-358, 20009.

[10] A. Shabtai, Y. Fledel, Y. Elovici, and Y. Shahar, "Using
the KBTA Method for Inferring Computer and Network
Security Alerts from Timestamped, Raw System Metrics"
Journal in Computer Virology, 8(3): 267-298, 2009.

[11] Abhijit Bose ©], “Behavioral Detection of Malware
on Mobile Handsets” , ACM MobiSys pp. 225-238, June
2008

[12] Tansu Alpcan, Christian Bauckhage, Aubrey-Derrick
Schmidt, “A Probabilistic Diffusion Scheme for Anomaly
Detection on Smartphones”, Information Security Theory
and Practices. Security and Privacy of Pervasive Systems
and Smart Devices Lecture Notes in Computer Science,
2010, Volume 6033/2010, 31-46, 2010

[13] Anlab, “<SFH4 A4 Fupd HE AlF: V3
Mobile” , http://www.ahnlab.com/kr/site/product/produ
ctivew.do?prodSeq=19, 2010

[14] Hauri, “3}$-28] =uld H <ot A|E: ViRobot Mobile
for Android” , http://www.hauri.co.kr/customer/support/
hauri_notice_view.html?intSeq=203&page=1&keyfield=
&key=, 2010

[15] William Enck <], “On Lightweight Mobile Phone
Application Certification” , ACM CCS 09 pp. 235-245,
November 9-13 2009

[16] Schmidt, Peter <,

“pBMDS: A Behavior-based Malware
ACM

“Monitoring Smartphones for

Anomaly Detection ” , Mobile Networks and
Applications Volume 14, Number 1, 92-106, 11
November 2008

[17] J.Cheng ], “Smart Siren : Virus Detection and Alert
for Smart phones” , MobiSys 07 pp. 258-271, June 2007

[18] Machigar Ongtang, Stephen McLaughlin, William Enck,
Patrick McDaniel, "Semantically Rich Application-
Centric Security in Android," acsac, pp.340-349, 2009
Annual Computer Security Applications Conference,
2009

[19] Mohammad Nauman 2|, “Apex: Extending Android
Permission Model and Enforcement with User-defined
Runtime Constraints”, ASIACCS’10 pp. 328-332, April
13-16, 2010,

[20] Wikipedia, "Modal Window”, http://en.wikipedia.org/
wiki/Modal window”, Wikipedia, 30 August 2010

- 1704 -





