R343| tE Bxa|aks| SABHAE] =27 H17H 235 (2010, 11)

e-mail:{shkim, jheom, shpark}@imtl.skku.ac.kr, tmchung@ece.skku.ac.kr

Seung-Hwan Kim", Jung-Ho Eom™, Seon-Ho Park’,
and Tae-Myoung Chung”™
“Dept of Electrical and Computer Engineering, Sungkyunkwan University
"School of Information and Communication Engineering, Sungkyunkwan

2 o

A ATHE A4 DRMS A8 25 £ AREA ] 08 HE A& At Aot s A
OF T AMEAR ZIHre R BAE Ao e A BAE BRI fEAE B 93] wErh
LBAES HalA REgrtd Fade] HolA 1, a8 S FolaA W Wt R WojA A HE
2 HAAES FAde EFolmex #A Ut wEtA B =RAe FAdE EolHA A9
HOMAE T3 =d F & Wiel s8] AAstzA dof B =FolXe 2 49 security level©l
w4 g7 Ads vE2EA HE&FoRN vdEAY EAdAEY FAES =Y 7 UE T
sl A kg

2, TN

IT 71&9] 2z TH7} A g Hojze wet 3 y .

H 5o ] ‘ﬂ 4 E]— ‘l— X{ﬂ—uﬁxﬂ LﬂE%ﬂE é}?ﬂ ki Document A Document B

FeeeA dad met fgel A Wi Fa EA, Securitylevel - § Security level - 10

olelto], xxmE S FEFE Frbska ATHIL ol

e EAE BEs7] Y% 7)Eo] A7) A ZEY L USER 1 USER 1

H, 1 % ¥ DRM(Digital Right Management)o] & 7] ReAD ReAD

Eo] 71 e AHgH L g

A DRMel & Aol gk Axtaate] dAgy o]ol& USER 2 USER 2

sy, Fad BA FEHAS A5 ol da) B

537 9@ A&olth 4% BARY ol ke U -

g wfAel = wol 485 e 7IEelth 4 DRM<

B8 A A%, 29, A4 5 OFs) AHS Fols (2" 1) 248 she e £A4

o] Aol & i1l (2" DO 242 A BEAE Ao ¢ W 2
DRME AHge7] Sishds 2t Abgavte qigo] ey BERE EHOIT AW UE B GHANE A EH7EA
wojob U} s U AlEx wlh WIS Bl Ao Aot BEA EFol READS WRITEA S 7FA 3 9l
AR A29 BANAE BAL 94 g s 71 WEe] seawrity levelo] S5 4 ASl WS E4 B
AR AR AN e AgAw Qs delge  FFE T ST WA seeurily level®] 10915 <l &
ojggol EAl8 olo] W Hokde] tEd + gtk uf e AeAe] Aw olgh 2 HAE B8 security
A B ERoAE AR AETx B ALER} 5o leveIO] 581 £A49 WEE B F 9)1: EA7F ATh

2 Q8 MASE Bgde qww gedoe gy ¥ DRMASGS Object, AT, A&7 el Ao A
ogM BT =o molyy Fals 494 4 gk A A Alo] AAe] Fasit 55?& I RTREAA Rt
Sela AREAA GF A9 B A ¢ g 04 HAT object, A, AEAT BT 5 glojel
o] o]Z o]&st HokHo] WAlE 4 v} o] L HokH ot meba] @ mRdAe 9 71e 3 AlolE DRM
o 9 Je|A] Amata 9t Alzglel] AgdtoRA Bu cbdsta f4A WRIME

Bastua 3o}, 3 EA4 Ao = security level S H

o} slo] FEA7F 7R security levelel whel @3S

- 1335 -

=43



H|343| st=M Ex|2|ets| FAIstEla] =2T M173 25 (2010, 11)

2

EAZE EA @A BAEE AL WASLA B,
wowge F4e thg 2o 28elAE DRMe] F4
T AT 9 FAee 22w ;

ggokof i},
* 8o

AoAlel AAs Aeshe AL
DRM A =9]& Abgah= ol #9joF d.
e YA TF &7}

ZHlxg 29 54 2 E¥

& f3lete] ZElzel Heks Ao

oF zﬂt}
o <HF 7] &

DRMOIA AFE5 = & 7] ket #eld 5 3o
o} i},
3. HMe

o
ERass
3.1 E20[AHE

(29 2= ZeeldES]
c}.

tet= Al2”fo 7=
M= 2 w=olA Algtsks Alzddl s

—_
&

A Fzol el BolFa 9l

Client

Document unpack Module
Applica
tion Making Hooking

;‘:“:‘:‘I’e' Table requit/l‘epb’ See Hooking Table

Hooking Module

HTable Maker
= = — Hooking
License Library Table
Checker Loader

Comm Module load
Module

> Client Engine
A

Document open

User Interface

(29 2) SeteldES 7=

Flo|AdE= AFEA7E DRM Al &®lS AMEE F %

= 39, o]& o]&3te] Z+F applications Aljstar, A

Hel B2 3t 59 98 stk 7 BEY % o
¥} 2

-

3.1.1 Client Engine
Client Engine Client’} A4 o2 F2sl7] 93
T EE, golByy, AHgAe HEE B Eg A
42 D met Ags e, AMEATE 4 sk
Aol wel security level2 2733t} Communication
module?}t 5 # ¢ TS

3.1.2 Hooking Module

71Ee A" EAE GV, 74, Ad 55 37 H8
AMe 4dax ste A7 AlEE ii:l%*% AF-&-3} o of
gte}, wheba] A4 DRMel A &= API Hooking 7149 A&
o] &7}3]&}t}. Hooking Module2 API Hooking Table2
2}2g #ff = o

- Library Loader

Access Control ModuleZH-E @3+ 55 Wk
o] Client Engine® 288 Z &%t} Library Loader+=
zho 8%k Librarye 55 AAbsta EAE A5
9 LibraryE = =3}

- HTable Making Module

HTable Making Module Hooking Tables W=+
Eo|t}. Library Loadere] 93] = =% Librarye°l
AEE HolES & EudA 2T & UESE
t}.

- License Checker

g RES AHENE WIS License’t
License®l#] 53t EEo|th
Library LoaderE s %3lo] Ft}.
3.1.3 Application Control Module

AW ZHE FA3 licenseE 7Moo R EAE E u of
W Ao dojof 3, Y EAE EA X T A
gt o]FE AFEAA A dE T 7HE AFEAE =
HEEAE deatax & 49 539 B4R Q1

=]
dHET F Y5 dEsth o] o AW ERE £

k1

il
¢

tjo

7

2 o b

i
o i, b

N
oX,

o

3|
<

&
. &3 Licensed #%

:

5 license®] wg} Applicatione Ao]dte] A& x}7}
DRM< %33t &9 #5, H5A& & + =5 gk
3.2 MH

2 =FoA Altdste Ao xR diElA At
AWM E (29 3)F o] FAFH] Utk F IdId2 FA9f
Abgabe] AErel AdBA, FA security levelzbe] &

Ao el &2ty licenseE WHFetE JaS 3o}

- 1336 -



H|342| stREERE|stE| FAlske

ch

3 =24

178 25 (2010, 11)

Server

Document p,.|p

license Encrypt key.

User&Doc

eegiD Packaged
&Doc ID license  )gqr p Doc USEI’&DDC

(19 3) Ao Fx
3.2.1 Server Engine

Server Engine ServerolA Fasls= A%l A
GF3tth. License ¥4, 71 #2& 2 A3, LF7F7}
st 49 e FAEE Y. Server Enginedl 74 £
AE T 2

- License Bank

A4 E Aol wal licenseE 3l License Bank:
Key ManagerZ4%-€ 9353l ALEFH+= 7] 741'1-2— dlo}

licenses 3t
4€r

- Key Manager
DRMol A AL-§-5 =

W5 += licensexs A

3 ) A}

g Bl 7 A8 A

ste 71, BME dsgeted ASEE 7] ol Atk B
g 717 DR EHAES A A EFe, 2% A5 7
& Addrt AT AAEE A 71Ed dd TE
AABHZ I E gheh 7lel tigk ARE AU 715 47 9
A= Key ManagerE o]&3tol vt 7l53H, e 4
9 A& 9 715 dojee AL EVbssith

3.2.2 Document Packaging Module

TAE AEHAFolof k= AF A dsstE s
o 433E AT Z a3k key: Server Enginedl
fAste] WEs F 9lon, T A= DBolA FAlgth
wekA AEets EAE dEstste=d AMEE 715 DB
o A7gek

3.2.3 Policy Manager

Policy Manager DRMS Al&3}7] $13F wol A3 9
T wmeb AR A VsE& FHFAT. Policy
Manager®] ®HSF A 5L zk EAd #gd
security levelS #&3 FEA AR g ot} Policy
Manageri= ©o]¢} 22 woF AA A #e 7ss Al
A=y

A7 A= Bt AHLE Policy Managerol Al H
ot A &Aoo gtA 443t DBl #7sto),

3.2.4 Manager Ul

Security Admin UIE &3] @A 48531 A&
AEE gl T 4 olo:c] Hol Aol WA
Security Admin UIE °]&3&te] {44 WA 7H&3}
3.2.5 Access Control Module

HEAE Fdsts EE

t}. (29 4)= Access Control Modules X o]t}

Access Control Module<

Access Control Module

(¥ 4)Access Control
Module

- User-Role Manager
AgA-oE BYEE

g olg3te] A -

dists Eolth AREA HH
A e Fsi

- Permission Manager

MA ARt onHold HRE ol&sto HAZ HRE
A st REolth

- Authorization Processor

HZ Ao S +3s= ZEo|t}h Policy Managers %3l
AA A ARE AL J2 37 AR5 AA T
4. DRM L TFALgE B}
DRM & 7A+a 37k A 3
2 m=2olA Altste f\]i = 4]
=3

e HA

Hetgdo]l a5 E A9 A% o4& ,
3l AF8-% 7] Key Managerel 2] ‘Lﬁﬁhﬂ 1
oS 24 S5l A /‘}%XH A
2] B3 dslo g S 2x FEAo A a‘/_}F,]x}OHH

Ul —

ol A A7

S o ol A7 Hbol

%}

A BAL 2971 Aol SRl A
. Fa%

2Rl At Axye 54 @R o
A nERE AT FAS A @ & YES 54

kil ATk o]¢9] AS FA T F(security leveDell whe}
Abg2ke] e Ao )3 operationS FAT A 4
2ol 7hsalth wEkd ZAE ®BA B sHA e Wl
H3 Fadoel vk & ¢

o go]y

B oA AbEtE A" GEe v|ytate] ARE-A}
= g9ty i BE AMEAE SAEA ki, £A5
e = e R i =

ES AFgALe] JAol A= DRMA 2¥S AF&shEt)
7FAQ1 2ol HaskA et

- 1337 -



H|343| SR Bx|2|5ts| ZASHAINE| =2 A|17H 25 (2010, 11)

o EXZQ 57 &7

71&el AAlE DRM Al2="2 &&¥ AdS 7oz
7% EAE EH4A EASIe] 2o ¥
Tt 2 =FoA Aetst= DRMS &
Z} security leveldl we} & &% H3to| w2 operations
WAoo =N olF EIbEshA st

o HE 7 &

716 A= DB7F w2 EAskH, 714, A7)}
2ol AF AAEH= 79 AF AAEHA e 7E wR
CES RAFE Ve EER 4F3E sl B

o
)
=
=
rlo
—
N
B
lo

q
X
2

%
2
Ach
)
o

2,

(o]

4

oo (I o w1

_H, = HE il

o
il

bl o

fr -
o £

e 4

i BN

i i

2 >
=

ol

32

o v

=

)

B

Of

M
>
52

2 R of
oo ot
4
oX.
i
o
.
B3
r_(u){_tl
2
:o
=
=2
>
é
oHd
_Hl

ox
tlo
i
)
31_,‘
iih)
i
4y
o,

[1] Bill Rosenblatt, Bill Trippe, Stephen Mooney,
"Digital Rights Management, Business and
Technology.”, Published by M&T Books, pp79-102.

[2] Pierangela Samarati and Sabrina de Capitani di
Vimercati, “Access Control: Policies, Models, and
Mechanisms”, FOSAD 2000, LNCS 2171, pp.137-196,
2001.

[3] Rivi S. Sandhu, Edward ]J. Conyne, Hal L. Feinstein
and Charles E. Youman, “Role-Based Access Control
Models”, IEEE Computer Vol. 29, Number 2, pp. 38-47,
February 1996.

- 1338 -





