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<3t 1> Comparison of Static Analysis Tools

Features

Check list

Name Year Target Platform
C/C++ source . .
ITS4 2000 Unix, Windows
code

lexical analysis

buffer overflows,

race conditions

Linux, Mac OSX,

statistical analysis,

memory leak, buffer overflows,

Coverity C/C++, Java, . . interprocedural analysis, . .
2004 Solaris, Windows, . format string vulnerabilities,
Prevent C# source code false path pruning, . .
etc. . . runtime exceptions, etc.
incremental analysis
. . . . overflow, divide-by-zero,
Polyspace C/C++ source Windows, Linux, | abstract interpretation,
o 2004 ) out-of-bounds array access,
C Verifier code Solaris MISRA-C, MISRA-C++

run—time errors

Unix, Linux,
Splint 1994 | C source code FreeBSD, 0S/2,
Solaris, Win32

lightweight analysis,

annotation—assist

memory leak, buffer overflows,

format bugs, etc.

}_—TL
o},

Z A A 7+ A (interprocedural analysis)[2]-&

=

X (semantic analysis) W =

3l
B4 A A9 gen el % 5 BUE nels

=
i
x
i
&l
fru
[
M1 o o

W 9] 2] (context—sensitive) 4] T
2 slolg Zeade] shss wE Ay A22 1y

S A% B @ 5 A AEh =2AA
g T Z A (caller) 2H-E 9 5 A} (callee) ol A =

o odwgon AgHE: oy 522 upelrlux
:l

o
[ fo = & on

= o Mo

29 A4 2EE nestel BAFoRA o3 AR
O oekdd B Ane w4 5o

2.3 8o o4
£ oF &4 (abstract interpretation)[1]=> 2]w] #2J2] o]
4 Bygor xrad Ao AA Zdl(domain) H
A 2RI A A g F e BE A #to] vy
# @9 v 2 (abstract domain)& AlAHEE 71H o]t
HE &, “4Ux24+16% (—8) =7?70] A A A

A AT Folge W, F4% el “AHe A5 e

il

o M
U (e

P

dests 2s v & 5 floks Aok A A
ek w2 3270 AN, A X A 4 A A = AT
g A SE e AT Aa gl =vile]
geg | 3278 EFeta 7] wWEelt
olg % goF e Foj ZRaYPL AP A X
= E

oS to o
R IE)
&)

M
2
il
N
N
off
ol
ol
x
ot
2o
fo
12
%
2
2
>

2 o 4
o 2 M
-z
o
to
i

X
2
S
ox,
o
>,
© L
o
e
N
N
A
o
L
>
>
o2
o
o

3. 38 B4 & Hl

2 ErdAe dEste tdst A4 24 F 5 A3
TS AMEstE 4 EF 9n 245 ARt 24
= AR vugoRy O gx 8 S4E 24
o3tz gt} o3 FA E F ITS4[6][9]E, v &4
E % Coverity Preventl[3], Polyspace C Verifier[5][7], ==
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3.1 ITS4

ITS4(It's the Software Stupid! Security Scanner)+<
FlawFinder, RATS[10] 53 37 22 <zl o3 &4
7k A A Eolrh 200096l A ITS4E= Unixet
Windows Z|Hbl A C/C++ 22 ZEE A% ITS4

ojAde] B4 5L wFEA e FHo AR tisiqwr
& 3t AEAQ FAE AFESH] Wi B A
QF7F AT 2 ITS4e HdEAQ A E A&
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Hl wshE WAlS Abgstol webd W3 W F = (buffer
overflow) % 744 A E](race condition)?] #HIFA 5 ©
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A 2 el taXE A oj#l Tl vt

3.2 Coverity Prevent

] CoverityAt2] Prevent= AHA, <ld 5 A Al A 9

71 el A A A
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Windows, Solaris, Mac 5 t©}¥3 =
NET, Java &9 vh&sh A=)

Prevent+ theFet 4] Q& A§3+4
TS AT, BAANLS dE5dte T 7S 45S
welth Aol 3E(control flow)E uwhe} ZTZAA 3F £
S ot EE AR dHolH & FH3ta, false path
pruning SlZlo] M= k= AEZE LA A ALAA
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3.3 Polyspace C Verifier

Polyspace C Verifiers 20040 33 8= Ho]
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3.4 Splint

19944, =& [4]o14] David Evansel <& A%
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