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Source ‘ Destination J Protocal ‘ Infa
1 2 2 SIP Request: OPTIONS sip:i07@2 []

2 8 1 SIF Status: 404 Not Found

2 4 g SIP Reguest: OPTIONS sip:50BE2 §
2 8 1 SIF status: 404 Not Found

1 1 b SIP Reguest: OPTIONS sip:51082 §
2 g 1 SIF status: 404 Not Found

3 i g sIP REQUEST: OPTIONS s1p:(13462 B
2 8 il sIP status: 200 oK

i 2 g 3IP Reguest: OPTIONS s1p:013562 g
2 g 1 SIP status: 200 0K

L i g sIP Reguest: OPTIONS sip:(13682 g
2 8 L sIP status: 200 OK

o 2 g sIP Reguest: OPTIONS sip:300162 g
Z B 1 sIP status: 200 oK
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SIP/SDP Reguest: INVITE sip:50882
SIP Status: 404 Not Found
SIP/SDP Reguest: INVITE sip:51082
SIP status: 404 Not Found
SIP/SDP Request: INVITE sip:0134@2
SIP Status: 100 Trying

SIP/SDP Status: 200 OK, with session description
SIP/SDP Reguest: INVITE sip:013582 8, wit
SIP status: 100 Trying

SIP/SDP Status: 200 OK, with session description
SIP/SDP Request: INVITE sip:0l3682 8, witl
SIP status: 100 Trying

SIP/SDP  Status: 200 OK, with session description

8, with
8, with

8, witl
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SIP REGUEST: REGISTER sip:2
SIP Status: 401 Unautharized
SIP ReqUest: REGISTER sip:il
SIP status: 403 Forbidden (Bad auth)
SIP Request: REGISTER sip:l
SIP status: 401 Unauthorized
SIP REGUEST! REGISTER 5ip:2 8
SIP Status: 403 Forbidden (Bad auth)
SIP RefUest: REGISTER sip:il

SIP Status; 401 Unautharized
SIP Reguest: REGISTER sip:il

SIP REGUesT: OPTIONS sip:0134@1
SIP STatus: 200 oK (1 bindings)
sIp Status: 200 oK

(0 bigdings)
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TAET A4
alert udp any any ->  $SIP_server IP
S $SIP_server_Port (content:"OPTIONS”; depth:7;
. pere:”/*OPTIONS\s+sip\x3al “\r\n\s]+\x40["\r\n\s
] \s+SIP\x2f2\x2e0/i";  threshold: type both,
track by_src, count 30, seconds 3;)
alert udp any any >  $SIP_server IP
- $SIP_server_Port  (content:"INVITE";  depth:6;
= ; . pere!” /" INVITE\s+sip\x3al“\r\n\s]+\x40[ “\r\n\s]+
\s+SIP\x2{2\x2e0/1"; threshold: type both, track
by_sre, count 30, seconds 3;)
o alert udp $SIP_server IP $SIP_server_Port —>
S any any (content:"SIP[2f20 403 Forbidden
7 |28|Bad authl29l”; nocase; depth:32; threshold:
type both, track by_dst, count 5, seconds 60;)

E 28 7 34& 2A37] g AERS A 3o
Y. SIP_server W4% SIP A9 25 on &,

SIP_server_Port= SIP A® 7} AF&3}
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