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AFAALE dlok st ASolth A=A, thael AAE SuE ARE AR EI) o] AMNAER A3 dojA &=
Aol SEathd wmx WA aloF dol. A BAL AA} AE Fag wad Ao} A,
1. shortoll A byte -+ char® HA| A<l A2 S 3 7S gkok o] & AAEA Kketal o]E LAE vluo AgstH
2. charol A byte Ei= short® BA A A=Y S & 45 ol Fx X3 Atz Qs Zmade] & o] Frt
3. intol A byte, short, %+ char® HA %<l AAHE g
85 - Wy
4. long°l A byte, short, char, =& int® A& N~ 21d vaE 9e AAS £yE o, Exd bHus
&y s8] AFee AA=E AEa e
5. floatoll 4] byte, short, char, int =& longo & WA %2l
N="e & 45 A #
6. double®l 4] byte, short, char, int, long ®+= float®= ™A
Aol HxEe & A4S £ == AdAE Abgdte] BAE S vaske 2=
oltt, o] =] AEH FAE WHFELS “formal’o] g
- A #2 A EALE At §7] witel if()iEol “true”7t
&< intd S byteF oz WAHY A2ES = = g Aojeta A Aotk AN “==" Aqk2 A &
cojty. o] ZECA WHAHAE dHA &7l wE Aol AGE @& vlusts zle] ofg} o]E Aeta
numByte® <+ %34 ¥ #H& TG WA gk o AE F4& e vudoh woA () “false”7F H o]
ZAE A4 WAEAE B A4 & v arle AsE QA zat
// Bad Code // Bad Code
int numInt = 128; String mStringl = new String("formal”);
byte numByte = (cast)numlint; String mString2 = new String("formal”);
// Good Code if(mStringl == mString2) {
int numint = 128; // do something
byte numByte; }
if(ByteMIN_.VALUE <= numInt) && (numlnt <= // Good Code

Byte MAX_VALUE)) {
numByte = (cast)numlint;

}

else {
// The value is out of range
numByte = 1; // default setting..

- CERT #d3 5

INTO1-J. Check ranges before casting integers to narrower
types

INT31-C. Ensure that integer conversions do not result in lost
or misinterpreted data

INT31-CPP. Ensure that integer conversions do not result in
lost or misinterpreted data

FLPO3-]. Range check before casting floating point numbers to
narrower types

FLP34-C. Ensure that floating point conversions are within
range of the new type

FLP34-CPP. Ensure that floating point conversions are within
range of the new type

- CWE ## &5

CWE-197: Numeric Truncation Error
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String mStringl = new String("formal”);

String mString2 = new String("formal”);
if(mString1.equals(mString2)) {

// do something

- CERT #dE3 5

EXP01-J. Avoid comparing objects using reference equality
operators

- CWE #d &=

CWE-597: Use of Wrong Operator in String Comparison
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_ Hg-la
2 =9 ThreadstartOMAN =& E&3t] Y=g A
z}3} e,

- oAl #1

s Activity Z 2 2~ 9] onCreate() ¥ A =0l A
ThreadrunO)& Z&sle] 2 =g Adste FZZolt)
Threadrun()2 Z~H =g Adst=d S92 Wygo] oy
o, 2ulE 2¥=2 A3S 98] Thread.startOE
2},
// Bad Code

class MyThread implements Runnable {

@Override
public void run() {

// do something
}

private MyThread mThread = null;
@Override

public void onCreate(Bundle savedInstanceState) {

private MyThread mThread = new MyThread();
new Thread(mThread).run();

}

// Good Code

@Override

public void onCreate(Bundle savedInstanceState) {

private MyThread mThread = new MyThread();
new Thread(mThread).start();

- CERT #3d%&

THIO2-]. Do not invoke Thread.run()

- CWE #¥%&

CWE-572: Call to Thread run() instead of start()
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// Bad Code

int [] array = new array[10];

array[1] =

array[10] = 10;
// Good Code

int [] array = new array[10];
array[0] =

array[9] = 10;

- CWE #3 %5
CWE-129: Improper Validation of Array Index
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