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ABSTRACT

Use of mobile phones reached saturation point, the recent use of the iPhone, including the Smart Phone is
increasing rapidly. How to extract forensic data from current mobile phones and SYN, JTAG, Revolving
There are three ways. Mobile phone and Smart Phone, but the technology and how to use forensic data
because of the difference must have different extraction methods. In this paper, in the Smart Phone will
study how to extract forensic data. Commonly used in the Google Android Smart Phone and Windows
Mobile Smart Phone OS in the specification and analysis for analysis, the data analysis. Also, Google
Android and Windows Mobile Smart Phone to extract forensic data to generate evidence. The present study
tested the Mobile Smart Phone technology research will contribute to the development of forensic techniques.
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2.1. Google Android
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3.1. Smart Phone %)

O AAS A9

- 2E . SHW-M110S

- CPU : S5PC111 1GHz

- W2¥ : 512MB RAM, 16GB Storage

- &9 AA : Android Platform ver 2.1(Eclair)

- 341914 . WCDMA HSPDA 7.2Mbps, HSUPA
5.76Mbps

0O Yot 29

- 2dv . SCH-M490
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- CPU : Marvall Monahans PXA312 806MHzLV
- W22 : Internal 160MB

- 29 A A : Microsoft Windows Mobile 6.1

- 5419+4 : DMA HSDPA

[] Desktop 2~

CPU : Inter(R)Core(TM)2Quad Q9400@2.66GHz
W22 : 3.0GB RAM

- 2944 : Windows 7 Ultimate K

3.2. Google Android O.S. 4]

AYAS AHEAES A8 A Eutdels]  w
E X Z13<Ql Kiest= Smart Phone 7°] &
sty WEvtolrt Zste s/WE Aul= Wy
A, A= XEo], ofx&: F7|8 T TSt 7
Al gttt M=ol USB Q14 fEZEE
Haglo] Kiestt Ax3tH PCel Smart Phone

o

flo o0& 1o nlo off

ARE 9 & vk I"H2E Kies T2
= AHgste] AYASAA A AAE 8k
PCY| ZrloA el ot
k=) =
~ [ 4| [ Hessageviene 24 2]
oEE BIE 2V SN E2TH)
e~  BRUM- 27 A=H - 0 @
T OBMECISER e e
Download i i
| Audio || M AIX| £.0{001 SME
. Photo
) Video }J
MessageViewer " ‘
Phenebook
1\ Phone_name
Scheduler
. SCH-M4902] 24 ‘
, DCIM
pom
Y
MA T -
l MR
a2 2 A2AS %Y T
N dolg s AdEd FAdAR e A
SME #td® Aol =i, EFXeo] Z9 SPB 3
Adx Aol Hi, AAEY] A SSCE UHH
o] Aol ¥ HEvHe] e 9¥ IdE

AdE= s &5 Uk

3.3. Windows Mobile O.S. 4

Yotk A FHAHY e EIAAT
Windows  Mobile 6.1°]2}4  XPY
ActiveSync 4.5, VISTAY windows 7]
Windows Mobile Device Centers 3] 42
5% Smart Phoned USBE ¢14& 3}7] wlie
JAo| A A3t USB &3 =etolWE A5t
WA BEupdeA AlFstE MITs  Store
Installere] PC e g Ele] S+ MITs Wizard 3.0
S PCol A3 Smart Phoned 713} 3}o]
ojvdol} HAFgHTHF Y FA T Ny S
T Ut

NPT 0B D17
| RUBNNINETL 010 0 am
NN 0053 53 5

8 3. 3L of W md

2% 3ol 9k o] guetelA Mewre wx}
AR ele PColN Sl &4 9lu.

3.4. Smart Phone H|°]E] A

Smart Phone® 79 PCe F7|s+E 3fo
Smart Phone?] W8S PCE H$3le] dHlolHE
o] Bt=E F713E dtt o] F713 g

PCel| Smart Phones <AZA3IS uwl 7}&s3ith
T718ke] EAS AREste] WYE o]Fo] it
wol WA o|AE Smart Phone®] HA Y2

Smart Phone?] ©|°o]El7} Itj2 PCE A7)
o] £713} ¥4 ZFo| Smart Phone®|}t PCo
Aol FofR = AFEel disl] HEol AHgo] Ho
iRl

IV. Google Android2} Windows Mobile
Smart Phone Z2A X2 F&

4.1. Google Android Smart Phone %2

)
Y

A AISE PCo Adsto] Kies T2 TS At
£3to] Wt B & F Slko] AHA|S
7 @43 Ho] o] KiesTRI1H3} %7)3=
3tHA A Smart Phone?] H|o]E]2} PCofl 1] d|o]
E7} 2o AS 1748 ol &4 9l

e TR S Bl e
FRg g
EHEEVERIS IR et

wgfaniame

fepig e
ElE L e ey

GENGS LIRS ik

- 237 —



SIESUMBEAIES| 2010 FASEESCHS]

of Tge Aat BHY A

2 4 gtk

0 UAMAZAR] oo
AAE LM

& RYERS[. e
FIEAIZIEHY. .

& RYERSY[. o
TUAIEHO|R21. .

Soueary

a7 5 Fdot =xd

A a2

W
W

Lo} A& Smart Phone WollAE EDBHY
2 EXAYAA7 AFAE=d MITs Wizard 3.0
AHg3le Fr)gete] WS ShAl HW SMSEe
gdZ PCY AAo] H=d o] Hdg WELS
Z dojrd ¥ 63 Z2 AHEJ YR YL
= AL & 5 Yok

L

[SMS_INFO]

<MSG_1D>20100317224901333</MSG_ | D>

<bReadF lag>1</bReadr | ag>

<bTempF |ag>0</bTempF | ag>

<nPriority>0</nPrior i ty>

<szPhoneMumber>0108 = </szPhoneNumber>
<MSG_SENDER>010F < /MSG_SENDER>
<MSG_RECE I VER=0100™" 22775 "< /MSG_RECE | VER>

2 0] < /szData>

<MSG T\TLE>%’EL'O‘1 ~</MSG_TITLE>
<MSG_BODY> 224 0f ~< /MSG_BODY>

<MSG_T IME_SEND>30103225 , 2215903 104</MSG_T | ME_SEND>
<MSG_T |ME_RECE | VE>301 03226 , 2215903 104< /HSG_T [ME_RECE | VE>
nT10>1302/nT 10>

<nSms Twpe>0</

< | TEM_COUNT=>1 4</ T TEM CoLNT>

[/SMS_ INFO]

<szData>
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