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ABSTRACT

In this paper, we propose an image encryption method using two linear MLCA(Maximum Length Cellular Automata).
The encryption method first sets arbitrary 8 bit initial values. Next, we create high quality PN(pseudo noise)
sequences by converting rows and columns with the set initial values. Then we generate a basis image using the set
PN sequences. Lastly, the final image with high encryption level is produced by XOR operating the basis image and the
original image. In order to verify that the proposed method has the high encryption level, we performed histogram
and stability analysis.
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Fig. 1 90/150 NBCA structure to generate initial
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Table 1. Application formula 1,2
T4 1 T4 2
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Table 2. Two Linear MLCA application results

1] 2734 s |..|252|253]254] 255|256
63 | 67 |165184]140].....| 133|200| 116 |242] 63
188(134]205(124[230|...... 81 |138|211| 77 | 188
46 |105|198|109]204|...... 49 | 90 | 155|249 45
147|237] 12 | 30 | 49 |.....| 157 |244] 50 | 95 147
106|195/ 101|216] 92 |......| 131|197] 104] 195|108
105|198|109|204[126|...... o0 |155|249] 45 105
187137|214| 69 |168|..... 43 | 97 |210| 79 |187
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255(177|154|251| 41 |102|......|158|241| 58 | 75 |177
256| 63 | 67 [165|184|140]......|133|200|116|242| 63
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Fig. 3. Linear MLCA basis image
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Fig. 4 Original image “lena“ and Histogram
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Fig. 5 Encrypted image “lena“ and Histogram
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Table 3. Sensitivity analysis for the encryption key.

test images test results
airplane 0.004110(55/13382)
Pareck 100N surface | 0.000779(33/42362)

4] aerial 0.007672(93/12122)
clock 0.011780(145/12309)
chemical plant | 0.008989(85/9456)

T

[‘g]‘g lena 0.0031624999(73/23083)
baboon 0.0000142344(3/210757)

A oF lena 0.0000122153(2/163729)

N airplane 0.0000078911(1/126725)

" | man 0.0000151234(3/198368)
girl 0.0000112212(1/89117)
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