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ABSTRACT

From the recent, an big issue of the internet attack is DDoS(Distributed Denial of Service). Some
government agencies and companies will buy Anti-DDoS SW for protect their their network system form
DDoS attack. But We don’t have any objective valuation standard of Anti-DDoS SW. So When you try to
buy an Anti-DDoS SW, you can get only subjective Anti-DDoS SW information which from Anti-DDoS SW
vender. Anti-DDoS SW market is getting bigger, so market needs objective valuation standard of Anti-DDoS
SW for a fair evaluation.

In this paper, we describe a part of Anti-DDoS SW performance tests in valuation standard of Anti-DDoS

SW.

A=
Anti-DDoS SW, &2 %7}, 45% 7}, DDoS

.M 2 DDoS &#°lth. Dosell tigt o= 1999l &
At om Dos 340 g 27184 L2 7t
DDoS(Distributed Denial of Service): #4k4 {7 H 29 CERT(Computer Emergency

H2AREZZA  olgt R=Z1, DoS(Denial of
Serv1ce) o] g Felolth 7€ DoS F
AL 3AERR T2ER UHFY EYIS EAYA
A O T2EQ YESA AH2TsS dA
Ao g we 9443 AANI= T4 FFolth
DOS F40] st obd o8 e TAEZRE

SATEA R JEUS T4 AHY AH|
ig] Aldoly wiHGEjo] o]EA d= FA ]

m

Response Team) ik “TCP SYN Flooding
and IP Spoofing Attacks" (CA-1996-21)°] 1996\
o WE = Ah[1]

HZ WA 77 DDos W2 &=, W=, o
2, T3, gt 59 167052 8670 AHEol
AHE Hom " 8 otfo] FH| PCEO
mefga Hol, 3, TPREe AR /)@ g
N4 ARlESS FAAG. 1 A% e} 719

- 363 —



rd‘

SR HEANTS] 2009 FALE 43

£ A& Anti-DDoS SWe =51 HES I 3
AL ol EQfEZIE 3 elMe =Y AVIE o
g71aL o

HAAT oAM= 21 DDoS ¥4 £F, 22 &
U (Botnet)= ©]83% DDoS ¥4, 2.3 Anti-DDoS

SW MEYIT TH, 24 AZES 0] FAWIt w
a9 ISO/IEC 912601] sl 7ok el A
Anti-DDoS AB&®7lel il 71« v 2&

o= 74 Pk

Ae A W T2EE mHlA

N
E

pal [e)

A 2E At T4

HTTP Get Flooding ¥24, Cache Control &4,
VOIP/SQL/RPC E2 Eol =N

-4 AZ(ICP/UDP) &2: B4 5xE°| RE

HEYH Axzx 52 "]iE“ ZAAE A 7]7]

A&l 4 Aol Al A= He FHolth FA 9

[,

F2 TCP SYN &7, SYN-ACK &7, RESERT
Flooding &7, UDP Flooding &7 S°| 3Ath
-3 AZ(P, ARP, ICMP) &4 : E4 T 2E

o] RE UEYA Al S A" AAE v
H] A] 7] 7] HEH 3 AF dis] A= He 340
. FA9 FTHE IP Flooding F4, ARP,
RARP Spoofing &4, ICMP Flooding &4 %°I
At

HEHNIE vHHIAl7
ZHH2][3].

. —5_9_ E 23
ol i DNS Lookup
Flooding %’-7—:‘1, SYN Floodmg AL o] &3
EQZ Ao AAdTE 7le s }H AE &4
o] AUtk

- E AH] FA:
ELA A Jdol =
S 2N UEYIE viH

% UDP Flooding 34, ICMP Floodmg

>
o
)
)
18
I
o
0N
fr

o\ﬂ =
N, ofy
o 1o oo &

(

Y EYF ¢lxg) CAA AEW W A
2 oINS BACl. BA] FRE ¥
E DNS A 34, Ud My 29 1
ZREZ g F4, A5 Aol i

_'1_7_

o
oL
o

¢
d
¢
o
!
il

r
O
U XI
of
N Ho
o on

¢

2.2 ZYl(Botnet)& ©]-&3F DDoS &4

ol Bo A dAA 2L £ DDoS
TAET ofle, HIE TEE, 2WUYd
T 5 o 44 63%7} 7Vestth AR A =
SAse dhS 7MR B ulaE ol o) d4 =
H=Ew DDoS ZZ 63% F A= FHAA
FAT tle e 7E" HF Ei o] HEHI=E
AA= A= FHE Edlolg gt

http://www.easssinb.exe

2008 HE 7] dadel=s =
W EtA A =
I Aok 71ES o B wRE/ Al AME F2
AHY A8 TREF(IRC)S o]&3149 ?“éﬂ&’i
oy FHIo= IRC thAal HTITP ZEEZS o] &
sto] FAHE I Yok HTTP %o A$ IRC 33}
gy 9459z FHdHE AH FAs

1 EoAel HIES eYstE WS B3
AEAZE 8 FEol A HE& A AE
$2E Ho] PAFEE slo] Zu PCE TS0
DDoS &4l A-g3ta lTh4].

29 3o
HTTP & ol 9|5 DDoS ¥ 2°]

2.3 Anti-DDoS SW W EY = 74

Anti-DDoS SW YE = T4 QA 74
I ofQ B~ W2lo] glt)

o8 I3 2.5 Anti-DDoS SW o}-2 ¢ Haj <4}
2ol EL I FAHAE ob.

ANti—DDoS SW
B A =

O3 2. Anti-DDoS SW ot B oA
HE/IZFHEE

— 364 —



Anti—DDoS SW A35g7}ol ¥k A

obx 2B WAL DDoS F4& BAE 3
5 ol A= #AE AF Ads) FAE 4l
ol Al digshe= 7otk of WL A=A
7F AR ADelM e HelE AAs] wE
of 3HA MuaE Feis ot gle B
Aol AT whd FZo] ojw] W30 uf 3
EA7E BolE AN SlE olv] FHOR I
s we 5 ke el ARG

==

&l 3. Anti-DDoS SW ¢lz}el

HEIFHE

ekl B HEWE B, A=dol
DDoS EdjZjo] @5 A R FA4S @
A5 0% DDos 4L HAsHE el ol
e A7 GG )5 5O8 1A Ao EdA
3 SAE egol
o egos Ay
22 A 2o

24 AZE9 o] ZAY7 2d [SO/IEC 9126

ISO 9126 FAFHAEZEL 2ZEo] FH
54e AYsta F4 Hrie WEH: & A9
3 FAREFZSE 7] A (Functionality), 41543
(Reliability), A}-8-7d(Usability), &-& /4 (Efficiency),
2] B4 (Maintainability), ©]4]43 (Portability)]
67HA FEAI Ao FEAHC £33 RELS

o] AtHe).

e A, B, F5ePH, wetd, =
4 5o 4 REHOE AR A
RER

of
X
%0, it
N
)
2
>
>
ofo
el
£
oX
olf
4

o2 AE3 do.
: BAE 2N AREA) o]k,
&8t ARSI, AEE £ JdE AZEY

5}
o TS duistt. A= olsted, o

ojmlgie). WA ol 2

BAlol e LZEgels £3, MM, Et

Sol m@HT FARFHE BN, WP

HH, NEsH, 254

= ARs B
ColA4: @ BAAN TE o

0,

ol rlr >
2
oo
o
m)v
N
N
s
of
oX,
=
__).1|_t"
oX,

o] ¥4 REAHo g AE3Z Huh
S 3FAME ISO/IEC 91268 EU=Z
Anti-DDoS SW 45%7HE f1¢ d5& =% 3t

At

lll. Anti-DDoS SW AMSEH 7t

Anti-DDoS SW ] A%%7lE 93] ISO/IEC
9126 o &3te 67kA FEAH Fo &4 I&
S A3 ISO/IEC 9126 &84 I&E& ATt
a2g4, A 584, 2448 T ¥EHS
o AIE 284 FAE A TleE 7
d o AHEG AT AP WS SteAd W
AF T89S Huhste A ola, Ad a4 e
TAE ZHAA 7lss 53 & of FHg A
o ¥ FFE AT AZEG AE B
g< grletes sloltk

31 A%HtdE =&

ISO/IEC 9126-20] U= FAEA webA
Anti-DDoS SW¢ A%%7lE 9% Anti-DDoS
SW 9o FHAEAH T 5284 Wte td B9 2
=3

¥ 1 Ant-DDoS SW &84 "ot
a2E4%7} W&
_ AEF EIA &4 oWE iy wh-g

NAEER yae 2yse wan,

N AFE ¢GA Az="e A wies
o F9A
HUEED (e gotac,




Sl P RTAIE] 2009 FAFHIENS]

3 Anti-DDoS SWe| FHEA
A4 By} R A Anti-DDoS SW 537}

&
Anti-DDoS SW7} DDoS
A st AdstE B G WAE
(o] BFA ) A=z dS
7} e &
Anti-DDoS SW7} DDoS & &l Ak
As 9L Agste Efge AHse

le) =
AzR Al oE BAEE
Anti-DDoS SW7} DDoSZZ<S
Asn Aashs U AN AU
4EZE&  |o] Anti-DDoS SWE E73te] 2

i

Aol g4 AAZC] 100% =3
BeAo) B Wt G2

H2E Hl= Ak

A5H7ME 93 Anti-DDoS SW HZE HE
AA TEAT 23004 AF5S HEHNZ 74T
Al FAAF F ofxeBux FHAAFE T
B3l H2E ook s}
oA EE2H AeHIF & d&] AEE
23 Anti-DDoS SW E|2E HI=ES 13 4.9 2
o] Attt}
T
— g |
sl A sENA
Ll |
o] B i
g c |
SExC
M7 D l!a
° SXAD
o .
° [ ]
__®
HAEW=
2! 4. Anti-DDoS SW M-S} HAEH=
W7 A, B, C, D & DDoS &2 ARE A
I, A4 AzE T AT 4 gk W

7104 ThFd DDos 34& 1% o2 7HA

DDoS 37 ol ALgHth WAl Ee Agay)
of we ol Edme wiy] Sl el B4
7] BAZ Tbssith A9 AHE 4% HiEES

323l 3= Anti-DDoS SWE Zdtth E3X% A,

DoS 229 Exl FAlo A4
| ot} o] XoA AFAAE 3 I
Atk
3.3 Anti-DDoS SWA % H|~E 3&

E &2 et &
# 3 Anti-DDoS SW & & HAE &5
HXAEE DDoS 37 25
. X Q. Zin
77 % (%8 A|-HTTP GET Flooding®| |, 1 o, =¥
=) DDos 2|7 uﬂ,\{;—wﬁr
- =z AR
Aol wE A} |-Cache Control &4 X]OJ = ;‘:H Al
2%, A<,|-HTTP GET Flooding| |,

B

+ Cache Control &4

4A% DDoS
TH wE
Ag&, A4,

AESTI R

-TCP  Flooding
(SYN, ACK, Flag)
-UDP Flooding ¥4
-TCP + UDP Flooding

—
4

-non-Spoofing &4 I} -

Spoofing &4

B
52/ =2 2]
- A9 W)

341% DDoS
TH e
Ag&, A4,

AESTIE R

-IP Flooding ¥4
-ICMP Flooding &%
-IGMP Flooding &2
-IP+ICMP+IGMP
Flooding 34
-non-Spoofing &4 I}
Spoofing 34

- AP S &
b EAYA=E S EAl
PSS EAR)
A =zt

7A S+4A =
DDoS 37l
02 XEE,
A, A"
s

-HTTP GET Flooding|

+ Cache Control ¥4
-TCP + UDP Flooding
(non-Spoofing T4,
Spoofing 3 4)

S PYAE P
A wRe)
Ad =2
- Al 2~H

4%
2 B3k

7AS+3A %
DDoS 379l
02 XEE,
A, A"
s

-HTTP GET Flooding
+ Cache Control ¥4
-IP+ICMP+IGMP
Flooding 4
(non-Spoofing 4
Spoofing & 4)

7

AdE =W
a7/ = 292
- A ;T
A =2

Az

v 2ok

4A Z+3A =
DDoS 370l
02 XEE,
A, A"
s

-TCP + UDP Flooding
-IP+ICMP+IGMP
Flooding 34
-non-Spoofing &4 I}
Spoofing 34

ANE: =
a7/ = 292
- A T
A =2

7A S+4A =
+3741% DDoS
TH e
Ag&, A4,

AESTIE R

-HTTP GET Flooding
+ Cache Control ¥4
-TCP + UDP Flooding
-IP+ICMP+IGMP
Flooding 34
-non-Spoofing 34
Spoofing 34

a3

- AP S &
b EAYA=E S EAl
S e AR
A =zt




Anti—DDoS SW A35g7}ol ¥k A

3.4 Anti-DDoS SW A% HZE Ayg e

H2ZEHWEZE o] &3 Anti-DDoS SW Al 5H|
E 548 Aygles oy 2o
3

[>

% 39 AE HZE & £A4Z H2EE 3
o}
1A FA7 A A A H2E g5

DDoS &4-& T Azl
DA E Wl Eo] AFANE 33
AR =23 e At
71 E38ta A" R3) 71&
3EAN 1A B =E FiZle] & FUt Al
=& o =zsteE e Agt ¢
7183l Al2H Rilgx 7| E5%
49HA) AN 7E AFete dY9E 1A E
& A sl H2E gt
5%HA) 7153 FHES A WEEAIZE AAE
qe, 4EEY A =9 EHHIZVL
q ZPZE TS ALEH
Anl

o

N

)

2
g

o ok

\

o
o

.

o Mo

[e2
1o o

o |

8

O

B =FoAE Anti-DDoS SW 4537}
] AT - B4 s ISO/IEC 9126 =

&= EYE Anti-DDoS SW A% %
] =% sl9a HeHItE
E W& 74 9t H2E d5S
52 HZE HEE o]|&3% HZE AU

o 2
o 4o fo
i ot ot pok o, &

E AFNA AA H2E G5 H2E A
Ul s Hl8 o2 AntiDDoS SWE =9 31
Aete AE7)H L TYAS°] Anti-DDoS SW
o] ABAR] AEHIE T £ Ao AAHA A
S>37}2 Anti-DDoS SW /MY GASLS 24+ Al
Fo Fd IS A8l =Y & ZAoE oHTh

gdogol IFAZ B E=EAA  AAZ
Anti-DDoS SW A%%7} H2ZEHMES 7331
2 =EoA AE AU e E nteoE Hd3
¢l Anti-DDoS SW HZ~E7} I Q3sit},

I3
ot

=]

[1] CERT/CC Advisories,
http:/ /www.cret.org/advisories

[2] BHAClES o] ATH,
“ B W 27 B(DDoS) B4 T187] %
7W&”, ETRI, 2009

[3] A&3], FF, &8, “DDoS &4 5
e 71 BF7, ARE583]A], A19Y
A3%, ppd6-57, 2009.

i)

7

[4] LEIAH AL H-Z A A A
RIS AL 53
2008. 8.

[5] dlelEl ¥ 5, “Information Security All
Guide V.4", 2009.

[6] AXAAAFR7=EELD, “KS

ARI|E-AZE o FAFEFZ
(ISO/IEC TR 9126)", 2008.

ya.
i

4 g,

- 367 —



