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Abstract

Radio jamming attack is the most effective and easiest Denial-of —Service (DOS) attack in wireless network.
In this paper, we proposed a multi-channel MAC protocol to mitigate the jamming attacks by using cognitive
radio. The Cognitive Radio (CR) technology supports real-time spectrum sensing and fast channel switching. By
using CR technologies, the legitimate nodes can perform periodic spectrum sensing to identify jamming free
channels and when the jamming attack is detected, it can switch to un-jammed channel with minimum channel
switching delay. In our proposed protocol, these two CR technologies are exploited for thwarting the jamming

attacks.

1. Introduction and Motivation

In wireless network, jamming is quite easy since the
devices use single channel communication. Attackers need
no or basic knowledge of MAC and PHY layers to launch
radio jamming attacks. The adversaries can simply transmit
radio signals or forge packets to disturb the transmissions of
legitimate users which lead to denial of service (DOS).

In this paper, a multi-channel MAC protocol has been
proposed for thwarting the jamming attacks and it exploits
the Cognitive Radio (CR) technology which supports real-
time spectrum sensing and fast channel switching [1]. Real-
time spectrum sensing allows the devices to perform periodic
spectrum sensing to identify unused channels and when
jamming is detected fast channel switching will allow the
devices to switch among different channels with minimum
delay.

Many multi-channel schemes for thwarting the jamming
attacks have been proposed in [4] [5] [6] [7]. In most of
multi-channel concepts, the channel hopping sequence used
by legitimate communication is pre-defined by a pseudo-
random sequence and the channel hopping is performed
periodically with or without jammers [3]. It can contribute to
un-necessary hopping and as a result it will increase the
channel switching time. Moreover, there is no guarantee that
all pre-defined channels are totally available for
communication. For example, some of pre-defined channels
already have been jammed by attackers and it is possible for
the legitimate nodes to switch to the jammed channels. Thus,
this will degrade the average throughput of the network if the
number of pre-defined channels which already have been
jammed is high.
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3. Cognitive Radio Based Channel
Mechanism

In our scheme, both sender and receiver sense all
available channels and build their own free channel list
(FCL) according to the power sensed by each of them. For
example, the channel with lowest power level will be the top
of the list.

After building a FCL, the sender sends it to the receiver.
The receiver checks its own FCL and matches the common
channels available to both nodes in order to create a common
free channel List (C-FCL). The C-FCL will be sent back to
the sender. It will be maintained and used by both nodes.
Both nodes, sender and receiver, will perform the above
operation periodically to update the C-FCL. If the sender has
data packets to send, it will send it instead of CFL and the
receiver will acknowledge with AKC as shown in Figure 1.

Updating the C-FCL mechanism serves not only for
channel selection but also for assuring the currently used
channel is reliable. Updating the C-FCL is performed by
exchanging the channel selection packets (CFL and C-FCL)
of two communication parties. Thus, the channel is safe as
long as the channel selection packets can be exchanged
periodically which implies updating the C-FCL is performed
successfully. Otherwise, we can assume that the current
channel is not reliable although the channel selection packets
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absences occur accidentally or intentionally

When the jamming attack occurs the channel selection
packets of both nodes cannot be exchanged successfully as
show in Figure 1. Therefore, when no FCL from sender is
received within a definite time interval, the receiver will
monitor the current channel. If it senses the high power level,
it will determine that the currently used channel is being
jammed because high power level should correspond to high
throughput. Thus, it will switch to an un-jammed channel,
one of the free channels, according to the C-FCL it maintains.
From the sender side, it sends its FCL to receiver and waits
for C-FCL. If it does not receive C-FCL within definite time
interval, it will also monitor the power level of current
channel. The sender will also determine that the current
channel is being jammed if it senses the high power level.
Otherwise both nodes will stay at the current channel and try
to perform channel selection mechanism at next time slot.
But it does not guarantee that the jamming signal will last
long enough to be sensed by both nodes. Thus, if the channel
updating cannot be done within two time slots, both nodes
will migrate to un-jammed channel at the beginning of next
time slot even though they did not sense any high power
level. To maintain synchronization between two nodes, we
defined both nodes to perform channel switching only at the
beginning of time slots.

After migrating to an un-jammed channel, the nodes will
perform the channel selection mechanism and update C-FCL.
This current channel will be used for any communication
between two nodes till next jamming attack is detected.

4. Discussion and Conclusion

It is obvious that the impact of jamming attacks depends on
total number of available channels in the network. The more
channels it uses, the more difficult for the attacker to jam all
channels.

As a drawback, using more channels can cause higher
channel sensing time. All legitimate nodes have to sense
every available channel to create their own FCL. No data
packet can be sent while channel sensing is performed. Thus,
longer channel sensing time can degrade average throughput
of the network. However, this can be traded off according to
the jammer’s behaviors. For example, if the jammer is
lacking in knowledge of CR technology, the network can use
only few channels.

Jamming attacks are serious threat in any kind of wireless
network. In this paper, we proposed a multi-channel concept
based on the next generation Cognitive Radio (CR)
technology to mitigate the jamming attacks. According to our
proposed protocol, if there is only one available channel for
both nodes, any communication can be performed well like
communicating in jamming free environment.
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