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Valuel : value from ASCII check module

value2 : value from Packet Length check module
value3 : value from Activity check module
valuel (i) : value of i" node from Control field

check module

valuel (-i) : average value execpt i™ of ASCII
check module

t : threshold value

for(i=0; i < number of nodes; 1i++)
{
if(valuel(i) < valuel(-1i) - t, ||
valuel (i) > valuel(-i) + t,)

if(value3 (i)> value3d (-i) &&
(value2 (i) < value2(-i) - t, ||
value2 (i) > value2(-i) + t,))
Makealert () ;

}

Z¥ 6LoWPAN AlA w=xto] dolHE %3 S
gl A sk aga Ade F9 44 19
3l FAA AEol T AusAt Zzre] A=
Zofl= 9 A3 FreeRTOS 2] NANO stack ©] A1 %]
= A

Alert Message

'ASCIl check

an i ]
/

Packet Length check

Nano Stack

I
L/
ﬂ b iCMP_| [ UDP ]
1 TPV6 + lowpan
” N
\

Activity check

( woweansacc ) P46 Protocol tack
s 2 User!
X 802.15.4 MAC N BLoweAN | I netwrk |
\ \ /
N\ 802.15.4 PHY \ h
\ \ / /
\ FreeRTOS \ Ve /5
\ / R
. e 7’
N, / .
,
~. .
'~ IPv6 Network
e ~. : '_/
~. K -
. Seal / ~.
Send sensing data to user "=~ = ,/ .
\ =

K BLOWPAN Gateway
__________ - Attacker

(119 4) H2E W=9 52 74
1% 5 = 6LoWPAN gateway 9} BUE T A|A~El 71
2lal 7Hde] FARRe] AMgAL QlEHo] A5 HFET.
SAA7E HES BUd(), bot o] X HHE %
st HUER A Z=E(2~3)0A #xe] &k o))
AA T 2 bot BA A Z=E(S)Al A o] EF
o] {FFE A

3. 7@
T&doli= Hmote-2430 = A}-83}¢] 6LoWPAN UE <]
A9k Aokst EES HAE HZ=o AXFSth

Hmote-2430 < TICC2430 A ¥} 8051 Foj= 4

=oj 9l Aoty EEL Windows XP A Z~EIAF
USB-serial X EZ B3 AlA ==E o83
6LoWPAN u]&] AlA =9} FAS S 6LoWPAN

gateway ol AXFH AT 17 3 2 bot BA A 2H
= RojErh

Connect to PC
via serial port

Application
- "
Sensor node of A
6LOWPAN

(28 3)Bot €A A~
H2AE #= Ao Aorsk A|AdS Ax3517] 93]
FreeRTOS[3] 7]%¥Fe] Nano stack[4]S AF&-3FSAT}. ~1E]
31 Windows XP 7| 5Fo| A MEC & AF&3}o] 6LoWPAN
gateway EES /SISt 19 4 & HAEWE9
T2 A4S BHojFEr HAE W= pC 9 o

Temperature
sensing

Bot controller BoT DETECTING S¥STEM @ Send command to Bot
Nete1) (Feded) (Seie3) (S @ Toggle patient information
@ a —@ el o Pergonal information of
-— H patient
L - @ Sensed temperature data of
7. m T - s || (5} Value of additional module
[Ernz ermmns ] | 220 i a.  Red- ASCI
e @ b.  Blue - Packet Length
é:,}? = o i c.  Green— Activity
ax = ([0 [ | || ® Alarm message
2 =3 i
=10:10:21 | B
H IE( SRS IR HE
] ekl me | _w | w

(2% 5) 6LoWPAN gateway, U E & A|~®l I A%}
o] ARg2}F Q1B H o] 2~

AWM APt 18a
ANEE AYseith AoALE S
6LoWPAN 379 bot o] =AE &2l & 49

o >

[1] N. Kushalnagar, G. Montenegro, and C. Schumacher,
IPv6 over Low-Power Wireless Personal Area Networks
(6LoWPANSs):  Overview, Assumptions, Problem
Statement, and Goals, IETF RFC 4919, Aug. 2007.

[2] Ramneek Puri, “Bots & Botnet: An Overview”,
https://cours.ift.ulaval.ca/fileadmin/cours/20064 22772A
/public/Bot-net.pdf, August, 2003.

[3] Nano Stack 6LoWPAN,
http://sourceforge.net/projects/nanostack/

[4] The FreeRTOS.org Project, http://www.freertos.org/

- 660 -





