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Abstract

NAC(Network Access Control) technology is intended for
authentication of internal networks access through
various paths, In this paper, we build computer network
platform using NAC and Extreme switch and confirm
authentication for the platform, The platform consists of
PIX, NAC and authentication server,
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# config default ipaddress 40.0.0.1 /24
# create ospf area 40.0.0.0

# enable ipfowarding default

# conf ospf add default area 40.0.0.0
# enable ospf
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# config default ipaddress 1.0.0.1 /24

# create ospf area 0.0.0.0

# enable ipfowarding default

# config ospf add default area 0.0.0.0

# enable ospf

# config radius primary server 40.0.0.10 1812
1.0.0.1

# config radius primary shared-secret TEST

client-ip

# enable radius
# enable netlogin ports 1-24 default
# enable dotlx
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# interface FastEthernet 0/1

# ip address 1.0.0.1 255.255.255.0
# no shutdown

# interface FastEthernet 0/2

# ip address 40.0.0.2 255.255.255.0
# no shutdown

# interface FastEthernet 0/3

# ip address 1.0.0.2 255.255.255.0
# router ospf 0

# network 1.0.0.0 0.0.0.255 area O
# network 10.0.0.0 0.0.0.255 area O
# network 40.0.0.0 0.0.0.255 area 0
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# interface FastEthernet 0/1

# nameif inside

INFO: Security level for "inside" set to 100 by default
# ip address 10.0.0.2 255.255.255.0

# no shutdown

# interface FastEthernet 0/2

# nameif outside

INFO: Security level for "outside" set to O by default
# ip address 20.0.0.1 255.255.255.0

# no shutdown

# router ospf 0

# net 10.0.0.0 0.0.0.255 area O

# net 20.0.0.0 0.0.0.255 area O
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Add BADIUS Client

Name: i_r@-és-m B |

Description: I |

P address: [10.0.1 |

[[] Range: | 1 |

Shared Secret: |--TEST |
Untrask

Make ar mocdel: !Extreme Networks il
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Add Native User

Mamne: | TESTY |
Description: i |
Passward: | TEST1 |

Unmask [ | Store hazh of password
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port:1, vlan: Default, State: Authenticated
Mac IP address  Auth  Type User
00:1A:80:D6:96:21 1.0.0.100 Yes 802.1x
TEST1

»p 12 11, 95 A2 ¥ show netlogin
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port:1, vlan: Default, State: Unauthenticated
Mac IP address  Auth  Type User
00:1A:80:D6:96:21 0.0.00 No 802.1x
PC-Name

Py 12 12-2, 9z AM Al show netlogin
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