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Abstract

SCADA(Supervisory Control and Data Acquisition) is popular control and monitor areas not only in critical
infrastructures such as electric power, gas, oil but also industrial applications. Increasement of cyber attack
technique and frequency threats secure operation of SCADA systems. Recently many researches have been
studied for protecting SCADA system against cyber attacks. This paper introduces overall security technologies

in SCADA systems.
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Fig. 1. SCADA system
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Fig. 2. Typical SCADA system configurations
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Table 1. Communication protocols of SCACA system

Protocol Organization/standard
Ethernet/IP Open DeviceNet Vendors Association
(Industrial | (ODVA) (www.odva.org)

Protocol)

DeviceNet Open DeviceNet Vendors Association
(ODVA) (www.odva.org)

ControlNet ControlNet International
(www.controlnet.org)

PROFIBUS Type 3 protocol of IEC Standard 11674
and 61158 (www.profibus.org)

M O DBUS | MODBUS-IDA (www.modbus.org)

TCPF/IP

DNP3 (IEC) Technical Committee 57, Working
Group 03 Standard

Foundation | The Fieldbus Foundation/open Standard

Fieldbus protocol {www fieldbus.org)
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Fig. 3. Intrusion into communication line of SCADA
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Fig. 4. Cryptography application to communication
line of SCADA
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Fig. 5. Cryptographic technique
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Fig. 6. Authentication
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Fig. 7. Cryptographic device
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Fig. 8. insfallation of communication line of SCADA
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Fig. 9. Key distribution process in SCADA
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