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Abstract

As broadband wireless access systems are widely
accepted, VoIP service over the wireless network is
VoIP

implementations are designed to provide service over

being requested. Because previous
they does not consider security
that of the
of communication.

Therefore, this paper describes how to implement

wired network,

problem sufficiently is one most

vulnerable aspects wireless
secure VoIP service over wireless network with

minimum overhead.

I A&

FolAE Yl (WiBro) 48] 2% OFDM7]¥ke] 4841
MU AR, o] FEHAME ZuHAEHUS o] & & 9l
=, 3.5410) o] EE 4l AMuj 2ol 7]Ee] B %
5o &4 BE3lE 7B ow ity o], &4 E3} 9o F
7HH o= dlolEEAl A ~E AlFsidle U, FuidE
W7ee 7|29 FABA7E S gy delEEal
S 7202 o], HolETAlS VRS R AT
FrH o w2 S5 8 M ~E AlFd)

ol# gt FoIIE A2} e Fade]ElHE
EQ At Rystgd ute}, o] & o]&38t 5453}

359

AR 2=E A T3] 918 VoIP 7|EE°] AEFH L
71&Eo|E= H.323 TREFZS o] &3t

a1tk
LR E DICRE

YEYIE ] 8l VolPAH] 28 Al F-s= Wote] A

EXo[1], #Fell= H.323 dl* Ho hds 12
EZ %22 HAE SIP ZREZS ALES 04 2
YEYAE o]&3te VoIPMH|AE Al F3dts et 7
EX glon, FA5A8 A VolPAH] 2~ 9] A~
FAE A7) Q1% AFEe] g E ghoh[2~4].

ey FAEAG A VoIP A~ 7
w4 v Fotae
o] _L_E%E]—T—’— o]x] OJ—
A= Fdigl
sle] SIP 7)<

o‘F g]‘l‘“]
ET3kAL o} A 7R BeHEAlE
[5].

18 ol A o] $d-85f Anj
S AMEske] VolPE Fdsh=
AIZE Z7F glo] AN L2 EZRTP)S &
Ztel PKI (Public Key Infrastructure) 7]%+2]
£ 7Fs3HA e WS Al

ofy

ox
Oﬁﬁorﬁurkﬂﬂﬂi

=
L

i

o
=
A
%
.

Ol

]_

i‘lrﬂr&jer

fx

fal

II. VoIP AH]2=9] F& v

SIPE o] &3 Hkgst Aujas +d8tr] 913 PKI
TES fete], Bt 2 Aol AR = Q7= &
D7 el A=, dasled AFEE= F17]E SIP @l
A=ER Mujo] F4 Fret AAH] AGHA At
© MU= Alwstr] sl 558l M ARSE =

HJ’G o2 iyl FEEE EPROMS ©

A7 2 |
&3kl A% Atk 22l el ARg-E = E N

=
=

&
=
T



2008 4= CHEHMAIS S5

=03 M3 M1s

715 SIP HA 2~Eg] Aol F4 A H e} Zo] AAxo]
AAE A A}, dukEel SIP 3 AA-e UACS UAST}
Td =rduled EAsHEA ohd Kol wpel gEkx] A 5
A%, SIPE o] &3dte] Y= o4 B3 AR 2=E o
£37] YalE UACE UASS
18 3HA @t}

Proxy ServerZ 7 -3l 54

AgAow E:

Proxy
UAC UAS
Server
Dialing DATA(INVITE) »
l— DATA(Tning |
DATA (INVITE)
Ready for
Encryption l¢— SACK(forINVITE) |
SACK (for Tryin
t e SACK (for INVITE)
DATA (Ringing)
SACK (for Ringi
Start DATA (Ringing) for Fnging)
Talking / | -
Encryption SACK (for Ringing)
DATA (200 OK)
SACK (for 200 0K)
o DATA (200 OK)
SACK (for 200 OK)
a9 1K B35 AFsh] 918 UACS UASTE
G R

A = AA

< 9l8lA UACE INVITE WAA & SIP
2] Ao A BUA H 3, INVITE WA A S 52138

SIP ZE2A] ¥ += SIP dA2Eg Ao =4 AW Q
S HUY), UASY IP 4 2 UAC 2 UASe 3718
A&k 31 ThA] UASC] INVITE WA X & ®dith UASQ)

AFEA7E S-S $13] &% (Ringing)dll Wik &HS 3
Al =, UASO A= ZZA] Aol 200 OKHIA A& B
WA =edl, ZEA] A E UASEZHFE 200 OK wA]A]
w7 =W UASO] Al 200 OKell th3k SACK HA A =
2w SACK #| 7o UACY F/N71E o] dojrnd
o} 18] 3 YAl UACOIAI200 OK 2155 293 o
UASY] 37171& AF3ste] o] BuA €t} o] & &3l
PKI 42 o] wrEojA|al HRFgstA v 27} A|F 75 3)
Al #rt.

et

O x

SolA = VoIP E35 9% F4dlolH=
Zl g3t vhs, el 8 1 s ol
3l ©@#7] o] EPROMe] A1 4-
29 QF5EME g 33dlste] Hol 3
HFAH R HolHe ts A

H O

ol
o

i}
Q2 ot o

>
>
oo
o g

3ol

R

oy

Qﬂ
zu,—ﬂgﬂﬂm

%2 ot oo g

E

BN
et

i)

H]O]Eie ﬁv‘«o}—’ D}%
w AN 04 AFAE 3
o]-g3ato] el dlolH

=
=

B8 e

N

360

1 ]

[

oo 18 ot

},

2

|

H]

o] WW7|E o] &3l
e EAA ] 28 Ao

3

ol

Il

71 A
AL
qro} u)

ol

H
= T)

4y o

5
nor
2L

)
=

1=

Ny

o
FEE 5 @

ol

&

p
=

Al
-

I

o Ir }.oll W
v

of

s}
=
o},

]

44

Qg 3
SIP T2 EZ

o] 7tk w
IR )
ApAel Ahested,
Fol % ALgA 7

o3t

it

e

83}

upeka] ol el g Wy
Aol Dot F7F A<
of Hel &3t HHl=E
7)) wel afEk 7y
Ao zH, Aol
SIP HAZ=EE] AH7} 3§
HE B35S 5 9l

ot

o

o]

Al

-

III.

2

| A= FoEl Hel Ao $4%
}04 SIP 7l&& A&3le] VolPE F831=
P ZRES (RTP)% o]-g-3ke] ¥t PKI
om, o

& AlSkaksl

ol

=

[1] Das, S.K., Lee, E., Basu, K., Sen, S.K., "Performance
optimization of VoIP calls over wireless links using
H.323 protocol,” IEEE Transactions on Computers,
Vol. 52, Issue 6, June 2003, Page 742-752.

Fathi, H. , Chakraborty, S., Prasad, R.,

of VoIP session setup delay over wireless links using

"Optimization

SIP,” IEEE Global Telecommunications Conference,
2004, Vol. 6, Nov. 29-Dec. 3, 2004. Page 4092-4096.
Fathi, H., Chakraborty, S.S., Prasad, R.,
of SIP Session Setup Delay for VoIP in 3G Wireless
Networks,” IEEE Transactions on Mobile Computing,
Vol. May 9, 2006, Page 1121-1132.
Seung—Eun Hong, Oh-Hyeong Kwon,
for VoIP Services in IEEE 802.16 Broadband Wireless
Access Systems,”IEEE 63rd Vehicular Technology
Conference, 2006, Vol. 3, Page 1226-1230.

Holly Xiao, Zarrella, P. "Quality effects of wireless
VolP security IEEE Military
Communications Conference, 2004. Vol. 3, Oct. 31-
Nov. 3, 2004. Page 1352-1357.

"Optimization

"Considerations

using solutions,”



