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Improved Identity-Based Broadcast Encryption
A

(Ki Tak Kim, Jong Hwan Park and Dong Hoon Lee)

Abstract : The primitive of Identity-Based Broadcast Encryption allows a sender to distribute session keys or messages for a dy-
namically changing set of receivers using the receiver's identity as a public key. We already know that the trade-off exists the effi-
ciency between the public parameter size and the ciphertext size. So, if the ciphertext size is O(1) , then the public parameter size
may be O(n) . Some of IBBE scheme take the public parameters as input in decryption phase. Thus, a decryption device (or client)
has to store the public parameters or receive it. This means that a decryption device (or client) has to have the proper size storage.
Recently, delerablUe proposed an IBBE which have the (1) size ciphertexts and the O(n) size public parameters. In this paper,
we present an IBBE scheme. In our construction the ciphertext size and the public parameter size are sub-linear in the total number of

receivers, and the private key size is constant.
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L. Introduction

Broadcast encryption allows a sender to securely distribute mes-
sages to a dynamically changing set of users over an insecure channel.
Generally, broadcast encryption schemes are considered as a Key En-
capsulation Mechanism (KEM) for a specified session key. In an
Identity-Based Broadcast Encryption (IBBE) scheme, this is done in
the identity-based setting [19,5], where a Key Generation Center
(KGC) issues a private key for a user identity and public parameters
for the IBBE scheme are shared with all users. When a sender wants
to broadcast a message to certain set of receivers, he generates a ci-
phertext, called “header”, with the public parameters and the identity
set of Teceivers. A legitimate user who belongs to the set decrypts the
header, and obtains a message encryption key which can be used to
recover the original message. Since revoked users (i.¢., illegitimate us-
ers) can collude, the IBBE schemes must be secure against any num-
ber of colluders. We refer to this requirement as “full collusion-
security”. A Public Key Broadcast Encryption (PKBE) scheme has a
similar property to the IBBE scheme in a sense that anyone can en-
crypt a message to arbitrary set of receivers. In PKBE schemes
{14,7.9.2], an individual user is assigned to one of linearly ordered
numbsers, say {1, ..., 1}, as an identity. To our knowledge, most of the

PKBE schemes [7,9,2] have a performance of O(+/n) ciphertext
size and O(V/n) private key size (or O(n)) ciphertext size and
O(1) private key size when the public key is transmitted together
with ciphertext. Though the PKBE schemes [7,9,2] have advantages
in applications where identities of users are linearly ordered, the
schemes are not desirable in applications where user may select its
own identity at will. To deal with an arbitrary selected identity, one can
attempt to consider a large value of n, for example, n = 2* at system
initialization. However, this value results in too much ciphertext and
private key size. We can also (informally) see that IBBE schemes can
be applied to the PKBE schemes, by replacing the identity set {ID,,
..., 1Dy} with the ordered set {1, ..., n}.

As a trivial solution of the IBBE scheme, one can easily consider

multi-receiver IBE schemes by simply generating |S| different cipher-
texts for a multi-receiver set S € {ID,,...,ID,} . Until now, there are
two practical IBE schemes [23,15] secure (and practical) without ran-
dom oracles. First, for the Waters IBE [23] scheme the trivial IBBE
construction still suffers from the exponential security degradation of
the number of “target" identities. Second, for the Gentry IBE scheme
[16] the resulting scheme has a tight security reduction, but the cipher-
texts consist of S| group elements in G plus 2|S| group elements in
G, , where the group G and G, are published by the KGC. Fur-

thermore, using the Gentry's scheme the IBBE construction as the
KEM is not possible. Although the trivial IBBE schemes with O(S|)
ciphertexts are derived from the existing IBE schemes, the resulting
schemes are less attractive because they are not appropriate to use in
environments with large number of receivers.

1. Our Contribution

In Asiacrypt 2007, Delerabl(Je proposed the first IBBE with con-
stant size ciphertext. However, this scheme takes the public parame-
ters, which is a linear size of n, as input in decryption algorithm. We
improve this fact. Our IBBE also takes the public parameters, which is
a sub-linear size of n. This improvement give that the decryption de-
vices does not need a large storage.

2. Organization

In section 2, we describe a formal definition of IBBE and bilinear
pairing. In section 3, we propose an improved IBBE. Finally, in sec-
tion 4, we conclude the paper.

I1. Preliminaries
We briefly review the formal definition of Identity-Based Broadcast
Encryption (IBBE) scheme and its security model. We also summa-
rize the bilinear pairing.

1. Identity-Based Broadcast Encryption
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An IBBE scheme consists of the four algorithms: Setup, KeyGen,
Encrypt, Decrypt.

Setup(1*, n): takes as input a security parameter 1k and the number
of users n. It outputs public parameters PP and secret master key msk.

KeyGen(msk, ID): takes as input the secret master key msk and an
identity IDe I D . It outputs a private key dp, for ID.

Encrypt(S, PP): takes as input an identity set S and the public pa-
rameters PP. It outputs a pair (Hdr;K) where Hdr is called the header
and Ke K is a message encryption key. The broadcast to users in S
consists of (S, Hdr, Cyy), where Cy is an encrypted message under the
K using a symmetric key cipher.

Decrypt(dp, S, Hdr, PP): takes as input the private key dy, for ID,
an identity set S, a header Hdr, and the public parameters PP. If ID e
S, then the algorithm outputs the message encryption key Ke K,
which is used to decrypt Cy and obtain the message M.

2. Bilinear Pairing

We briefly review the bilinear pairing,

Bilinear Pairing: We follow the notation in [5,3]. Let G and
G; be two (multiplicative) cyclic groups of prime order p. We as-
sume that g is a generator of G .Let ¢:GxG > G, bea function
that has the following properties:

I. Bilinear: for al u,veG and a,beZ , we have
e’ V') = e(u,v)” .

2. Non-degenerate: e(g,g)#1.

3. Computable: there is an efficient algorithm to compute the map e.

Then, we say that G is a bilinear group and the map e is a bilinear
pairingin G .

L Improved Identity-Based Broadcast Encryption

In this section, we present our IBBE construction, which is moti-
vated by the recent work of DelerablJe [13]. Let G and G, be
groups of prime order p, andlete: G xG — G, be the bilinear map.
‘We often use hy to denote h.

1. Scheme

Setup(1%, n, a, b): To generate IBBE parameters, the KGC picks
two random generators g,h <G . Itselectsrandom a,4,...8,€Z,,
and u,..,u,€G . It sets # =h"eG for i=1..,b and
v, =uf” €G for j=1,..,a,and w=g",v=e(g,h). Choose a
cryptographic hash function H:{0,1}" >Z’ . H constitutes a
system public parameter. The public parameters PP (with the descrip-
tionof (G,G;,e, p))and the secret master key msk are given by

PP=(wyv,hh,... 5,4, 0,,0,.,0,), msk=(g,a,p,..5,).
The security analysis will view H as a random oracle.

KeyGen(msk, ID): Forauser ID e Z,, ,if ID is a member of the i-
thuserset S, , then the KGC outputs the private key

V(a+H(ID)) B; Ha+H{IDY)
g ).

d1D = (g
If H(D) isaninverse elementof ¢ in Z',, the KGC aborts.

Encrypt(S, PP): A sender chooses random reZ, and sets

K =v eG, . Without loss of generality, assume the receiver set S is
divided into subsets S,,...,S, .

Let F(x)= H pes (x+H(D))eZ [x] for the recipient set
S, . A header (Hdr) is generated with the public parameters PP as fol-

lows:
-r NN e
Har =w” {00y} fu) ).

The algorithm outputs the pair (Hdr,K). Then, the sender broadcasts
(S, Hdr,Gyy), where Cy, is an encrypted message under the K using a
symmetric key cipher. Note that the values  F; (@) can be computed,
using the public parameters PP, since we can always compute all
coe_cients of Fy (x) .

Decrypt(dyp, S, Hdr, PP): Assume a user with identity ID belongs
to S, forsome ie{l,..a} . The user ID decrypts the Hdr using his

1/(a+H (D))

private key d, =(dy,,d,,), where d =g and

B Ha+H (DY)
d]D,I =g

. Let Hdr=(4,B,..,B,,C,.,C,) , and

Fyao®) =L 6+ HIDD T o HODY) for

the recipient set S, . Then, it outputs

v 'S\'VDH(IDV)
Ko e(A’hFSIWD(H))Eb(dID,O’Bi) HIDE i
e(Ci’dlD,l)
2. Correctness .
We first show that the sender can compute the value B for
the receiver subset S,. Let F (x)=[],_ (x+H(UD)) be ex-

DeS,
pended as Ifsl(x)=Zf;‘lcjxj for some c¢;€Z, . Note that

s, =1eZ, . Then, AR can be computed as H‘js’!h?" where

=1 ?

hy=h . Then, for random reZp , we have that

B =(v K"y =(v, .hnloes,-(a*'H(ID)))r )
Next, we verify that K is correctly derived from the well-formed
Hdr. To easily show that, we use the following notations:
P; (D)= [] (x+HuDY),

ID'eS; WD

P’(D)= [] HuDY)

ID'eS; WD
then,
F, (x)/(x+H(UD)) = Hms, wp (X +HUDY) =P} (D).

1S;1

1 :
As above, let FS,WD(x)=;( Lex _Hlu'es,\IDH(ID')) for
some e, €Z,. Note that e; =leZ . Assuming ID € S,, then
user with identity ID decrypts as:

K= e(A’hFSi m(a)) -e(dp,,B)
e(dlD,l ,C)

]”HID'&S,\IDH(ID')
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- Ve(P{, (iD)-PZ (IDY) £
={e(g e a(Ps; - (D)-Fg ( ))_e(gll{a+H(1‘D))’uirﬂ, A s,(a))

e(gﬂ,/(aﬂl(ll)))’uia)
= (e(g,h;rpfll 2 (ID)+rF . e(g, hrP;‘,.,,UD)))wPiuD)

P& UUD) WV PE UD)
=(e(g, )

=e(g,h)’
as required.

IV. Conclusion
We introduced the improved identity-based broadcast encryption
(IBBE) scheme with sub-linear size ciphertexts and constant size pri-
vate keys.
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