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A Threshold Determining Method for the Dynamic Filtering in Wireless
Sensor Networks Using Fuzzy System

of 4 zoldl H, =0 &
(Sang-Jin Lee, Hae Young Lee, Tae Ho Cho)

Abstract : In most sensor networks, nodes can be easily compromised by adversaries due to hostile environments. Adversaries may
use compromised nodes to inject false reports into the sensor networks. Such false report attacks will cause false alarms that can
waste real-world response effort, and draining the finite amount of energy resource in the battery-powered network. A dynamic en-
route scheme proposed by Yu and Guan can detect and drop such false reports during the forwarding phase. In this scheme, choosing
a threshold value is very important, as it trades off between security power and energy consumption. In this paper, we propose a
threshold determining method which uses the fuzzy rule-based system. The base station periodically determines a threshold value
though the fuzzy rule-based system. The number of cluster nodes, the value of the key dissemination limit, and the remaining energy

of nodes are used to determine the threshold value.

Keywords: sensor networks, false data injection attack, false reports, security, fuzzy.
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