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Study on Steganographic Methods and Its Applications
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Abstract: In this paper a detail study of existing steganographic methods are presented. An example is given of LSB substitution
with uncompressed domain i.e., BMP image. In case of compressed domain JPEG image steganography is presented. Almost all pop-
ular steganographic algorithms, such as JPEG JSteg, F3, F4 and Selective Block Steganography (SBS) are described. The applica-

tions of steganographic methods are also presented briefly.
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1. Introduction
Steganography, the art and science of invisible communication,
aims to transmit information that is embedded invisibly into carrier da-

ta. Different from cryptography it hides the very existence of the secret.

Its main requirement is undetectability, that is, no method should be
able to detect a hidden message in carrier data. This also differentiates
steganography from watermarking where the secrecy of hidden data is
not required. Watermarking serves in some way the carrier, while in
steganography, the carrier serves as a decoy for the hidden message.
The theoretical foundations of steganography and detection theory
have been advanced rapidly, resulting in improved steganographic al-
gorithms as well as more accurate models of their capacity and weak-
nesses. However, the field of steganography still faces many chal-
lenges. Recent research in steganography and steganalysis has far-
reaching connections to machine learning, coding theory, and signal
processing. There are powerful blind (or universal) detection methods,
which are not fine-tuned to a particular embedding method, but detect
steganographic changes using a classifier that is trained with features
from known media. Coding theory facilitates increased embedding ef:
ficiency and adaptiveness to carrier data, both of which will increase
the security of steganographic algorithms.

I Literature Review

Least significant bit (LSB) modificationi method is considered as a
pioneer work of steganography. LSB modification and LSB matching
have two different application areas. LSB modification is popular for
uncompressed domain, while LSB matching is popular for com-
pressed domain. It is found that detection processes of these tech-
niques are also different. Nowadays, steganographic techniques are
getting more secure against statistical attacks and undetectable by oth-
er different attacks. Many innovative steganographic algorithms are
developed within last decade. Among them, [4, 5, 6, 7, 8] are most
popular. However, many researchers are also having interest to break
steganographic schemes. There are several steganalysis methods in-
vented within last decade [3, 9]. Among them statistical attack [9] is
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one of the most popular and effective attacks in steganographic world.
Another famous attack is the calibrated statistics attack [1, 2].

Data hiding methods have to be designed to make them secure
from statistical attack because this attack is relatively easy to combat.
Simple solution against this attack is keeping the same or similar stego
image histogram to the original image histogram. However, keeping
the same shape of a magnitude histogram is not easy to achieve as
long as the coefficient magnitudes are altered.

Note that one branch of past history of steganography was invent-
ing methods to preserve the original histogram perfectly. LSB over-
writing methods including OutGuess [4] can preserve the original his-
togram almost perfect (in fact, not absolutely perfect). This method
modifies half of the nonzero coefficients and corrects the distorted his-
togram by adjusting with the rest of unused coefficients. In general,
perfect preservation is not possible because data pattern is not ideal,
but random.

The most popular and revolutionary method is F5 by Westfeld [9].
FS method [9] also tries to narrow the gap between original and modi-
fied histograms by decrementing nonzero JPEG coefficients to 0 and
applying matrix embedding and permutative straddling.

IIL Detail of Existing Methods

In the digital imaging world, steganography begins with uncom-
pressed domain. In uncompressed domain data hiding was made by
changing the LSB of image pixel value. LSB modification or substitu-
tion method is quite successful. LSB modification method is nearly
impossible to detect.

‘When attackers start believing that LSB modification method is dif-
ficult to detect then they start to destroy all uncompressed images
whenever they got chance. Any kind of uncompressed image is suspi-
cious for attacker (i.e., Steganalysis). As the technology is upgrading
new techniques are also coming from good researcher. Since, uncom-
pressed domain became suspicious for Steganalysis researchers
moved to compressed domain. In uncompressed domain JPEG JSteg,
F3, F4, and F5 method is popular. Most of the methods developed
based on them (i.e., JSteg, F3, F4, and F5).

1.  Uncompressed domain
The LSB modificationsubstitution is the popular and pioneer work.
This method is very simple and difficult to detect. The LSB modifica-
tion method is undetectable because after data hiding, it does not make
significant change in image histogram.
In LSB substitution method every pixel value is used to hide one bit
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of data. If the pixel value is odd and hidden bit is 0 then the pixel value
is increase or decreased by one. Similarly, is the pixel value is even
and the hidden bit is 1 then also that particular pixel value is increase
or decreased by one (i.e., to hide ). More specifically, the odd pixel
values are representing hidden bit 1, and even pixel values are repre-
senting hidden bit O (see Fig 1).

20 21 24 27 31 34 35
0 1 0 1 1 0 1

Fig 1. A typical example of pixels and bit representation by the pixel
values, odd pixels ore representing 1, and even pixels are 0.

From the given example it is clear that as pixel value 20 is even, thus
pixel value 20 is representing 0. On the other hand pixel value 21 is
odd, representing 1. If any method would like to hide 1 in all given
pixels then even pixels need to change by one, while odd pixel values
will remain same (see Fig 2).

21 21 25 27 31 35 35
1 1 1 1 1 1 1

Fig 2. Even pixel values are increased by one to represent 1, and odd
pixels are remaining as it was.

2. Compressed domain
Compressed domain means working with coefficients instead of pixel
values. In case of compressed domain the hiding capacity is lower
than uncompressed domain.

JSteg:
Positive and negative AC coefficient values are used to hide data.
Even positive AC coefficient values are representing 0 and odd posi-
tive AC coefficients are 1. In case of negative AC coefficients, the sit-
uation is little different. Odd negative AC coefficients are representing
1, while evens are 0. Remarkable point is during modification 0 and 1
was skipped (see Fig 3).
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Fig 3. Data hiding technique by JSteg algorithm.

F3:

Positive and negative AC coefficient values are used to hide data.
Even positive AC coefficient values are representing 0 and odd pos-
itive AC coefficients are 1. Similarly negative odd AC coefficients
are representing 1, and evens are representing 0. Remarkable point
is during modification only 0 was skipped, -1 and 1 shrinkage to 0.
in case of hiding 0, AC coefficient value -1 shrinkage to 0, and simi-

larly in case of hiding 0, AC coefficient value 1 shrinkage to 0 (see
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Fig 4).
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Fig 4. Data hiding technique by F3 algorithm.

F4:

Positive and negative AC coefficient values are used to hide data.
Even positive AC coefficient values are representing 0 and odd pos-
itive AC coefficients are 1. At the same time negative even AC co-
efficients are representing 1, and odds are representing 0. Remark-
able point is during modification only 0 was skipped, in case of hid-
ing 1, AC coefficient value -1shrinkage to 0, and in case of hiding 0,
AC coefficient value 1shrinkage to 0 (see Fig 5).
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Fig 5. Data hiding technique by F4 algorithm.
F5:
The algorithm FS5 is quite different with previous method i.e., JSteg,
F3, F4. In F5, matrix encoding technique used, a 7-3 technique is
widely used to embed hidden bits. In that case one coefficient is
changed out of 7 coefficients stream and represents 3 bit.
7-3 matrix embedding is similar with 3-2 matrix embedding (see
Fig XHere, a; is position of coefficient and x; is hidden bit. 3-2
matrix encoding is following (see Eqn. 1, and Eqn. 2)
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SBS:

Selective Block Steganography (SBS) is a completely new method.
Where, the authors of SBS proposed the data hiding without changing
the nonzero AC coefficient values. They proposed the data hiding
technique by changing the number of zeros. In between two nonzero
AC coefficients are used to embed their hidden bits (see Fig 6). First
they separate some 8x8 JPEG blocks, which they named as a selective
block (SB) and later they fix a size of shifting zeros (either to left or to
right). The size of selection is determined by a threshold value (see Fig
7.

% 1 0 0 2 0 4 0 1]EoB

0 0 1 1

Fig 6. Data hiding technique by SBS algorithm.
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Fig 7. Data hiding technique by SBS algorithm.

SBS is the first method which is not changing any nonzero AC co-
efficients and can preserve exactly same histogram as original image
[101.

1V, Applications of Steganography

Steganographic methods have several application areas. Such as,
fingerprinting, forensics security, watermarking, and secret data
transmission.

Fingerprinting, to maintain criminal database and authenticate
them, steganographic methods may use. Steganographic images or
texts are invisible not accessible by other people.

Forensics security is an ernerging area for security and authenticity.
Steganography also can be use in forensics security.

Watermarking, is kind of steganography. The basic difference is in
case of watermarking the existence may be known to all. Steganogra-
phy conceal the existence of hidden information. All the application
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areas can be use as a steganographic application area.

Secret transmission, it is seen that steganography can be very use-
fiul for secret communication. Before the 941 tragedy, the terrorist
group communicated with each other by using steganographic images.
Instead of mail, they choose steganographic images and texts. Top se-
cret government communication can be done by steganography; also
it can be helpful in battle-field.

V. Conelusions

This paper described few existing method of steganography, and al-
so gave a brief about applications. This paper can be very helpful for
the people who are working in the area of steganography and water-
marking. This paper also described the SBS method, which is notice-
able work and can be improved in future.
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