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Abstract : Recently, Lu and Cao proposed a password-authenticated key exchange protocol in the three party setting, and the authors
claimed that their protocol works within three rounds. In this paper, we analyze the protocol and show the protocol cannot work
within three rounds. We also find two security flaws in the protocol. The protocol is vulnerable to an undetectable password guessing

attack and an off-line password guessing attack.
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1. Introduction

Password-authenticated key exchange (PAKE) protocol al-
lows two communicating parties to share a session key over
an insecure channel. In 1992, encrypted key exchange (EKE)
protocol, which is the first version of PAKE, has been pro-
posed by Bellovin and Merritt [2]. In PAKE, two communi-
cating entities identify the communicating partner using a
shared password. Hence they should share a password prior to
establish a common session key under the protocol. In this
case, each entity may store many passwords to communicate
with several entities. Then the number of passwords that
stored by an entity corresponds to the number of clients who
are expected to establish a session key with the entity. It is in-
convenient to remember all the passwords since the number of
human-memorable string is limited. To solve the problem,
three-party password-authenticated key exchange protocol
(3PAKE) has been proposed which allows two clients estab-
lish a session key without share a common password. In the
setting, each client shares a password with a trusted server, and
the server helps two clients to establish a session key. The
main advantage of this solution is that it provides each user
with the capability of communicating securely with other us-
ers in the system while only requiring it to remember a single
password. Though the server should participate in the proce-
dure for establishing a session key between two clients, each
client can share a common session key using different pass-
words. Until now, several papers [1,3,4,5,8,9] have considered
password-based key exchanges in the three-party setting.
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For 3PAKE, round efficiency is important when session
keys are exchanged frequently, because the server should par-
ticipate in the execution of a protocol.. Especially, for mobile
applications, to reduce the number of round is very important,
because the mobile networks have limited bandwidth. Until
now, many protocols have been proposed to reduce the num-
ber of rounds. Recently, Lu and Cao proposed a round effi-
cient protocol [6] which requires only three rounds.

In this paper, we analyze the protocol in [6]. Firstly, we
show that Lu and Cao's protocol can not work within three
rounds. Moreover, we also show that the protocol has two
weaknesses. The protocol is not secure against an undetectable
on-line password guessing attack and off-line password guess-
ing attack.

I1. Review of Lu and Cao's

In this section, we review the protocol in [6]. System parame-
ters are defined as follows. Let p,q be prime numbers such that
p=2q+1, and G be a cyclic group of order q. Let g, s and t be
distinct generators of G Let H:{0,1}* = Zp and H:{0,1}* >
{0,1}* be two distinct hash functions that map a string of arbi-
trary length to an element of Zp and k-bit string, respectively.
In [6], two hash functions are not precisely described, and so
we use usual settings. Note that, in [6], Lu and Cao argued that
their protocol works within three rounds, but it requires actu-
ally five rounds. Hence, we re-arrange the execution of the
protocol as follows.

Round 1: A client A chooses a random x in Zq and computes
X=

'™, Note that, the identity and password of A are id, and
pwl, respectively. Similarly, we define that the identity and
password of B as idg and pw2. A initiates a protocol by send-
ing id,[X to B.

Round 2: When B receives id4||X, it chooses y in Zq and
computes Y=g*t™*2. Then B sends id,|[X|lids[[Y to S.
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Round 3: S computes g=X/s"™' and g'=YA"™*. S chooses a
random z in Zq, and computes (g')* and (g")". Let ids be the
identity of the server S. Then, S sends XY to B, where
X=g”H(id,, ids,g") ™' and

Y'=g“H(ids, ids,g") ™.

Round 4: B computes g* = Y/H(idg, ids,g’) ™, g¥"~(g")’
and alpha=H(id,, ids,g™"), and sends X|jalpha to A.

Round 5: A computes g,=X/H(id,, ids,g") ™' and g"~(g")".
He checks whether alpha =H(id,, idp,g™*) holds or not. If it
does not hold, A rejects the protocol. Else, A computes
beta=H(id, idA,g”") and sends it to B.

Verification Phase: B checks whether beta = H(idg, ids,g™")
holds or not. If it does not hold, B rejects the protocol. If the
protocol is not rejected until the final round, A and B compute
the session key as sk=H'(id,, id®,g?).

III. Count the Number of Round

In this section, we show that the protocol in [6] cannot work
within three rounds. To count the number of round, we adopt
two notions, a step and a round, which are defined in [7]. One
step is the event that one party sends communicating mes-
sages to a single party at one time. A round is defined as a set
of all independent steps that can be processed in parallel. Note
that, Lu and Cao also use the same definition of round.
Though they did not mention about the notions, they compare
their protocol with the protocol proposed in [7] in terms of
round efficiency under the same measure.

Under the definition of round, we can see that two or more
parties can send their communicating messages simultane-
ously in a round only if each communicating message can be
generated using a set of previously obtained data. Under the
observation, we explain the reason why the protocol in [6] re-
quires actually five rounds rather than three rounds.

In [6], Lu and Cao misuse the concept of round. By defini-
tion, a round means a set of all independent steps that can be
executed in parallel. However, some processes are tied up
where they can not executed simultaneously. In {6], Lu and
Cao claimed that Round 1 and Round 2 are executed in one
round. However, B can not send idA|{X|lidg|[Y before B re-
ceives id4|X from A in Round 1. Moreover, they claim that
Round 3 and Round 4 are executed in one round, but, B can
send Y'jalpha to A only if B receives XY from S. Conse-
quently, their protocol requires five rounds.

IV. Cryptanalysis of Lu and Cao's Protocol

1. Undetectable On—Line Password Guessing Attack

Let E be an adversary whose goal is to find A's password,
and we assume that E has it's own valid password pwg. E exe-
cutes the following steps to mound an undetectable on-line
password guessing attack.

Step 1: E guesses the password of A pw,', computes X=g's™*
and Y=gt"F for x, y in Zq, and sends id,[[X[lidz|[Y to S. Then,
S computes X' =g”H(id,, idgX/s™) ™ and Y =
X/ H(idg, ids,g") ™ for z in Zq, and sends them to E.

Step 2: For given XY, E tests if the following holds:
(XVH(idy, ids,g") PV =(Y/H(idg, ids,g”) Y. The equation
holds only if the guessed password is correct, so E can check
whether a guessed password is correct or not.

When E tries to test if a guessed password is correct or not, A
can not recognize that someone tries to find its password,
since S sends all communicating messages only to E. More-
over, S also can not recognize E's attack, since the server does
not explicitly verify two clients.

2. Off-Line Password Guessing Attack

If a password of A is odd, an adversary E can mount an off-
line guessing attack. Since H is not precisely described in [6],
we define it as in Section 2.

For a message m, H(m) is an element of G or Zp/G = {x | x
in Zp but not in G}. It is easy to see that x = 1 mod p for x in
G and x? # 1 mod p for x in Zp/G E collects X and X' from a
valid execution of the protocol. Note that, X® # 1 mod p if
and only if H(id,, ids,X/s™Y*q # 1 mod p and pw, is odd.
If X? # 1 mod p, E guesses an odd password pw,', and
computes tau = H(id,, ids,X/s™**)* mod p. Note that, the con-
dition X #1 mod p holds only if the password is odd.
Hence, in this case, all even passwords can be excluded from
the set of probable passwords. If tau = 1, E discards pw,' from
probable password space. The adversary tests for all candidate
passwords. Note that, Prx in G]=Pr[x in Zp/G]= 1/2, since
IGI=|Zp/G|. Hence, E can exclude 50% passwords from the set
of candidate passwords which holds tau = 1. In this context,
we want to emphasis that a hash function should be designed
carefully. If the hash function is designed as H:{0,1}*-> G the
protocol can be secure against our attack.

V. Conclusion

In this paper, we analyzed the simple three-party key ex-
change protocol, proposed by Lu and Cao, and showed that it
is insecure and it can not provide key exchange within three
rounds.
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