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Probability Adjustment Scheme for the Dynamic Filtering
in Wireless Sensor Networks Using Fuzzy Logic
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Abstract : Generally, sensor nodes can be easily compromised and seized by an adversary because sensor nodes are hostile environ-
ments after dissemination. An adversary may be various security attacks into the networks using compromised node. False data injec-
tion attack using compromised node, it may not only cause false alarms, but also the depletion of the severe amount of energy waste.
Dynamic en-route scheme for Filtering False Data Injection (DEF) can detect and drop such forged report during the forwarding
process. In this scheme, each forwarding nodes verify reports using a regular probability. In this paper, we propose verification prob-
ability adjustment scheme of forwarding nodes though a fuzzy rule-base system for the Dynamic en-route filtering scheme for Filter-
ing False Data Injection in sensor networks. Verification probability determination of forwarding nodes use false traffic rate and dis-

tance form source to base station.

Keywords: False data injection attack, false traffic rate, fuzzy logic, verification probability adjustment scheme,
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