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Scenario N: System administrator protects
information mitigating stealing card information

Actor Use case Relation Misuse case
System Protect . Steal card
Administrator | information Mitigate information

Scenario M: A malicious man floods system
threatening access of web page

Actor Use case Relation Misuse case
Malicious Access web
man page Threaten | Flood system
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Scenario 1: System administrator inputs screen to
mitigate spread malicious code

Actor Use case Relation Misuse case
Spread
System . " L
Administrator Screen input Mitigate malicious
code
Scenario 2: Outside crook reveals customer threatening
register customer

Actor Use case Relation Misuse case
. Reveal Register
Outside crook customer Threaten customer
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Use case Register customer
’ Scenario | Scenario .
Scenario Mc'::ze Relation | Possibilty | weight (PR)I(S\II(\I)
(P (W)
Flood
1 systom | Thieaten 0.8 098 | +072
2 Get | peaten | 07 +06 | +0.42
privileged
3 Reveal | r)/0aten 0.4 +04 | +0.16
customer
Total risk 1.3
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Use case Total risk Rank
Register customer 13 1
Order goods 0.84 3
Submit question 0.52 4
Submit review 0.33 5
Screen input 0.91 2
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