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A Study on selection of the Type and the Technique for the Hazard Analysis
of the Train Control System(mock-up)
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ABSTRACT

It has been studying actively that the process and the methodology for the safety security of
the system suggested from international standards and domestic/abroad materials in Korea.
However, these process & methodology can generate a lot of errors and deficiencies because the
system is applied without considering the system characteristics and its scope (such as
hardware, software, interface, etc.).
Therefore, the type is defined as the safety process with the basis on general development
process in this study, the potential hazards of the mock-up system which is developed are
extracted thorough selecting a technique according to each type. In addition to it, the effect
is compared and analyzed with various technique selection by each phase of the development

process.
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2. System Safety Process

System Safety Process= 7|@E = Al2®Hlo] UYAlstz g AAZS Yo} AL 3+
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2.1 Safety Process A

System Safety Processiz 3lute] Holi wxdgom S=3s 4= glon sfastax 3=
Processoll we} f54 o2 F~3 ),
o] 714 3= Processt Lifecycled L3k 7jdew A3, =2 System Process (System
Lifecycle):= System® thFgh 274 3z we} WAo] Hm=2, 94249 = System ProcessH
Aol FAEH o|o] wa} A3 A System Safety Process B dAS A3 A ).
2.2 Safety Process B % A9
System Safety ProcessE ThL3} 7o A FFE L XA Hosta ¢rt.
IEC 6150
afety Process
IEC 622
MIL STD 8
<Z1¥ 1. Safety Process 2| +2>

H
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Process Hludlo] the3} o] H&HFYIT}.

Ao = ware] kAl MIL_STD_882D9] Safety Process®t IEC6150894] #| Al 8l

<3 1. Process H|ul>

MIL_STD_882D

IEC 61508

Safety Plan| 1 |& » 1 |Concept
Identify Hazard| 2 Kﬁ 2 |Overall Scope Definition
Assess Hazard Risk| 3 |« B 3 |[Hazard and Risk Analysis
Identify safety measures| 4 |« » 4 |Overall Safety Requirement
Reduce Risk| 5 |« » 5 |Safety Requirement Allocation
Verify Risk Reduction| 6 \‘ 6 |Overall Planning
Review Hazard & Risk| 7 7 |Safety related systems E/E/PES
Track Hazard| 8 8 |Overall Installation
\ 9 |Overall Safety Validation
10 |Overall Operation and Maintenance
el AAE A2 Safety Process®] WAE T 53 T AlE3t AJAk & dAE F
mock-upA] =€lo]] &3t 4= 9)= Safety ProcessE ThE-3 o] £A&}3ith.

1. System Definition
2. Safety Plan
3. Hazard and Risk Analysis
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" 3.1 Hazard Identification
] 3.2 Consequence Analysis
. 3.3 Risk Estimation

3.4 THR Allocation

Safety Requirement

Hazard Control
Safety Test & Validation
Safety Case

Safety Assessment

L]
© © N> gk

Safety Approval

3. Hazard Analysis Type

= (Conceptual design hazard analyusis type — CD type
= Preliminary design hazard analysis type — PD type
= Detailed design hazard analysis type — DD type

= System design hazard analysis type — SD type

= QOperations design hazard analysis type — OD type

= Health design hazard analysis type — HD type

= Requirements design hazard analysis type — RD type

Ak ge BANypes ©AHA FAe AA A2l YT 5 9= FAHA HazardS BEF 3}
of nrt g AARS FRG & 9
Uhre] 192 Hazard analysis Typeo. 2 Q13F AEHo ek /HEfes wojEt.
Hazards
\ CD Tvpe |~ «— Concept
[ PD Tvpe |
| R | «— Preliminary Design
BD T
\\ S | «— Final design
S0 Tvpe |

+«— Test

+«—— Operafion

e, (O T
Residual Risk

<19 2. Hazard filters >
Hazard Analysis types AA| A]~®l 702 Lifecycleol A tf23 o] njx] %},
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SDR : System Design Review ‘ D
PDR : Preliminary Design Review ‘ oD
FDR : Final Design Review I

Development
Concept - - ) ) )
Definition Preliminary Deta!led Test Production Operation Disposal
Design Design
SDR PDR FDR
o ] (o) |

T
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4. Hazard Analysis Technique

Hazard Analysis Techniquel ®j-¢- thekalm | 1o B2 EAS Xy oy, 23 7)o 7 A2

<Z1¥ 3. Lifecycle®} Type>

of 8%+ Technique A28 5243} Techniqued] A3l A st 4 &stojof o).

- FA 2l EN501299) A= Software®] Hazard Analysis Techniquel & t}S-3} 7+o] SILo| wig} H1L
i QT
<3} 2. EN50129 HL Technique>
] SIL 1 SIL 2 SIL 3 SIL 4

PHA HR HR HR HR
FTA R R HR HR
Markov diagrams R R HR HR
FMEA(FMECA) R R HR HR
HAZOP R R HR HR
Cause-consequence diagrams R R HR HR
ETA R R R R
Reliability block diagram R R R R
Zonal analysis R R R R
Interface hazard analysis R R HR HR
Common cause failure analysis R R HR HR
Historical event analysis R R R R
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<3 3. Technique® E4 Hal>

. |Identify . .
; Identify ; Qualitative/ .
Technique Type Root |Lifecycle Phase . . Level of Detail
Hazard Quantitative
Causes

PHL CD Y N CD~PD Qualitative Minimal

PHA PD Y P CD~PD Qualitative Moderate to in-depth
SSHA DD Y Y DD Qualitative In-depth

SHA SD Y Y PD~DD~Test Qualitative In-depth
O&SHA 0] Y Y PD~DD~Test Qualitative In-depth

HHA HD Y Y PD~DD~Test Qualitative In-depth

FTA SD, DD P Y PD~DD Qualitative/quantitative | Moderate to in-depth
ETA SD P P PD~DD Qualitative/quantitative | Moderate to in-depth
FMEA DD P P PD~DD Qualitative/quantitative In-depth
HAZOP SD Y P PD~DD Qualitative Moderate to in-depth
FaHA DD p p PD~DD Qualitative In-depth

FuHA SD p p CD~PD~DD Qualitative Moderate to in—depth

|

Aok 22 Technique®] 545 arefste] AabAlof Al=8Q1 mock-upAl 8ol a3} ko] #8530 tt.
4
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Primary Analysis

Analysis Type Coverage Hazard Focus )
Technique

CD Conceptual design System hazards PHL

PD Preliminary design Systems hazards PHA

DD Detailed subsystem design Subsystem hazards FMEA, SSHA

DD, D Detailed subsystem deéign/ Subsystem hazards/ FTA

Integrated system design Integrated system hazards

SD Integrated system design Integrated system hazards ETA, SHA, HAZOP

0D Operational design Operational hazards 0&SHA
B Ao A 438 Analysis Techniquee FMEA®} SSHAS] Hlmlo]t}, =1 o]f+ A 8%+ mock-uph
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5. A&AHl
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5.2 SSHA (Subsystem Hazard Analysis)
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5.3 FMEA (Failure Mode & Effect Analysis)
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System Level !

Failure Effects

Subsystem
Level

Failure Mode
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Failure Effects
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