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Design of safety policy and mechanism

for dynamic kernel update with function—granularity
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Ha A=Y BYE} Fogel gep Hek oY A} G5 o] HyYstm Y. ofF 7] fls Lok
A7} WEHT QA A2 Auze] Feo] Basty WA A Yol HEHA El AHY FH§o] =
o EA} WYFG feE o]ee EAE A7) fs GHIEY] sl AYL A9 F v 55 ¢
Hol= +28¢l DUNKE #7518ch DUNK= A2 8 gl Yelo|E& 7157 5, Bok 719l MAFIAS
oJgsl ¢lelel YHlEE FYch MAFIAE wlor]e] % 229 2 YIE BAFOZH AYE F7F 7]
E P T WU PSVEF Hu, o] HFHE e AFUT. B =FAE DUNKS] 449 MAFIA
o duElE @ o sl 7)ok

1. A8
A" 127 48 o A w2t Alz="e] A 2 FHoA B B2 oyt HAS, olE HeF FHH
(security vulnerability)2] WAoo 2 olojRt}. FH o3t ROl FHIFHEL v At TAZ AAHIL 3o

u = ZY7)e TEYoA] AFsE NVD(National Vulnerability Database)®t e w712 <l Bel FHokd g A}
O|EX AT, o] HolE wo]lays HeE FHokdo| gk Bu Qo FAHE % X (patch) FERE A

Algsttt, 2y [1]o] o2W, Rusya six7F AlFd Bl FHekd S A28l #HEAEo] AAR A 7R =
;M ATro] AEAY, ofd FAEA &GE FHow YEIHTE. o]FA A7} AAHE olfFE AAR AFTsIA A
Hl27F S9EE Zo] & &35 7FH 7] witelal, A= X9 kg g Al=7 #ExEe bzt wi
o] t}.

2 =idAE ol A9 HAS f3 WA EHF AAE A AdY T+ I 4 QUHolE Al ~HQ]
DUNK(Dynamic Update in Non-updatable Kernel)& #|¢tstt}. A9 220 JHO|EE Alx¥lo] 8 F<2l )
oM AFTFLolt AMAIARC] ALE FHE F v 7IHolth. wEA AH 29 T glolk Het A& A&
g 4 k. o]y s YJulolEE ulolyE] WEo] @ev) ol T W2 FEE AL A AL V1E AL
of Vi AAFE AR 8 F YA T kA B2 AY ANde AMEE= C8F 22 I Ao E g

Bt HAE w2 R S A fvk. el $-E= DUNKS] Hel vmMow Hy A
MAtching the Footprints of Indirect Accesses) 71WS AT, MAFIA 7|HLS 71& A
2 dY9s A 7t 79 BVl FYHoR o] #Eske Aol vl {JHoE =
behavior)& #4138l 7|& ZTo] H 9t TUTFA A= 7IHolth. MAFIAS &83td uolEstd = =
=7t Ff dlolEe] el dojA 71EY ZE9 U TS dvte S BT 5 Qlvh. wEhA duHo]Ee

ofalf Adel kAol At As HxdE A Aol tig A AAE BT Al A
Zholl Ay il

FHe D Aula S8 gle dHlolE, 2) A& A Ast HasE A% B¢ AF 4, 3) FEF LT &
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B9 Mg A 7HA AA EEE ztm DUNKE A8 DUNKe ElolEx §4 @99 57 duolES
Agsv, s FES A FES QUE ZEz Erldt wEolz dAst A% wed FAL A9
DUNKE 918 B¢ X& 25 /158 QndE 5= Jes Asor Buh ol§ 9% A H3e A8 AdsA
@7 Mol J1E AY ARE N9 A8AE AL BAE U FEF + 3ok DUNKe] nek BEE JIE B
S WY G4 AL A dolEo] B access behavior)& ¥43te] A28 B4} AT 3
Ao wet HulolEe] 8 AR E AET —’F %E% sk Aol o7IA HZ ol dolEol vig dd
(Y71, 271, F8)o] o]FolA= HA& =+ YE D] o' Fdd g Fovke] ofd, oy F
5 A EI E2FeT o)l HE P v‘i‘—*ﬁ*’s}‘?i Mg =7k Adel g8 od H2E =R & F Ax
ghoF 7 Az HE 53%7} e A AT, Add vXe FFE X FEE = Aok

DUNK¢] HeF 23 E 2437 93 7oz gl MAFIA(MAtching the Footprints of Indirect Accesses)E&
e = MAFIA“ AT 52 £4%o H2 7 HEEE 7ok= 7| e® DUNKe] Bt A3 pista
Ag3he wwe] Arh MAFIAY $4& 1) SHAE 32 £4 7]y, 2) ¥4¢ §F 32 A% 44, 293 3)
QUICIE Z=FE 4% " AgH IR E=A] AARRIE BAE o8&t FAUE Sy okl ¥ 13
F lo] B =& Fa% Aol o] dugFs 7IE Z= HUolE ZE FFo 5t =EE AHAE H
A BAst AlAY @A F Ao ol tiE S0 FOoEN PUo|ET} o] FolXth
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)
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Rd: Destination Register and its number g8 3% Hel 28
Rs: Source Register and its number <HAAE/GIPEI0 e BHE 2>
ACL: Access Control List 2171 RD(where)
OIolE X2l | 2010 WR(where)
lists regs[ALL_REGS]; illinked string list (ADN/MDN) | <BITAEH/BZ2I 0 e 2T 52>
all regs[] = "INITnr;"; /fwrite down to all register 271" RD[where+@] *3J[: WR[where+@]

* where = R ESHS I EHEHS

for(each instructions) { <EE WFEE9 2
if(Rd is updated) 2ZA 22| BAW (Always)
alloc new block to regs[Rd]; =21 Al BT (Taken)
=1 EH0 | HIE2I|Al: BNT (Not-Taken)
Write expressions to block following the table 1. <ZE gFF O/ e
dE/ =W = BOUT
if(tREAD or WRITE occurs) » 2= \x, A 7128
specify the unrolled expression to ACL; @ IIL M0 Z=EtE HL, olof oist
Ho HAH 23 Mol =3
Call reculsively itself when in-bound branch is taken @ “HEHo 0|8 4 njgsti” Ji2
At the end of code: alloc new block, write “END;” and POP: PP Rs
terminate this function AEH oz FUSH: PS Rs
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B =2dAe Bt sAZ Q8| A" Aulse] Feo] RS AY A2 ] AAE Pl AHdtHe As
FE8te] )9 Hgo] ZojA= EAE HAsty] 918 DUNKSF MAFIAE AlbetAtt. DUNKS] A7 9} ofo &
2% 71, 28a A8 7 LHAES AAEReH, MAFIA 719 dngEad TAHQ 4% Ws Vs
Atk MAFIA 7199 AHgo 2 7]& $ 2= AY vRe H2 S dUlolE 59 3=rt F&es
Aok w3 FHog T4 9 HFo] 7bsdty] Wi e Fe Adt=: LA Feth DUNKSE MAFIAS] AR
oz e T4 A4 FUclE 7IHS dA FGulclEAC] NAHA & AddA dAsA #3E + Ao @
A $8¥ DUNKS} MAFIAS ARM wAlo|x F&sla gt #7112 MAFIAZ o] &3 A2 447 A4 Hig
oy Bek Xo] HEsRE A7rt B Aol

A
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[1] W.A. Arbaugh, et al., “Windows of vulnerability: a case study analysis,” Computer, vol. 33, no. 12,

2000, pp. 52-59.
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