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Trojans, Trojan Clickers, Trojan Downloaders, Trojan Droppers, Trojan Proxies, Trojan Spies,
Trojan Notifiers 7} At}

°old =9 Native API 545 3tetatr] 9184 Kaspersky lab. ¢ ot A= &7 Wijel] what ofAd
F=E FHIAG6]. 183n FHE HHIESE eiﬁ H el Aol IDT AL T2 71HS
AH§- }0:1 Native API AR S8t 288 FAafdolre SdAAE= Windows XP SP2& 43t
Rom, F 235 /e oA d Ed A&gPsdet. 19 Axz A= BF

[e) %
o ULP% Native API ¥1% ﬁ‘ﬂé}‘ﬂ ddIE BFol mWE Native APl ¢ %53 RIEE 4H&EsA T
71 3 W= 2472 Native APL 9] W45 0014 19 H9olM %
Classic Viruses °lA+= DOS/16 bit =15 AP 3st7] gk 7HF wAl A4S 27| shst= AS
T+ NtVdmControl®] #F3t RI%E7F 014 o] o= vgkal 3o do]yE 2= NtWriteFile % 7
Aol AES vwkslsl= NtClose Z} 0.06, 0.06 o]Ao = =A yEsth Network
|

M
o
o
S,
o
o

lo
=5
M
ot
L
bt
rl
)

Worms ° 4= NtClose 7} 0.09 o]’d o= vsgka AEA 5ol FETA FRESHA F2AE A5
NtUserValidateHandleSecure + 0.05 o]4to 2 UelwA|w EA A 07 File-Sharing Worm & 34 &
A7 3l= NtCreateFile ¢ %53} HWlZ7F 005 22 =4 A& =3 Internet Worm 3 IRC W

e Alz2"l Aol o3k ARE ©1 dE  Performance Counter AHEE dojox
NtQueryPerformanceCounter ¢ ZF 53 W=7} 0.049] |

Aoz =A YeEryth Trojan Programs o 4
NtUserValidateHandleSecure ©] 3% %3} WX+ 0.05 ©]’Fo]3l NtClose + 0.082.=2 3x+3t W%V =11
Trojan Proxies 9lA & EA At & A S A AA7]= NtDelayExecution ¢ #+3}
Wx7t 025 2 7B =Y. Trojan Spies & EAS 23 Ho HAAE Bl {3k
NtUserMessageCall ¢ %3} ®1%7} 0.08 & =4 eyl

3. 48

B o=RoAs JAdmse 548 motsly] 98t E4E 71HF 1<l Native API & IDT AY &
Aok 7IME o8t w4, AT 4 s s Eiel wet 547 Native API 7F & &
T3 W= gho] A HAY ST GAHnEE HAD W 74 7 whet 543 Native APT o ¥&
3 I=E gQlshd sid A= ofw et WMol Sohe A FAS & A £ ERE 4 A=
To] wE Native API 54& ®bdsh ©4 &g]5S Windows Al2=§9] 342l oA IE §HA4
olgd & vk & ATE 7Iwksle] F5 W o] fAdm=el s Y A Adds sk, i A
A& F8 Native API ¢ %53t =S FA3vhd, oA s2=9] Native API 545 dntst & 5 3l
& Aotk

4, F3 &4

[1] Virus Chaser, http://www.viruschaser.com

[2] Quan Qian, Mingjun Xin, Research on Hidden Markov Model for System Call Anomaly
Detection, LNCS, 2007

[3] Miao Wang, Cheng Zhang, Jingjing Yu, Native API Based Windows Anomaly Intrusion
Detection Method using SVM, Proceedings of the IEEE International Conference on Sensor
Networks, Ubiquitous, and Trustworthy Computing, 2006

[4] Greg Hoglund, James Butler, Rootkits: Subverting the Windows Kernel, Pearson Education,
Inc, 2006

[5] Kaspersky lab., http://www.viruslist.com

[6] Offensive Computing, http://www.offensivecomputing.net

133





