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(3% 2) Serial port monitor
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ZE29 RS-232C cable & S&t
ctA WireShark OlA 2l HOLC =2
Sotti= S&0l EMEtC.

OlH4! DIEt0l OtYl serial cable EZ0WAML
g Z2YoZEs (O 2)2 EltimasoftAbel
Monitor 21201 ACt. Ol Serial Port Monitor

llJIO It
n =
on 0o
<t
N rr
Hﬂ o =
rH>” or
w2 [Pg
%0 rr
> >
H_Q |0 ﬁ:l!
[e]]}
202
62
mr
[m)
A =D ==

1]
10
:le
»o
I
_>u|_|
o
o
M
J

Eciy ZLIH
Serial Port
T2)E:2

A2l SAlatol AlY EiElg && L 2242 ol =CF. otXl
Ot Serial Port Monitor Z2082 SA ZZ2EZ0| &X O
OlEHE ASCII Xz ESdl = JI%OI 2F0I1CH. 2 =20

M FEEt Z20H#H2 A0M 2Fs8 F It ZE208 S HOLC
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3. DLMS/COSEM system
Client Client Client Server Server Server
Application | | Application | | Protecol Protocol Application | | Application
Process Layer Layer Layer Layer Process
| | | | | |
Client and Server connections are established
SERVICE.req
3| SERVICEreq
---------- ¥ SERVICE.ind
SERVICE.ind o
SERVICE.res
SERVICE.req
SERVICE.ind [€ = = = = = = = = = =
SERVICE.cnf

(02 2) DLMS/COSEM Service Primitive

o (A8 2)HM= ¢E 20 XIS Application process
2ol JIE&Fel &, =4 &S =c¢lH SELZ HEoW
QUCH. COSEM QIE{HIOIA ZHAZE MEDIH 0IR0Xese &I
HE HXeAo SHe SAU0IHE/MY TS Jl==2 &
Ct. Ol 2Z0AMe Sa2 ZUFC=Z Zel0IHE} AH
Application ZZAIA 2te] SAI0ICH. 0l AHIAE 20l E
et NMH  OoEe2AHolE EEHI& 2ol OIAIXT w#
(Service.requests/.responses)2 Sol  H3=ECH Olefst
Application process 2 YHE=2 o9 & EZZEZ9
Application layer2t2l HZ0| OI2RHXHA SH0|HE S&
HE9 22 HHE2IAHOIE MHIA @A (ACSE, xDLMS)2l =3

£ 2'0F APDUZ ZEEICH2]. Oleist APDUE T8 Z2E2
Zol 2ol aidor X E€Ch. oiE ADPUE=  IEC
61334-4-4101l Hol=l LIS WECH3]. CHEXAQI APDU EENZ
= COSEM APDUON =3h= AARQ, AARE JF U2, ACSE APOUOI
=0t= RLRQ, RLRESOI RULCH.

2k2F0
==

3. HDLC Protocol Format

Flag | Frame |Dest. Src, Control | HCS Information FCS |Flag
format | Address | Address
b 2 1,24 1 1 2 2 1

(O™ 3) HOLC =l 2Z=(Frame Type 3)

(08 3)H A= Frame Type32 EHEIE XLl= HILC Z2E2
oo REAE E0HF10 UCH. AIED OHXIZC| Flag Field
= BIsJ] d&29 Oz 20l 011111102 S XUA &
Ch. HOLC =AY 3IHE HISI AL 2SS 22ls Flag, Z
dle ZoN Ze Z0IE 2el= FrameFormat, Address
Field, &EHHO S&AZ DJiXle Control, 2LBHMUHE <I8
checksum field JF QUCH. HOLCOIM= Information field %
ol &H APDUDF CHIOI EICH.

| =

HL o

4. DLMS/COSEM monitering program
4.1 HOLC Monitoring &

Client 5 ; L Server
Applicaton |5, Service | Application
Process 4 Process
I I
Client Server
Protocol Protocol
Layer Layer

| Analyzer |
Data >
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(0 4)0lAE= Application process 22H HHO| WA K=
=2t2H ME0] Ze =24NNe HeEol SN S82 B¢
F0 JUCH. AH AISXOF =01210l= Client Applicaion

Process 2 E Server Applicaion Prosess JtXl Ht&Z AHIA

Z2|0IEIED MYE e HAHME “HXIH ot oA Protocol
LayerE AIUAN Z2IHSHM HEE2=2 OOIEHI MEE 00
SHCt.

4.3 Traffic Monitor Architecture

il
AL
x

S2 CH SHHE %2 2AAZE(pseudo code) 2 H
2 X0ICH.

& : 24 E Packet(or Frame) PACK,

& . Packet(PACK) S 24 &&.

ra

[w]

Wy 0 =

[+ET 2ULIE: AXN &, s4&e= OO0IH g8 E8+/
void Monitor (Packet PACK)
{
if( read(F) == TRUE )
Print the PACK packet.,
Analyzer (PACK);
else wait to packet

I3
A
x
o
[w]

[+ T3 W3l(or ZYyY)ES 22 A =
*/
void Analyzer (Packet PACK)

{

AJ|

HI

if( PACK == TCPformat )
Cut off the TCP Header.
print the WPDU Header information and
cut off it.
AnalyzeAPDU( PACK );
else if ( PACK == UDPformat )
Ccut off the UDP Header.
print the WPDU Header information and
cut off it.
AnalyzeAPDU( PACK );
else if ( PACK == HDLCformat )
print the HOLC frame header information and
cut off it.
AnalyzeAPDU( PACK );
else return False;

Il
i
ror

[+ APDU 24| @ SIHEEE WY APDUE =460

CH. =/

AnalyzeAPDU( Packet PACK)
{
APDUtype(PACK);//first byte is APDU Tag.
print another APOU field informations
by APOU type.

4.4 Monitoring

7E AB 2F 83 21 1@ 17 DD E6 E6 BA 68 21 8@ B2 B2 84 Al B9 B6 B7 66 85 74 B5 B8 A1
91 BE 10 94 GE B1 90 0@ V0 @6 5F 1F B4 B0 0@ 18 98 84 88 n9 32 VE

Send —
7E : Start flag

88 : FrameType

2F : Framelength

83 : Destination address

21 : Source address

18 : Control field

17 DD : HCS<header check sequenced

== Information Field =
E6 : Format Identifier
E6 : Group Identifier
B8 : Group Length

68 : AARQ Tag
21 : Length
80 B2 B2 84 : Uewsion
A1 B9 B6 @7 68 85 74 B5 68 81 :
BL : app ctxt

BE 1@ B4 BE B1 B9 6@ 6@ 06 5F 1F B4 80 :
B0 18 98 =
B4 B8 : nax_apdu_size recu

app_ctxt_name
xdlIms_ctxt

Conformance

A% 32 : FCS(Frame check sequence)
7E : End flag

(202 5) Send APDU analyze view

(0% 5)0lM= HOLC OlIA Sl AARQE M &8 S92 & X 84E
GIOIE ZolZel e 2 field 2= &M GIOIE0 CHYI
St 24E s B0 A0, (O 5)uMe =A= &

M Zelgel ® HOIEZFHS 2EX
O, AARQ TagE Soff oig AXt=2l Clol
JIotA L.

2 2AE HO
+ 2

%S9l o
Zo| o

2

2 o
= T

7E AQ 37 21 O3 30 6C 7C E6 E? 8P 61 29 A1l 0% 96 B7 60 85 74 05 68 61 bl A2 B3 B2
Pl B8 A3 @5 A1 03 02 01 B0 BE 10 D4 OF B8 B0 B6 5F 1iF 04 00 00 18 18 01 0B 80 @
7 19 F6 7E

== Information Field ==
E6 : Format Identifier
E? : Group Identifier

61 : AARE Tag

29 : Length

89 @6 @7 68 85 74 B85 D8 D1 : app_ctxt_name

: asso_result

98 : xdlms check
a : seurce_diag

U8 B0 @6 5F 1F 04 @B : user info
B

(O 6)llM= AMRIE S E2S SE0! AMRES &8 StEsS &
Fo( M =4&& COoIHE HiolE &
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