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Exchange Name
7 Reset Link
Dsei

|fH Binary Input

" @ Exchange... [8 Line Mon..

Ready Total |LEN 1 oK. LN No Fisp DN Par NN E0 Sec LD
(08 2) ASE2000 AlEH3tH

File Edit Yiew Go Capture Analyze Statistics Help

Bedeo mBEXZE I AesnTL|IEE QaaB 5
Eilter:‘ * Expression.,, Clear Apply

Mo, . Time Source Protacol Info L

Frame 1 (113 bytes on wire, 113 bytes captured)
Ethermet II, Src: Asustekc_45:56:e9 (00:1d:60:45:56:09), Dst: Clevo_59:24:78 (0
Internet Protocol, src: 210.110.33.18 (210.110.33.18), DsT: 210.110.33.63 (210.’_=j
Transmission control Protocol, sSre Port: 4780 (4780),

DSt POrt: ms-wht-server ([

0000 00 90 5 59 24 7§ 00 1d
0010 00 63 4b aa 40 00 40 06 07 hd d2 6e 21 12 d2 Ge
0020 21 3f 12 ac od 3d 67 e4 77 70 Se 1h 44 B3 50 18
Q00 Ta 4T TT UL 00 00 dC dn BL eb Te i d4e ta in ce
0040 d6 ae ée 9( 1c el c8 50 47 4a 50 fc 4c 51 15 53

S an s 3

AnEA o2 33 T en A

Realtek HTLE [63/81 ID Farmly Gigabit Elh - Packets IlDED Dlsplayed 1-

(08 3) WIRESHARK &l & st
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3. DNP(Distributed Network Protocol)3.0

DNP(Distributed Network Protocol)2 Xts3t M2l Al
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3.1 DNP3.0 Architecture
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£ UWJl fal (O 4)2 20 ZEZX LUCH.
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0Sl IS0 7 Layer DNP3.0 Layer
(2 4) DNP3.0 Layer Architecture
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4. DNP3.0 DIAIXI e & HE

MAN 2

DNP3.0 HIAIXISl MY =2
o™ Application LayerE

Ct. Pseudo Transport LayerOiMd= &
APDU(Application Protocol Data Unit)
st BHO 2Y = Segmentst CiS
TPDU(Transport Protocol Data Unit)E @S0 Oteh A
o2 EWCt. Data Link Layere= HECZEH
2 TPOUE  Atal2l Data Link Layer HeaderE
EncapsulationdtOd LPOU(Link Protocol Data Unit)E &

SotAl = L.

SWOXt ot
A AEtD OF
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4.1 Application Layer Header

Application Layer= DNP3.02 GIOIE{DF Al2l= Layer

= (O8 7)ME  Application Layer2 Header=
AC(Application Control) Field, FC(Function Code)
Field JJ2l2 INN(Internal Indication) Field2 24 &
OH&CH. INN Field= Response OIAIXIOICH IZEtEl=
FieldOlCt.

AC Field=2 =& HOIHE # t2 First2 Final

g 1bit
Jel1) Confirmation ResponseE R +*ot= Confirm bit
b A2 HAIKCL =MHSE <8t 5bit2l Sequence
Field2 RAEH&AICE 0l =MB1&S= ONP3.0 BIIAIKI &
S 3JtAl  Request  OIAIRI,  Response  OIAIXI,
Unsolicited Response OIAIXIGIA Unsolicited Response
HIAIXIDE 16 ~ 3181 = 100002 ~ 1111122 BIEALOIS
HS2 WD UL 2eld 0 ~ 1581 = 00000 ~
11110202 HIEAIOI2] 1S = Master 2 Request2t Slave
9| Unsolicited ResponseE HMI2I8t Z2& Responsell =

NHSE L AFSEHRICH?2].

FC Field= MAIXIZS SEES UEHHE INN Field=
RequestOdl OHEH OId0l dHESt= bitE MHEGHM
Response&tLt.

1 Byte 1 Byte ¢ Bytes
AC | FC N

FIR | FIN | CON | 8B
bit 1bit 1bit 5bits

Fir OCTET | Sec OCTET
8bits 8 bits

(O 7) Application Layer Header

4.2 Transport Layer Header
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o —
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21 -
= i —
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(12 8) Transport Layer Header

4.3 Data Link Layer Header

Data Link Layer= SEH2tel AAXNOl S4&I= LIEHUH
= BE2ez ot (O 20l PFAHTAHULCH.
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(02 9) Data Link Layer Header
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A M S

MASE DNP3.OBIAIXIS (O 10)1 &0 WEK3 *#
A0l T/ UCH. Master StationOlM Serial CablesS &

oH M Request MIAIXIOF MEEH ESCH Outstation®
Serial Cables SollAl HAIXNIE F£=A&HH ZI0 CHA
ResponseE Master StationOlH EWH =CH. JH20

Null Cable2 Rx2t TxJF 1104 Master StationOl TxE &
of GIOIEHE 2WHH 292K £=AIE0l Qutstation2 Rx
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@ <<RS-232C>> 9 <<R$-232C>> g 5

DNP3 Null Modem Cable DNP3
Call Simulator Call Simulator
(Master Station) (Outstation)

(08 10) HER3 P&

4.3 DNP3.0 HIAIX &4 25 X

s [E 1]0l AKX M8 ot 8S

codeZ LIEFLHRACE.

T =2 Pseudo

//Start Program

READ ObjectData

SET APDU, TPDU, LPDU

APDU = AddApplicationHeader(ObjectData)
TPDU = AddTranportHeader(APDU)
LPDU = AddDataLinkHeader(TPDU)
SendToSerial(LPDU)

//End Program

Function AddApplicationHeader(Data)

{
SET AppHeader
CONCATENATE APDU as AppHeader
RETURN APDU

plus Data

}
Function AddTransportHeader(Data)
{
SET TransHeader
CONCATENATE TPDU as TransHeader plus Data
RETURN TPDOU
}
Function AddDatalinkHeader(Data)
{
SET DLinkHeader
CONCATENATE LPDU as DLinkHeader plus Data
RETURN LPDU
}
void SendToSerial(LPDU)
{
OPEN SerialPort
SEND LPDU to SerialPort

[E 1] HIAIK M8 2 S

Ok
0
wn

5. DNP3.0 Z2LIHE

EC 28 S4&lcte S20A (O 11)2 201 RS232C
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O
5
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(08 11) RS232C 26 &

Master Station2l Tx&= Outstation2 Rx2t HZO0| &
HRULD, Master Station2 Rx= Outstation2 Tx2t H&
Ol TIHRULD, Master Station 2 GND= Outstationl
GNDRt AZO0l T/ UCH 012 22 HZ MU A Master
Station2 Rx2t Outstation® Tx2t HAE A
Monitoring  Serial  Connector2  Rx2t  HZGH
Outstation®l M Responsedt= HIAIXIE ZLIHE &
UCH. ol g2 (Og 1) 20l 24820
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6. DPA(DNP3.0 Protocol Analyzer) 4l8i3t0d
(08 12) Z=2 00N OAIK MHstH =08
WAZS Capture &t 3HHOILE.
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DNP3.0 Messages

TMEOUT [
Binary Output Status j 12 [:5] START
05640bc4000000006447c0c2010a00065fde HETRIES SN2 =N
Master { Slave Mode

" Master Mode " Slave Mode

[[SEND REQUEST] 056405c000000000793a

|[RECY RESPONSE] 0564050000000000b7 60

([SEND REQUEST] 05640bc4000000006447 c0c0010100065b71
[RECY RESPONSE] 05640a4400000000b793c0c08190009b2b
[SEND REQUEST] 05640b 447c0c10102 76
[RECY RESPONSE] 05640a4400000000b793¢1c181900075cd
[SEND REQUEST] 056405c000000000793a

[RECY RESPONSE] 0564050000000000b76b

[SEND REQUEST] 05640bc4000000006447 c0c0010100065b71
[RECY RESPONSE] 05640a4400000000b793c0c08190009b2b
[SEND REQUEST] 05640bc4000000006447 c0c1010200069576
[RECY RESPONSE] 0564024400000000b793c1c181900075cd

serial close

COM PORT ‘

BAUDRATE | |

(08 12) DNP3.0 BIIAIXI M4 L &4

(08 13)2 ZZ0lA DNP3.02 Z2ULIEHE

ANRXE S48 UHAEZ2 Capturedt SHOICH.

[TL-SEQ]: 5 [~
[AL-FIRST] : 1

JAL-FINAL] : 1

JAL-FUNC] : 128

[AL-GROUP] : 144

[AL-VALNUM] : 0

[DL-PACKET] : DNP

[DLIENGTH] : 10 BYTES

[DL-DIRECT] : OUTSTATION -> MASTER STATION
[DL-SYNC] : 0

[DL-COUNT] : EGNORE

[DL-CONFORM] : NO

[DL-DEST ADDR] : 0

[DL-SOUR ADDR] : 0

[DL-CRC] : 37367

[TL-FIRST] : 1

[TL-FINAL] : 1

[TL-SEQ] : 5

[AL-FIRST] : 1

JAL-FINAL] : 1

JAL-FUNC] : 128

[AL-GROUP] : 144

[AL-VALNUM] : 0

[DL-PACKET] : DNP -

COM PORT ‘

BAUDRATE | | [ serial close

(22 13) DNP3.0 OIIAIXI Monitoring & Analysis
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