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[INVITE sip:bob@bobuniv.edu SIP/2.0 ]

Via:SIP/2.0/UDP call.temp.com
From:Jane <sip:jane@janeuniv.edu>
To:Bob<sip:bob@bobuniv.edu>
Call-1D:12345678@temp.com

CSeq: 1 INVITE

Subject: Confirm next meeting!
Content-Type:application/sdp
Content_Length: length of body

[blank line]

v=0

o=jane 3157331353 3157331353 IN IP4 160.16.170.45

s= Confirm next meeting!

i=Requesting a call to make sure the date of next meeting.
u=http://www. janeuniv.edu

e=jane@janeuniv.edu
Kc:]N 1P4 160.16.170.45
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From:Jane <sip:jane@janeuniv.edu>
To:Bob<sip:bob@bobuniv.edu>
Call-ID:12345678@temp.com
CSeq: 1 INVITE
Proxy-Authenticate: Digest
realm="janeuniv.edu”,
gqop="auth, auth-int",
algorithm=MD5,
nonce="dcd98b7102dd2f0e8b11d0f600bfb0c093",
opagque="5ccc069c403ebaf9f0171e9517f40e41"
Subject: Confirm next meeting!
Content-Type:application/sdp

Qntent— Length: length of body
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[blank line]

SDP message

J/
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Call-ID:12345678@temp.com
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INVITE A
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100 Trying k/ k\ INVITE
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200 OK
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ACK

ACK

ACK

RTP

BYE

BYE
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4.1. UAC$} Outbound Proxy %9 Q%

UAC®} outbound proxy ZFe] €15 A] HTTP Digest
authentication 7]¥o] 7FAa &= FHeFH<Q off—line
password guessing &4 °]4 server spoofing &2l o
=& F A= AT 7ol dasith ol A= A
3 ¢F 7ol Hasi
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(29 11]el Hetd = 54 &g @hs A=
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&l %ko }3’— A= HE A== E sAIE gk
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A A& UACO] A%3 PE}
100 Trying WIAIAE 4
Hlu ko] dx|ste= A4

INVITgmp Tom@l92 168.1. IOO SIP/2. 0|
Via:Sl .0. ranch=z?hg4bknashds8

Max-Forwards: 70

To [Tom<sip:Tom@192.T68.1.T00>|
From:Jane<sip:Jane@192.168.0.100>;tag=1928301774
Call-1D : a84b4c76e66710

Cseq: | INVITE

Contact: <sip:Jane@192.168.0.100>
Content-Length:0

>,
‘OH )

LI

1:10 :10
ol
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] EQ )

3 UACE 54 &9 32
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4.2. UAS$} Inbount Proxy 7+9 Q&

UAS$} inbound proxy Fe] Q15 Aol ¢bdsh <l
= f8 s T Mol st Aljbske A
UAC®} outbound proxy %+ 15 Ax}e} fFAlshH
Aal [ 12]¢F 22 &Y s dEstste] A

= O

.

of 9 rlo ol

ro o

INVITE sip:Tom@192.168.1.100 SIP/2.0
Via:SIP/2.0/UDP 192.168.0.100;branch=z9hg4bknashds8
Via:SIP/2.0/UDP 192.168.0.1

Via:SIP/2.0/UDP 192.168.1.1

Max-Forwards: 70

To :Tom=sip:Tom(@192.168.1.100>

From JJane<sip:Jane 0. tag=1928301774
Call-ID : a84b4c/6e66710

Cseq: | INVITE

Contact :|<sip:|ane@ [92.T€8.0. |m>|

Content-Length:0
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ATk, a8y o] <elE 7| off-line password
guessing 343 server spoofing &4 FFHES Ho
= 5 2 M EAFE A AT B =EeAs o
ot S RsteE AR A5 HAYSFS Ats
Sk a2y AQks 72 A AZF A Aol A g

AR IS VMo Ho Gdd AR A

& 71 918lM = UAZF registrarel AHal S 553k 3
Aol A AHgAE T FE 7ol dasty, I o
el Wi ATtel Aol dastrar sl
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