
 1 

     

o1
 

1
 

1 2 2
 

2
 

1
( )  

{bhlee, magician, yckwon}@ahnlab.com 
2

 

{yunhs, janghj, leesk}@add.re.kr 

SMEA (Secure Message Exchange Architecture) for Message 

Exchange between Information Security Systems 

Byoung-Hee Lee
o1

 Sung-won Kim
1
 Young-chan Kwon

1  

Ho-sang Yun
2
 Hee-jin Jang

2
 Seongkee Lee 

2
 

1
AhnLab, Inc. 

2
Agency for Defense Development 

    

                

       .         

     ,         

,                

 ,          Proxy     

 Tunneling ,  XML      Fast InfoSet      

(SMEA)  . 

 

1.  

        

        

    ,      

 ,         

. 

  IDXP(RFC 4767)     

(   URI  ,    handshake

 )       

          

 ,   IDMEF      

     IDMEF  XML    

        ,  

  ,        

 SOAP      . 

    ,     

       

        

        . 

         

 (Authorization)   ,  XML 

 Binary        Fast 

Infoset       SMEA   

BEEP(RFC 3080)    (Function)  

         

    SMEP    

 (SMEA)     . 

 

2.  

 

2.1. IDMEF 

IDS       IDS  

  IDMEF(Intrusion Detection Message Exchange Format)

    .  IDMEF  UML 

     ,  

    XML  . 

 IDMEF  , ,    

         

,        

Mechanism     , IDMEF    

        . 

 

2.2. IDXP 

IDMEF  XML      

 IDWG  BEEP(Block Extensible Exchange Protocol)

 IDXP(Intrusion Detection Exchange Protocol)   .  

BEEP  IDXP  TCP/IP      

 , TCP/IP     

   . 

IDXP  BEEP   ,    

, BEEP       IDXP  

  . 

 

*       

   

2008 한국컴퓨터종합학술대회 논문집 Vol.35, No.1(D)



 2 

 IDXP       

(Authorization)   .       

   ,      

         , 

           

  . 

 

3.    (SMEP, Secure Message 

Exchange Protocol) 

  IDMEF      

  BEEP(RFC 3080)     

 (Function)       

        

  (SMEP, Secure Message Exchange 

Protocol)  . 

 

3.1.   

SMEP        

       XML-RPC 

 .  SMEP   

smep:// . / ? = , =  

 URI schema  . 

 URI schema     

      , 

 (parameter)   [  7]   XML-RPC 

    . 

 

[  1] smep URI schema    

 

3.1.1.  (Remote Function Call) 

   XML-RPC  SMEP  

  Function Call  .  

     ,   

   . 

 

 

[  2]   

 

3.1.2.  Modeling  Mechanism   

SMEP     XML-RPC    

  ,        

       , Mechanism   

     . 

 

[  3]      

 

  [  9]   (A)  F   

  /  (B)   , 

    ,    

,      (C) , 

(D) , (E)     

(F)         

 . 

 , [  9]     , SMEP  

  Modeling  Mechanism      

 . 

2008 한국컴퓨터종합학술대회 논문집 Vol.35, No.1(D)



 3 

 

[  4]  Modeling & Mechanism   

 

[  10]      Modeling  XML-RPC 

    ,      

( )        Mechanism  

  .  (Output)  IDMEF    

 . 

 

3.2. (runStatus)   

        

 (runStatus)  .     

         

  .        

  runStatus     runStatus  

. 

 

[  5] (runStatus)   

 

[  4]   B       

   (E, F, H, I)     

. 

 (runStatus)    . 

  ,  ,    . 

 

 

4.   (System Architecture) 

     IDXP    

(Authorization)        

        

  ,    

 , Text  XML    XML 

   ,      

     SMEA    

  . 

 

4.1. Access Control 

        

SMEA   . 

       , 

       Component 

(shakeholder
1
)    Router (    P )   

  . 

 

4.1.1.   (sysMap) 

       IP  

  Port   , SMEA  

  (P)     

,    IP  Port     

      . 

 

[  6]      

 

 

                                            
1
  ,  ,   (

 )   . 

2008 한국컴퓨터종합학술대회 논문집 Vol.35, No.1(D)



 4 

  Whoami    . 

 

(P)   sysMap  Whoami   

 ,  Whoami    .   

sysMap    A, B, C, D   IP, Port  

 (ID)     . 

 

4.1.2.   (svcMap) 

SMEA       ,   

         

 ,       

 .         

 ,       

    . 

 

[  7]      

 

     . 

 

  Source   Target 

  ID    

(Accept)      . 

 A, B, C, D    (svcMap)  

   (Authorization)   . 

 

4.1.3.   (Authorization) 

         

         

(Authorization)  .    , 

 ,     . 

 

[  8]   (Authorization)  

 

    (  A)    

(  B)     . 

MSG 0 1 . 49 106 

Content-Type: application/beep+xml 

<start number='1'> 

<profile uri='http://iana.org/beep/SMEP'> 

<![CDATA[<SMEP-Greeting mmsgId=' 

NET1.A.NET1.B.EIF_CIDR_01_01' aauthCheck='true' />]]> 

</profile> 

</start> 

END 

 BEEP   piggyback data
2

  

    .    NET1  A  

 NET1  B      

     (Authorization)  

.  NET1   B      

         

 /  . 

 

4.1.4.    

SMEA   XML-RPC    

,         

       (  

 , Validation Check)  . 

       ,  

       . 

 

[  9]    

                                            
2
          

   SMEP        

          . 

2008 한국컴퓨터종합학술대회 논문집 Vol.35, No.1(D)



 5 

 

     ,  XML  

   (validation check)  . 

 

4.1.5.  Tunneling 

       

        

     application-layer  

 Tunneling   .    SMEA  

    Tunneling    

  proxy/router      

. 

 

 

[  10]  routing   

 

[  12]  A  B     Proxy 

    routing    .  

 SMEA        

     . 

 

 

    P1  P4   

  Tunneling        

piggyback data        

  . 

 

[  1] P1  P3     

MSG 0 1 . 49 106 

Content-Type: application/beep+xml 

<start number='1'> 

<profile uri='http://iana.org/beep/SMEP'> 

<![CDATA[ 

  <tunnel fqdn= P3  port= 11074 > 

    <tunnel fqdn= P4  port= 11075 > 

      <tunnel fqdn= B  port= 12073  /> 

    </tunnel> 

  </tunnel> 

]]> 

</profile> 

</start> 

END 

 

P3  [  1]     , P3 (  )   

    P4   B   Tunneling 

   P4    . 

  Tunneling       FQDN
3
  

 ,    Tunneling    . 

 Tunneling        

SMEA     BEEP    

  . 

 

 

[  11]  routing   

 

4.2.  XML   

      

       

     XML   

 .       XML 

        

         

 .     SMEP   XML-

RPC   ,     

  XML     Fast Infoset 

   XML-RPC   

 . 

 

                                            
3
 Full Qualified Domain Name,   

2008 한국컴퓨터종합학술대회 논문집 Vol.35, No.1(D)



 6 

 

[  12] Fast Infoset en/decoding  

 

  Fast Infoset      

.   XML   XML   , 

Fast Infoset      

(Vocabulary Table)     Fast Infoset 

 . 

   Fast Infoset  Fast Infoset  

Serializing ,      External
4

 

internal
5
  . 

 

4.3.   

SMEA        , 

    . 

      TLS(Transport Layer 

Security)  ,     TLS 

handshake    . 

 

5.  

          

      . 

        

   XML     

    ,    

        

        

      . ,  

    Tunneling   

   ,   (RPC)  

 SMEA     . 

          

          

 , Service Repository       

     (discovery)    

                                            
4
 Fast Infoset  URI       

  
5
           

  External        

  .       

,        

   ,      

        . 

  SOAP  UDDI(Universal Description, Discovery 

and Integration)    , SMEA   

         . 

 

 

[1]. M. Rose, The Blocks Extensible Exchange Protocol Core, 

RFC 3080 

[2]. M. Rose, Mapping the BEEP Core onto TCP, RFC 3081 

[3]. H. Debar, The Intrusion Detection Message Exchange 

Format (IDMEF), RFC 4765 

[4]. T. Dierks, The Transport Layer Security (TLS) Protocol, 

RFC 4346 

[5]. B. Feinstein, The Intrusion Detection Exchange Protocol 

(IDXP), RFC 4767 

[6]. W. Harold, Using Extensible Markup Language-Remote 

Procedure Calling (XML-RPC) in Blocks Extensible 

Exchange Protocol (BEEP), RFC 3529 

[7]. D. New, The TUNNEL Profile, RFC 3620 

[8]. ITU-T Rec. X.891 / Fast InfoSet, http://www.itu.int/rec/T-

REC-X.891-200505-I/en  

 

 

2008 한국컴퓨터종합학술대회 논문집 Vol.35, No.1(D)




