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thesh poh 2.2 FAF AEL AT I /AN B4
o o]EF YEYIL FxH Edo WL AMiso]  PKGel o8 N /W BA7] Ful$d F PKGE
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. PKGE vl~E ®oF ARl s (2 AAsta, Al2Elo)
o AgAte] wel Aw g glo] H AFo] A A AgE Alz=®l seuE @ og P Hy, HeS A4sta
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Fatg Al F7E 8w oy SiY WESLAY - 37 ATEch webd, tulol A 27 EujaAe
ojEelAoldel e} dlole Bl Wl 7 vhepy D ¥ e D T ol e
2 o) wEolth. Wb Alelele wAe Cupe|ss B Aol A FAN(K ), MK LD, A=H
o] HE7] AHAE E&Aoli oA #Elw 4 FWAEME(g P Hi, Hoits 58 |k
glojof "?}‘:1'- o PKG
2.1 8o 2 Al2¥ ggv]g /‘E’é_ K, =H,(D,) Generation K, =H,(IDy)
el /1A Ao WAE AT Sle ol L M Seist ke
T UENT 84S 98 A A ks kmele] A x0Ty (SSMBMIRHH, K=ok oH,(0)
de =98t wEkd AREE A7), FANE
PKG (Public Key Generator)ol 9J&] A% & Eujy

ojof gt} [5](6]

[3E 1] &°f A9

q Large prime number

Gy, G, Cyclic group of order q

P Generator of G

e Paring € : G1 x G1 — G2

s, t Network master secret

Hi, H2 Hash functions

K, Initial Public key of A

K3t Initial Private key of A

K4, Public key of A in period i

KL, Private key of A in period i

TK 4 p Symmetric Temporary key between A and B
KT Ticket key in period i

frx Temporary key Generation Function

I, Index information for Temporary key of A
Sae Session key of A and B

exp Key expired period

Vﬁxpi Remaining Duration of A in period i

I, Registered unique device information of A
Tf},KG Authenticated Ticket of A is issued by PKG
{W}k Encrypted W using the key K

[W]k Signature W using the key K
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* PublicKey: Kg
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oA FRe AF HIAS AFESH 1F HAL A FF ASA viRIE HAHE Frkste] £ o dgek Ax
B &< AR 7heetH, Zb tulol A A fule]l A5 kS =T oA olth. DSA« AQbE W2 o] SA <
As3et7] el dEAviol] QIFF-E glete= Aol of aEFHT U535 11 AFte] A8 HS 1 & Uk
Yzl s HAS AR AA AR F3%it. Q1F H T AR Z, AokE wAle e ANk 7] A 7
o] AL a-7y gow, 7 Fro] AW ofet 3 7] A e 2eAS Hlmagoen, 7] A
5 e dutel o] og 94 maL A 7] 4
* ID of Issuer PKG : ¢15 HZE& 2AF PKGY A mHye %7 7] A4 BAD vude o, 1/3 A%
AR o Alzte] 2e®E & § Utk ot AxE B
* ID of Sending Device : 15& &A= HHFOl  mu) sbgol} 27] o= o] ek Aute &) Ast
22 Al s & Qg Aotk EmF, AHEE o) Holrh TrhsS
o expr e EAAANA EEEE dAAe FE G ZaAFre] S7bRRE AR g er Frhskal Sl
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& PKGEH-H dguke g7,
[ 3] 718 % 71784 #7ge] A8 A7 (F9] ms)
« Ticket Format
S Dor key length(bits) Generation Update
Issuer PKG Sending Device EXp; 256 26.40 6.40
KT 512 51.20 15.20
1024 64.00 24.80
(19 7] A5 HAL 34
5. A&
olgt Q1% BAE ARES tinfo]~ b QT AP 2 oA HIISA 7Nk 37 &8s 9El
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WS 7phbo g obHd AdS AFE3E N7/ A
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0T K 7} zasejof & Zloju},
Verification TP?G Mutual Device = -
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key length(bits)| Proposed RSA DSA
256 26.40 19.80 167.50
512 51.20 28.00 198.67
1024 64.00 113.00 583.67
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