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3. XA AIAR EQtOIZEZS HPAEE

3.1 SSL(Secure Sockets Layer)/TLS(Transport Layer Security)

33

SSL2 19948 UIAOIEIL HMSLe2 e BE2EEZ

AN HTTPS 22 28 HZE Z2EZE0 st ¢532
AN2ole EHAEZE HSUHAL 28 Z2EZ0|0H 4l
E MIAAHeH AMAEE ol dHE Z2E=22 OHLIAI
ot AM&3IE XI=2(Credit card payments)Ol = &atAH
AFEE D Q= JIE BiXOl T2E=0|g2t] &8 & 9
Ct. TLS= 199540l JHYE SSLe ZSHAEQI SSLv3.0
2 JIXZZ IETFUHIA 1999E 0l RFC2246= HICHEl HZ=
oz HOE N2 =Z SSLit Hel S AFGHL.

SSL/TLSOH st 22 A JAHGAULCEH 5ol
E T30 AVISPASE 0|26t otE S 250 28 ARIt
D AN, 018 Soll € JHX 2HE0 =MHES
2ol Bt ACH7].

3.2 SET (Secure Electronic Transaction)
SETE2 SSU/TLS2t= g2l

system)ES ol A AT AL
customer, merchant, payment gatewayE 40| T/,
OlE2 LXE AHYEES 0|26t &As =5 £=8i5l0,

0l= CA(Certification Authority)2 A& X 39 o=

Xg AlAE(payement
ZzE29 e

Jl 2t (trusted third party)dl Slol 2Z0| = CF.

et SETS Ha 233 ol DESS HIUE 2535
IOl RSAE =80t AIZotH, 2Es 2535 YUY
oz N4 s AUSoIAULH

SET Al AXtAHee &Y &) 2 A7 &3
CdeEdl, dEs 2S5 oISHUHE AI=Z6tD UKL
A Al AVISPAE 0lE8t oHEA ASUHA Eotaol FH
HS 2ASICHT].

2 =20ldse dXa 1EH9 TEZE2 E4&ot=d
MNEBE HEAHZT TFE 0860 ME2 HXAMAHS
T=E22 MGt AR StCh

4. HLPSLZt AVISPA 204

4.1 HLPSL(High Level Protocols Specification Language)

HLPSL[8]2 roleg J|8to2 ol AHOHEM, 229
rolesS2 A2 SETUN 2H0 ZJAHJULD, channelE &
ol SIAIASE S SHCH.

role2 %‘%*Oﬂ et & X2 UsEH 22 = AUs
d, T=&E22 F4dte 222 JHH=2 Jl=dte
basic roleldt basic roleS2l AlLI2IQE JI=dtI|®I&
composition roleg A ECH.

basic role2 2 JHHMS0| JIXLD Y=s HEE HI|GH
1, SND2 RCV HHEONE 0l25td CIE JHHsSH A2
o B2 E WSl 2AAASZS StCt

composition role® &M ZZE29| FAH=2 LIEIUWE=
role2M 2+ roleES0] JIXLD /Us j42.*_‘2| 2Ex2 3K

ol NY
M oL, —

HII8C

JHX

= o
== I

(intruder) 2t
EZ&5t= goalE

_,_

4.2 AVISPA(Automated Validation of Internet Security
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Protocols and Applications) TZEZ0 Uis dM 242 oteie [0 2] 20
AVISPA[6]= QIEHY 2ot TZEZEN ST 2SS EBI
Aso=z ?:*aoH¥E CRZ2M, HLPSLOI2t= &Y HAl | =
AOE M & ZEE3S BH2=E ZO0IAM translator A.B S AKX A2 B Eé(concatenanon)
E S IF 2 HES0l =, IFEE CHAl 40tX h(M) AKX M2 hash& 2= 0/23 hashing
back-endE2l l&Eo=z S0IIAH = 0l 4DJtX {M}_A Key AZ DIAIXI M2 2535t
back-end=2 22t OUUE 42 JI& model checking inv(A) Key A2l % (inverse)0l Tl& 3|
tool2M On the fly Model-Checker(OFMC)[9], Enck(A) Al ZII|12 ASst
ClL-based Attack Searcher(CL-Alse), SAT-based A->B:M | A0A B2 HIAIXI MS 2¢
Model-Checker(SATMC), Tree Automata—based o535t J|Y
Protocoa/;nal);s-ﬁr(TIAt’ST)} 2 724 OOIH EIH(HH%lQ}Di,l %'aﬂj - Sign_A(Msg) = Msg.{h(Msg)}_inv(SignK(A))
OZ SN YHAM = oF I2EZ 0| oK 4ItKIS &
= oo HE) 22O HE ZPES AS & 90} - Encrypt_A(Msg1, K, Msg2) = {Msg2} K.{Msg1.K}_EncK(A)

High-Level Protocal Specification Language (HLPSL)

1

Translator
HLPSL2IF
1
Intermediate Format (IF) |
1
1 L 1 L
On—the—fly CL-based SAT-based Tree Automata—based |
Model-Checker Attack Searcher Model-Checker Protocol Analyser
OFMC CL-AtSe SATMC TA4SP
Output
¥
[O8 1] AVISPA 9 22X
4.3 SPAN
SPAN[10]2 AVISPASl web graphical interface 2
local versionOICt B& HC2 AMEE= ZIYHo &
EHE XESIH AIZE2=Z Oldia)l &H ZAHEHAD
Ot S0 2t9ot=s EXg, HES 2248 M22 H

0l AS ueld AUCH

5. EPP (&Xt X2
Kl et

I2&2: Electronic Payment Protocol)

5.1 EPP Z2&EZ2 £H2 =2

EPP Z2&EZ ZH2 SHE=E 20N £e dItatA
cHOllA BFSGHOFE D=2 A el QTAIE 40tKE BH=AID]
O, 8 H2EDH0N MEEHLD U= SET Z2E=0 & =2
oIS FIIet M22 Z2EZS Aot X+ st
52 EPP EZ2EZ9 243 & 24

5.2.1 EPP Z2&E32 24

34

Encrypt_B(Msg, K) = {Msg}_K.{K}_EncK(B)
DualSign_A(M1,M2) = Sign_A(h(M1), h(M2))

IZ2EES9 24

% Temporary customer certificate

1. C -> M : Encrypt_M(C, K1, Nc)

% Temporary certificate response

2. M -> C : {M.Sign_M(Nc.Nm.Sid) }_K1
% Purchase request

3. Ol = OrderDesc.PurchAmt.Sid
= CardInf.PurchAmt.Sid.M
C -> M : {Nm.Ol.DualSign_C(OI.PI)}_inv(PubK_C).

Encrypt_P(DualSign_C(OI.PI).PI, K1)

% Purchase Authorization Request

4. AuthReq = h(PI).0Ol.DualSig_C(PI.Ol)

M -> P : Encrypt_P(Sign_M(AuthReq), K2).

Encrypt_P(DualSign_C(Ql, PI).PI, K1)

% Purchase Authorization Response

5. P -> M : Encrypt_M(Sign_P(Response.Sid.PurchAmt), K3)

% Purchase Response

6. M -> C : Encrypt_C(Sign_P(Response.Sid.PurchAmt), K1)

[D& 2] EPP Z2EZ 24

2F

2% 6EAHz 24
XSOl st €9

| (H

. A0l A
Ba=m)

d C
I
o
ju—

mU
o

Q= (Temporary certificate request)
SAIAIE AS ol=2 et HAIKXKZA
Cot XHAIBHD| BtE & 9=

—= T M

e

ol
=

E(Te mporary certificate response)
LD 2Bt Al HAl KHA
nonce (2 Nmdt HeHE ol S

2
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oF AFZE £ Qe D2t Sid 2t2 EEAIAH XAl A Nc' = new()
el MYotod XHalol BEYW BAXYES E4%oln A SND(NC)_K1'{C.K1} PubK_M)
DX SR ES A Setot 2HHCE. - R B
aR S HEII2 2S5t t 2. State = 1 A RCV({M.Nc.Nm".Sid" {n(Nc.Nm'.Sid")}
3EH: F0H 2= (Purchase request) _inv(PubK_M)}_K1)
HefE et A5 Q=S OFal D22 AQINAH =2 =|>
A2 X2 22 2L ol =2 20Nt K= State' := 2 A OI' := OrderDesc.PurchAmt.Sid'
HE(PNE 0I5 MY (DualSign_C) &AlE 0|85t 1 A PI' = Cardinf PurchAmt.Sid' M
240 XI= HOIESOl AIOI0 228 38 RE2 < L , ,
=C}. N\ DualSig' := h(OI').h(PI').
{h(h(OI').h(PI'))}_inv(PubK_C)
4CHH: X2 1= Q& (Payment certificate request) N\ SND({{Nm'.OI'.DualSig"}_inv(PubK_C).
AR BES F‘:‘g gelg LA "E JES = {DualSig'.PI'_K1.{K1}_PubK_P}_K1)
olotd, XISl JHRIZI2 MEHolst X2 2= (AuthReq) A witness(C,M,c_nonce,Nc.Nm)
322 s J+|0|§9+9| HAIXI RO AlSE HE3) /\witness(C1M’cr_n deaI,Sid'OI')
(K2)2t &M XISHOIEA0IS BIHIIZ 23538601 2 TR
LH N\ secret(OrderDesc,order_1,{C,M})
LHCE
N secret(PurchAmt,order_2,{C,M,P})
53 X2 o1& &92l(Payment certificate response) N\ secret(CardInf,payment,{C,P})
JRo2RH 2= A=0 tet 328 gt U 3 State = 2 A\ RCV({Response'.Sid.PurchAmt
Ol st MEE &0l SHIZ2 AM=EXYs &0l & ' , o '
= 2 o= Q0 st gc*IHI/\III(Response)% = {h(Response'.Sid.PurchAmt)}_inv(PubK_P)}_K1)
LK KIS0l thst se1E StC. =>
State' := 3 A request(C,M,m_nonce,Nc.Nm)
6t 700 S¢2l(Purchase response) A request(C,M,mc_deal,Ol.h(PI))
X2 HOIEQOIZEH X2 £ 22 Mo2 X2 end role
SO0l 2 0 &2 MHAIXI(Response)S D2ZHO A
TSEEN JdlE BRE [0 3] EPP Z2E2=22 HLPSL ¥ANl 2E
i 2 =2A
5.2.2 EPP 2253 =5 [0 3] HMHE Sl 2I=HHE <ol D20 Aol
- o - o ao - = o AS QE=E=2(1.Statel SNDEE1 2.Statel RCV
tse Mol fesas HIPSLE SHE B S0 ooy yorgy 12 HolEgiol Alel 2o =
A D2 (cardholder)0il TH&t rolel HAMISLE0ICH o =2 X5 olst 0|= M 22(2 State E2Ho
— T = o T2 oS T .  —
SNODER) 2= @& 2 0o e =0 HAIKS 2
role cardholder(C, M, P: agent, o = XSO rolel D:‘kI|O|'OE'_J n2E=20 A
Cardinf : text, Z =40l S0ok(secrecy)t 9= (authentication)2 2ZE
PurchAmt : nat, St 215t secret()t W|tness(), request()el &4£E
OrderDesc : text’ }\I'%gl'gi I' |0“ 04H| EI jEO‘”A—I—OJ 2\" él—_J'\_g —O—lu E
=7 2
PubK_C,PubK_M,PubK_P : public_key tsa =t
layed_by C def=
ocal Stat ) tpaye oy & ce secret(OrderDesc,order_1,{C,M}) : 1D24(C)1t AHQI(M)AF
oca ae'na’_ ool =2 FE(OrderDesc)0l e 227 AHEO0

Nc, Nm, Sid, Response : text, OH=Q| Z=XIZ2 ASSCL orders goal 2201 HAl

Ol, PI, DualSig : message, PIPIE B

K1 : symmetric_key,

SND, RCV : channel (dy) witness(C,M,c_nonce,Nc.Nm') : Nc.Nm'2 gtol CHoll A
init State := 0 l\_/I01I Ot Col «Et 2lE(weak authentication)E 20|
transition ot0, c_nonce= goallll HAIGHI| <8t IDgtOlLt.

1. State = 0 A RCV(start) : of 2t =
- request(C,M,m_nonce,Nc.Nm) : Nc.Nm<l g0l CHGHA
L L MOl ol8t Col 28t 915 (strong authentication)2 <2
State’ := 1 A KT" = new() 0l 304, c_nonce= goaldl AIGIII $IBH IDRLOICH.
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request()= witness()2t M oI5 S st g2 AIE FH 28
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File Edit View Terminal Tabs Help
root@jyo:/opt/avispa-1.1# avispa testsuite/hlpsl/epp_protocol.hlpsl --
% OFMC
% Version of 2006/02/13
SUMMARY

SAFE
DETAILS
BOUNDED_NUMBER_OF_SESSIONS
PROTOCOL
/opt/avispa-1.1/testsuite/results/epp_protocol,if
GOAL
as specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.09s
visitedNodes: 5 nodes
depth: 2 plies
root@jyo:/opt/avispa-1.1#
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