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ABSTRACT

In order for fast calculation for the modular multiplication which plays an essential role in RSA
cryptography algorithm, the Montgomery algorithm has been studed and developed in varous ways. Since
there is no division operation in the algorithm, it is able to perform a fast modular multiplication. However,
the Montgomery algorithm requires a few extra operations in the progress of which transformation from/to
ordinary modular form to/from Montgomery form should be made. Concept of high radix operation can be
considered by splitting the key size into word-defined units in the RSA cryptosystems which use longer than
1024 key bits. In this paper, We adopted the concept of operand scanning methods to enhance the traditional
Montgomery algorithm. The methods consider issues of optimization, memory usage, and calculation time.
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.
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function MonPro(a,b)
Step 1. t:= ab

Step 2. w:=[t+ (tn’ modr)n]/r
Step 3. if w=mn then return uw—n, else
return u (6)
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function ModExp(a,e,n)
Step 1. a:=ar modn
Step 2. z:= 1r modn
Step 3. for ¢ =35—1 downto 0
z:= MonPro(z,x)
ife; =1 then z:=
Step 4.
(7

Monpro(z,a)

return z :=MonPro(z,1)

@ Product
for i=0 to s—1
C:==20

for j=0 to s—1
(C, 8) := tli+j] + alj] * bli] + C

tli+j] o=
tli+s] == C
® Reduction
for i=0 to s—1
C:=0
m = t[i] * n'[0] mod W

for j=0 to s—1
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(C, 8) = tli+j] + m * n[i] + C
tli+j] =
tls+1] = tls+1] + C

(© Division
for j=0 to s—1
uljl = tlj+s]

@ Compensation
B:=0
for i=0 to s—1
(B, D) := uli] — nli] - B
tli} =
(B, D) := ufs] - B
tls] =
if B=0 then return t[0], ..., t[s—1]
else return ul01, ..., uls—1]

2. 099 P LBE 290

@® Product & Reduction & Division
for i=0 to s—1
C:==290
for j=0 to s—1
(C, S) = t[j] + alj] = blil + C
tljl

(C, S) = [S]+C

t[s] == S

tls+1] :=
mi—t[]*n[O] mod W
(C, S) := t[0] + m * n[0]
forj:1tos

]
1
(C,8) :=tlil + m*nlj] +C
tli-11 := S
(C, 8) :=tls] + C
tls—=11 := §
tls] := tls+1] + C

® Compensation

Bi=0
for i=0 to s—1
(B, D) := t[i] — nli] - B
uli] == D
(B, D) :=t[s] - B
tls] == D
if B=0 then return u[0], ..., u[s—1]
else return t[0], ..., t[s—1]

3. vAM A= 2y

® Product & Reduction & Division
for i=0 to s—1

(C, S) = t[0] + al0] = b[i]
t[1] = t{l] + S
m = S * n'[0] mod W
(C, S) '= S + m * n[0]
for j=1 to s—1
(C, 8) = tlj] + alj] = bli] + C
thi+1] = t[j+1] + C
(C, S) := S + m=*nlj]

tli-1] := S
(C, S) :=1tls] +C
tls—=1] == §
tls] = tls+1] + C
tls+1] =0

® Compensation

B:=0

for i=0 to s—1
(B, D) := uli] — nli]l - B
tli} ==

(B, D) :=uls] — B

tls] ;=D

if B=0 then return t{0], ..., t[s—11

else return ul0], ..., uls—1]
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